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WiFi: Emulating Degraded Stations

Goal: Create a scenario where WiFi stations send out corrupted packets that can cause handshake and
authentication failures. Learn techniques to capture and inspect packets to view corruption and scan
log files fo find indications of LANforge corrupfion injections.

We will learn to use the some WiFi packet corruption features to emulate eos
malfunctioning station equipment. This consists of enabling the corruption features
and looking for errors when stations attempt to associate. Part of this will include | — |

capturing packets and inspecting them. This scenario requires LANforge version
5.3.6, and a two-radio LANforge system with one radio set in monitor mode. LANforge GUI

LANforge WifIRE
N
S

WiFi Client

Open Authentication Test Scenario

We will begin with a basic open authentication test scenario with a single virtual station on a LANforge system
connecting to an AP. (See Also: Generating Traffic for WLAN Testing) This test scenario also works for Captive
Portal testing.

Create a Station with Corruptions

We will use the simplest form of corruption, ignored frames. Select the Port — Corruptions tab, and set Ignore RX
Frames very high, like 75%. To limit this to association frames, select ASSOC.
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Port Status Information
Current: DOWN LINK-DOWN GRO MONE
Driver Info: Port Type: WIFI-STA  Parent: wiphyl

Port Configurables

rStandard Configuration rAdvanced Configuration r Misc Configuration r Corruptions | Custom WiFi
Configurable WiFi Corruptions

Ignore RX Frames Corrupt TX Frames CDuplicate TX Frames Delay Frame Processing
|?5‘-’ﬁ (75%) |v||zero (0%) |v||zero (0%) |v| Min |E] (No Delay) (G ms) |v|

Maix |El (No Delay) (G ms) |v|

[ Anyall EAPOL  [] EAPOL 2/4 []EAPOL 2/4 [] EAPOL 1/4

[ ] DEAUTH [] EAPOL 4/4 []EAPOL 4/4 [ ] EAPOL 274
[]EAPOL 1/4 []EAPOL 242 []1EAPOL 242 L]EAPOL 1/2
[]EAPOL 3/4 []ID-Response []ID-Response []ID-Request
[]EAPOL 1/2 [l Other-Response [ ] Other-Response [] other-Request
[¥] ASSOC

[]ID-Request

[] other-Request

| Print || WView Details | | Probe || Display Scan || Sync | | Apply || 0K | | Cancel

Associate a Station with Corruptions

Infroducing corruptions is simple. Watching the effects takes some effort. With aggressive association
corruptions, the basic effect will appear as if your station takes an unreasonably long fime to associate. Let's set
up Wireshark at different interfaces to understand better the kinds of traffic at play.
1. Select aradio for monitoring and set its channel to match the AP channel. If your AP is on channel 44,
modify your LANforge wiphy monitor radio to also listen on channel 44. Our test AP is named hedtest-
2000-open



Port Status Information

Current: LINK-DOWMN MOME
Driver Info: Port Type: WIFI-Radio Driver: athl10k{988x) Bus: 0000:04:00.0

Port Configurables

fStandard Configuration |/ RF Patterns rFirmware | h
Enable General Interface Settings
|E,3et IF Down [1Down
Alias: e
MAC Addr: |04:f0:21:20:37:03

Rpt Timer: |medium (8 s) |v|

WiFi Settings
MaxVIFs: 64 Max-Stations: 127 Max-APs: 7 Supports: 802.11abgn-AC
Country: |United States (840) |v|
ChannelfFreq: | 44 (5220 Mhz) | v | ap: IDEFAULT |

Antenna: ‘AII (3x3) |v‘Tk-Power: ‘DEFAULT (-1) ‘v‘
RTS: [DEF&ULT | Frag: [2348 |
[ ]verbose Debug
| Print || View Details || Logs | | Probe || Sync | | Apply || oK | | Cancel

2. Create a monitor port (Port tab — Select Radio — Create — Monitor)

=) £
) MACA/LAN () 802.1Q-VLAN ) Redirect i) Bridge ) Bond ) GRE Tunnel
WIFi STA (O WiFi VAP @ WiFi Monitor ) WiFi Virtual Radio
Shelf: Resource: : Paort: |6 (wiphy0) |V|
WLAN (D [] DHCP-IPv4
Parent MAC: DHCP Client ID: | [~]
MAC Addr: | [~]| 1P Address: Global IPv6:
Quantity: 1 | IP Mask or Bits: Link IPvE:
h Gateway IP: IPvE GW:

#1 Redir Name: #2 Redir Name:
STA ID: [3000 | ssio: |~]
WiFi AP: Key/Phrase:
CIwPA [IwpPa2 ] weP
[] Down

Apply " Cancel | | Ready

You will see the moni3000 port below. The channel number will not display.



[=[E]=)
| Stop All | | Restart Manager ‘

Status r Layer-3 r L3 Endps rWanLinks rAttenuators r Layer-4 rResource Mgr f Event Log rAIerts f Port Mgr rvAP Stations r Messages \

=]

Control Reporting Tear-Off Info Plugins

Disp: [192.168.100.51:0.0 || snifPackets | [2][ clearcounters || Resetport || pelete |
Rpt Timer: ‘medlum (8 s} |V| | Apply ‘ IEI | View Details | | Create | | Modify ‘ ‘ Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Port Ph...|Down| Parent Dev| Device IP Channel AP SSID MAC Mask

T.3.0% LT (L1 1k 1. 176.222.6 UUT LD 21160 d0iC0 299, 295.295.U =
1.3.05 L (L] eths 10.41.1.63 00:1b:21:60:36:c7 |255.255.255.0 ]
1.3.06 0[O wiphyo 0.0.0.0 il 04:f0:21:20:37:03 [0.0.0.0
1.3.07 O [ wiphyl 0.0.0.0 1 04:f0:21:20:37:0b [0.0.0.0
1.3.08 ol L wiphy2 0.0.0.0 0 04:f0:21:2f:90:13  [0.0.0.0
1.3.09 | L[] |wiphyl wlanl 10.41.2.255 1 00:0E:8E:4A:1E:98 |hedtest-2000-open|04:f0:21:20:37:0b  |255.255.252.0 L
1.3.10 L] [k |wiphyo wlan0 0.0.0.0 0 Not-Associated hedtest-2000-open|04:f0:21:20:37:03  [0.0.0.0 3
3311 V|  |wiphy2 wlanz 0.0.0.0 0 Not-Associated hedtest-2000-open|04:f0:21:2f:90:13  [0.0.0.0 K |
1.3.12 01 [ b3000 10.41.1.3 Ocicd: 7aselifd:2d  |255,255.252.0
1 B L1 [[] |wiphyo moni3000 [0.0.0.0 0 04:f0:21:20:37:03 |0.0.0.0
1.4.0 [l || etho 192168.100.151 00:0d:b9:45:7e:ec |255.255.255.0 |
1.41 L (L] ethl 10 481,63 00:0d:b9:45:7e:ed |255,255.252.0 Ed

Logged into: idtest:4002 as: Admin

3. Create a station (wiphy1 — wlan1 will work) and associate it with hedtest-2000-open. Highlight the
stafion in the Ports tab and bring it up.

Port Status Information
Current: LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA  Parent: wiphyl

Port Configurables

fStandard Configuration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi

——Enable General Interface Settings
L] Set IF Down ] Down ] Aux-Mgt
L] Set MAC []DHCP-Pv6 [#] DHCP Release  DHCP Wendor ID: |None |v|

[]set TXQLen

[ Set MTU DHCP-IPv4 Secondary-IPs DHCP Client 1D: |None |v|
e

[] set Offload DMS Servers: |10.41.1.89 Peer IP: MA

[] Set PROMISC IP Address: 0.0.0.0 Global IPvE: [auTO |

, IP Mask: 0.0.0.0 Link IPv6: [auTO R
_Di‘:::es_ GatewayIP:  0.0.0.0 IPVE GW: [auTO |
- Alias: [ ] mw 1500
- MAC Addr:  [04:f0:21:20:37:0b | TX Q Len 1000
= e || BfTmec WiFi Bridge: INONE =]
[ PROMISC WiFi Settings
] 750 Enabled 591D hedtest-2000-open  |w|AP:  |DEFAULT |
[JUFO Enabled  KeyfPhrase: | | Mode: [(802.11aban-AC) [~]
[]GSO Enabled  Frea/Channel: 5220744 Rate: [0S Default (=]

] LRO Enabled [Iwpa [1wrPa2 []OSEN []WEP
GRO Enabled [] Disable HT40 [] Enable WHT160 [] Disable SGI

| Print || iew Details | | Probe || Display Scan || Sync | | Apply || oK | | Cancel

Watch Traffic

With 75% ignore the chances of the station actually associating are very port. On our monitor interface, we see
that there are multiple discover and request packets.



*moni3000 [Wireshark 2.1.1 (Git Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

a i~ ™ o3 N |

©0adam il xcQ¢ v evs cBEuouRAdEEE®= o

Filter: [wlan.addr == 04:f0:21:20:37:0b - EXpression... Clear Apply Save

No. Time Source Destination Protocol Length Info
798 15:50:37.604074540 Sparklan 4a:1le:9b (00: CompexPt 20:37:8b (84:802.11 76 802.11 Block Ack, Flags=.
799 15:50:37.605264999 fe88::6f0:21ff:fe20:37 ffo2::2 ICMPVE 136 Router Solicitation from 84:f8:21:28:37:0b
819 15:50:41.185927522 10.41.2.255 16.41.1.89 DHCP 413 DHCP Release - Transaction ID 0x2477fcee
8208 15:50:41.185979038 Sparklan 4a:le:9b (00: CompexPt 20:37:0b (84:802.11 76 802.11 Block Ack, Flags=........
821 15:50:41.189296093 10.41.2.255 18.41.1.89 DHCP 488 DHCP Release - Transaction ID 0x2477fcee

:50:42.1568757131 168.41.2.255 20, 2ha 2ha. DHCP Discover - Transaction ID 0x2477fc@0@

830 15:50:42.150764826 10.41.1.89 16.41.2.255 DHCP 422 DHCP Offer - Transaction ID 0x2477fceg@
832 15:50:42.151282665 10.41.2.255 R B e DHCP 413 DHCP Request - Transaction ID @x2477fcee
833 15:58:42.151287980 Sparklan_4a:1e:9b (00: CompexPt_208:37:8b (94:862.11 76 BB2.11 Block Ack, Flags=..... ...
834 15:50:42.154495230 10.41.2.255 255.255,255.255 DHCP 408 DHCP Regquest - Transaction ID 0x2477fcBo
835 15:50:42.1808563925 10.41.1.89 10.41.2.255 DHCP 422 DHCP ACK - Transaction ID B@x2477fcee
864 15:50:47.367511641 Silicom_19:c9:dc CompexPt_28:37:0b ARP 131 Who has 10.41.2.2557 Tell 18.41.1.89
866 15:50:47.367759247 CompexPt_20:37:0b Silicom_19:c9:dc ARP 113 168.41.2.255 is at 84:f8:21:28:37:8b
867 15:50:47.367810430 Sparklan 4a:le:9b (00: CompexPt 20:37:6b (84:802.11 76 802.11 Block Ack, Flags=........

€0

» Frame 829: 488 bytes on wire (3264 bits), 408 bytes captured (3264 bits) on interface @

* Radiotap Header v@, Length 48

» 802.11 radie information

» IEEE 802.11 Data, Flags: ...... E

» Logical-Link Control

» Internet Protocol Version 4, Src: 18.41.2.255, Dst: 255.255.255.255

» User Datagram Protocol, Src Port: 68, Dst Port: 67

» Bootstrap Protocol (Discover)

0eee 00 8@ 30 ee 2f 40 @0 a@ 20 08 00 30 20 08 00 aP

8818 28 68 A0 80 60 B0 80 68 14 fa 11 6d ©8 80 68 B8 . _..... ........

g628 60 62 6c 89 af 660 c5 68 66 60 bf 66 co 81 c8 B2 ..Ll..... ........

8839 o8 82 8e 88 ff ff ff ff ff ff 80 Be 8e 43 1le 9b ........ ..... Ty

0840 04 f®@ 21 20 37 @b 80 59 aa aa 03 60 0O 6O B8 BO  ..! F7..Y ........

0856 45 18 01 48 00 80 00 80 88 11 2c 6e Ba 29 82 ff i

On our station inferface (wlanl), we see a different number of DHCP requests.

*wlanl [Wireshark 2.1.1 (Git Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

=~ g q B ] 2 N | ' .

@0 dm i8N RxgQ¢rvvavBEBEoouNdBE® o

Filter: [ - Expression... Clear Apply Save

No Time Source Destination Protocol Length Info
1 15:50:29.845257423 10.41.1.89 224.09.0.251 MDNS 87 Standard guery ©x@ee@ PTR _ipps. tcp.local,
2 15:508:29.846360437 2eB:edff:fel9:c9dc ffB2::fb MDNS 187 Standard query Bx@000 PTR _ipps._tcp.local,
3 15:508:37.603676577 6f@:21ff:fe20:370b ffo2::2 ICMPvE 70 Router Selicitation from 04:f@:21:20:37:0b
4 15:50:41.185646447 25| 18.41.1.89 DHCP 342 DHCP Release - Transaction ID 0x2477fcB8
5 :50:42.146967571 255.255 DHCP Discover Transaction 0x2477fco8
6 15:50:42.150757374 10.41.2.255 DHCP 351 DHCP offer - Transaction ID 0x2477fce@
7 15:50:42.150862602 iy P I e e A DHCP 342 DHCP Request - Transaction ID ©x2477fcee
8 15:50:42.180569682 10.41.1.89 10.41.2.255 DHCP 351 DHCP ACK - Transaction ID Bx2477fco@
9 15:58:47.367515151 Silicem_19:c9:dc CompexPt_20:37:0b ARP 60 Who has 18.41.2.2557 Tell 16.41.1.89
10 15:50:47.367541831 CompexPt_28:37:08b Silicom_19:c9:dc ARP 42 10.41.2.255 is at 04:f8:21:20:37:0b

>

40

» Frame 5: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface 8
= Ethernet II, Src: CompexPt_20:37:0b (04:f0:21:20:37:0b), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

» Destination: Broadcast (ff:ff:ff:ff:ff:ff)

» Source: CompexPt_20:37:0b (04:f0:21:20:37:0b)

Type: IPv4 (0x0880)

» Internet Protocol Version 4, Src: 18.41.2.255,
» User Datagram Protocel, Src Port: 68, Dst Port:
- Bootstrap Protecol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@0x81)
Hardware address length: 6
Hops: @
Transaction ID: 0x2477fco0
Seconds elapsed: ©
Bootp flags: 0x0088 (Unicast)
Client IP address: 0.8.0.0
Your {(client) IP address: 8.0.
Next server IP address: 0.0.0.
Relay agent IP address: 8.8.8.0
| Client MAC address: CompexPt 20:37:08b (04:f0:21:20:37:08b)
peen  ff 04 fo
pe1e 81
0820 ff
pe3e  fc
oed4e 0o
pese oo
0860 00

Dst: 255.255.255.255

0.0
¢]

At our AP, we see repeated attempfs.



*yap2000 [ hark 2.2.8 (wireshark-2.2.8)] ¥

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

eodmianNrxcda¢ v vEEecrNEEE® o

Filter: [eth.addr:: 04:f0:21:20:37:0b - Expression... Clear Apply Save

No. Time Source Destination Protocel Length Info
35 15:50:37.606829353 feBO::6f0:21ff: fe20:37 ffO2::2 ICMPvE 70 Router Solicitation from 84:f0:21:20:37:0b
36 15:50:41,188713983 10.41.2.255 10.41.1.89 DHCP 342 DHCP Release - Transaction ID @x2477fcee
37 15:50:41,188783549 10.41.2.255 10.41.1.89 DHCP 342 DHCP Release - Transaction ID 8x2477fcep
38 15:50:42,150048868 10.41.2.255 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x2477fcee

.150126797 2 Discover - Transaction Ox2477fcBB

40 15:50:42.151060639 10.41.1.89 18.41.2.255 DHCP 351 DHCP Offer - Transaction ID 0x2477fcB8
41 15:50:42.153822350 10.41.2.255 2552553255255 DHCP 342 DHCP Request - Transaction ID 8x2477fce@
42 15:50:42.153832743 16.41.2.255 255,255.255.255 DHCP 342 DHCP Request - Transaction ID 8x2477fcog
43 15:50:42.182995793 16.41.1.89 10.41.2.255 DHCP 351 DHCP ACK - Transaction ID 0x2477fcO@
44 15:50:47.368350608 NewLink_19:c9:dc CompexPt_28:37:08b ARP 60 Who has 18.41.2.2557 Tell 19.41.1.89
45 15:50:47.370494497 CompexPt 20:37:8b NewLink 19:c9:dc ARP 42 18.41.2.255 is at @4:f@:21:20:37:0b

a0 ]

» Frame 39: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface 0
» Ethernet II, Src: CompexPt_208:37:0b (04:f09:21:28:37:8b), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
» Internet Protocol Version 4, Src: 10.41,.2.255, Dst: 255.255.255.255

» User Datagram Protocel, Src Port: 68, Dst Port: 67

~ Bootstrap Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: @

Transaction ID: 0x2477fcoo

Seconds elapsed: @

Bootp flags: 0x000® (Unicast)

Client IP address: 0.0.08.0

Your (client) IP address: 8.8.08.0

Next server IP address: 0.0.9.0

Relay agent IP address: 0.0.8.0

Client MAC address: CompexPt_20:37:0b (84:f09:21:28:37:0b)

Client hardware address padding: 900EREEEAREREROREDEE

Server host name not given

-

eese ff ff ff ff ff ff 84 f8 21 20 37 6b 88 80 45 18 ........ I sl oy
0818 01 48 08 B8 80 60 88 11 2c 6e Pa 29 02 ff ff ff SH O]
6ez2a8 ff ff 00 44 80 43 01 34 od bf 81 01 06 60 24 77 e R A —— Sw
0030 fc 0O 0O 0O 0O 0O 0O GO 0O 0O 0O OO0 00 00 80 B0 ........ ... .....
0040 00 DG 00 00 B0 00 04 fO 21 20 37 6b 00 8O 00 BB  ........ b Taitinin

ANEA 00 _A0_A0_n0_An_ 00 0006000 mo_606n_ 0660606 mo_on

WPA2 Authentication Test Scenario

We will configure a station with WPA2 PSK encryption. We will also use Wireshark to decrypt the packets in order
to see that they are corrupt.

Configure the Station

Configure station with WPA2 (See also: Test WiFi station upload throughput)


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi_Station_performance

Port Status Information
LINK-UP GRO Authorized

Current:
Driver Info: Port Type: WIFI-STA  Parent: wiphy2

Port Configurables

Enable
[] set IF Down
[] set MAC
[]set TXQ Len
[]Set MTU

[] set Offload

[] set PROMISC
— Senvices—
[ HTTP

CIFTP

] RADIUS

— Low Level —
] PROMISC
1750 Enabled
[J UFO Enabled
[] GS0 Enabled
[JLRD Enabled
GRO Enabled

rStandard Configuration rAdvanced Configuration r Misc Configuration r Corruptions |/ Custom WiFi

General Interface Settings

[JDown [ ] Aux-Mgt

[]DHCP-IPv6 7] DHCP Release  DHCP Vendor ID: [None v
W] DHCP-Pv4 | SecondaryIPs | DHCP Client ID:  |None |~
DNS Servers: [10.41.1.89 | Peer IP: NA

IP Address: 0.0.0.0 Global IPvé: |AUTO |
IP Mask: 0.0.0.0 Link IPv: [auTo |
Gateway IP:  0.0.0.0 IPVE GW: [auTo |
Alias: [ ] MW 1500

MAC Addr: 04:f0:21:2790:13 | TX 0 Len 1000

Rpt Timer:  [fast (3 's) |w|wiFiBridge:  [NONE ~]

WiFi Settings

SSID: |nedtest-2100-wpa2 || aP:  [DEFAULT |
kKey/Phrase: [hedtest-2100-wpaz | Mode: [(802.11aban-AC) [ =]
Freg/Channel: 5220/44 Rate: |[JS Default |V|
CIwPA [¥lwPA2 [] OSEN []WEP

[ ] Disable HT40 [ ] Enable WHT180 [ ] Disable SGI

N

| Print || View Details |

| Probe || Display Scan || Sync | | Apply

[

| Cancel

On the Corruptions tab, you can set stations:




Port Status Information
Current: LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA  Parent: wiphy2

Port Configurables

rStandard Configuration rAdvanced Configuration r Misc Configuration r Corruptions | Custom WiFi
Configurable WiFi Corruptions

Ignore RX Frames Corrupt TX Frames CDuplicate TX Frames Delay Frame Processing
|zero (0%) |v||?r'595 (75%) |v||zero (0%) |v| Min |E] (No Delay) (G ms) |v|

Maix |El (No Delay) (G ms) |v|

Any/all EAPO|.  [] EAPOL 2/4 []EAPOL 2/4 ] EAPOL 1/4

A nd all management frames received by the supphcant |L
[ | DEAUTH T EAFUL &/ LT EAFUL 37 oL 3/4
[]EAPOL 1/4 ] EAPOL 2/2 ] EAPOL 2/2 ] EAPOL 142
[]EAPOL 3/4 []ID-Response []ID-Response []ID-Request
[]EAPOL 1/2 [l Other-Response [ ] Other-Response [] other-Request
[¥] ASS0C
[]ID-Request

[] other-Request

| Print || WView Details | | Probe || Display Scan || Sync | | Apply || 0K | | Cancel |

Highlight and activate the station:

= =X}
Stop All Restart Manager Refresh HELP
Disp: [192.168.100.51:0.0 | | sniff Packets | B| Clear Counters || ResetPort || Delete |
Rpt Timer: |fast (3 5) |V| | Apply | IEI | View Details | | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Port Ph...|Down Parent Dev| Channel| Device IP SSID AP MAC
1.3.06 [] L] 44 wiphy0 0.0.0.0 04:f0:21:20:37:03 -
1.3.07 [] L] 44 wiphyl 0.0.0.0 04:f0:21:20:37:0b
1.3.08 [] L] 44 wiphy2 0.0.0.0 04:f0:21:2f:00:13
1.3.09 [] L] |wiphyl 44 wlanl 10.41.2.255 hedtest-2000-0pen|00:0E:8E: 4A1E: 98 [04:f0:21:20:37:0b
1.3.10 L] [[¥] |wiphyo 0 wlan0 0.0.0.0 hedtest-2000-open|Not-Associated 04:f0:21:20:37:03
1.2.11 [] L] |wiphyD 0 moni3000 |0.0.0.0 04:f0:21:20:37:03
1.3.12 [] L] b3000 10.41.1.2 Oc:cd:7a:el:fd:2d
TME R [] [ |wiphy2 44 wlan2 10.41.1.138 hedtest-2100-wpa2|00:0E: 8E: 3AE4AD  |04:f0:21:2f:00:13
1.3.14 v L] 0 phys 0.0.0.0 Y 00:00:00:00:00:00 et

Setup Packet Decryption

We will not be able to inspect packets unless we configure Wireshark to decrypt the packets from this capture.

Follow these steps:

1. Wireshark Preferences (Edit — Preferences)




Configuration Profiles... Shift+Ctri+A

w Preferences... Shift+Ctrl+P

2. Protocol Preferences (Preferences — Protocols)



> User Interface
Layout
Columns
Font and Colors
Capture
Filter Expressions
Name Resolution
Printing
* Protocols
104apci
29West
2dparityfec
6LoWPAN
802.11 Radiotap
A-bis oML
A2l
ACN
ACR 122
ACtrace
ADB
ADB C5
ADB Service
ADwin
Aeron
Agentx
AH
AlM

3. IEEE 802.11 Preferences (Protocols — IEEE 802.11)

HCI_CMD
HCI_EVT
HCI_MON
HCI_USB
HCrt
HDFS
HDFSDATA
HiSLIP
HNBAP
HP_ERM
HPFEEDS

IEEE 802.15.4
IEEE 802.1AH

Infiniband SDP
IPDC

IPMI

IPvd

IPv6

ISAKMP

iscsl

ISDN

o Select Reassemble Fragmented 802.11 datagrams

o Select Call subdissector for retransmitted 802.11 frames
o Select Assume Packets have FC$

o Select Validate the FCS Checksum if possible

o Select No for Ignore the Protection bit

o Select Enable Decryption



Add the SSID and password fo the list of Decryption Keys. Select wpa-pwd: and fype in the string
$SSID: $PSK to match your password from your AP:

hedtest-2100-wpa2:hedtest-2100-wpa2

oToT0!
eype key

wd hedtest-2 32:hedtest-

With our decryption enabled we can now inspect the captured packets:

Packets from moni3000 are filtered to show the station of interest using the display filter:

wlan.addr == 04:f0:21:2f:90:31



moni3000-01.cap [Wireshark 2.1.1 (Git Rev Unknown from unknown)] v (a) (x
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Filter: wlan.addr == 04:f0:21:2f:90:13 - Expression... Clear Apply Save

Time Source Destination Protocol Length Info
B ss0ciation

fion Regues
Acknowledgement, Flags

CompexPt Acknowledgement, Flags
CompexPt 3 Action, SN=195, FN=0
) Action, SM=4, FN=B, F
Acknowledgement, Flag

] s B, FN: F
.188277 (84 Sparklan red: 8 5 Request-to-send, Flag
.180236 CompexPt 5 Clear-to-send, Flag

8 2 2.11

1261
.352318

.371726
3 11

~ Frame 211: 145 bytes on wire (1160 bits), 145 bytes captured (1160 bits) -

Encapsulation type: IEEE 8082.11 Wireless LAN (208)

Arrival Time: Dec 14, 2017 15:49:52.524346800 PST

[Time shift for this packet: 0.000008000 seconds] J

Epoch Time: 1513295392.524346000 seconds ]

[Time delta from previous captured frame: ©.802048888 seconds]

[Time delta from previous displayed frame: 0.005676800 seconds]

_ITime since reference or first frame- 1@ AAR?52AAA secandsl = &
“ ] »
00E0 00 08 3c 08 80 Pe 3e 3a ed abd 04 fo 21 2f 90 13
00l 00 Be 8e 3a e4 ab 40 10 11 0O 05 00 0@ 11 68 65
0820 64 74 65 73 74 2d 32 31 30 30 2d 77 78 61 32 @1
0030 08 Bc 12 18 24 30 48 60 6c 30 14 91 0@ 80 Of ac
0040 02 01 00 68 Of ac 84 01 00 00 Of ac 86 00 80 2d
0050 1la ef 19 1b ff ff ff ff 00 00 00 00 00 00 00 00
0e60 ©1 B0 00 6O 00 0O 00 0O 00 B0 0@ 7f 08 04 00 fa
0070 02 01 60 08 40 3b 11 73 73 74 75 76 77 78 79 7a oo
ee8e 7b 7c 7d 7e 7f 88 81 82 dd 87 @@ 50 f2 82 @@ 81 {k~....
ee9e a6 o

We can focus into the association by using a display filter:

wlan.addr == 04:10:21:21:90:31 && wlan.fc.subtype < 4

moni3000-01.cap [Wireshark 2.1.1 (Git Rev Unk
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@ @® 4 n (=1 X @ Q < © o 2 IENS = =

Filter: ‘wian.addr == 04:f0:21:2f:90:13 && wlan.fc.subtype =4 w Expression... Clear Al
Intd *Unsaved Document 1 - Pluma w) () (X
- File Edit View Search Tools Documents Help
«
Bl | | *Unsaved Document 1 3
i1 1! A
L4 1 =

i wlan.addr == 04:70:21:27:90:13 && wlan.fc.subtype < 4{

And the packets that form the association:



moni3000-01.cap [Wireshark 2.1.1 (Git Rev Unknown from unknown)] x) (2) (%

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Filter: wlan.addr == 04:f0:21:2f:90:13 && wlan.fc.subtype <=4 Expression... Clear Apply Save

Time Source Destination Protecol Length Info
ompexP: 1:98:13 B t Data, SN=177

CompexPt 2f:90:13 Sparklan 3a:ed:a@ 145 Association Request, SN=26@, F , SSTD=hedtest-2168-
sparklan 3a:e Pt 2 133 : Sh=1¢ 3 [Mal Packe

af 13 F Re ormec

» Frame 211: 145 bytes on wire (1160 bits), 145 bytes captured (1160 bits)
~ IEEE 802.11 Association Request, Flags: .........
Type/Subtype: Association Request (0x8080)
» Frame Control Field: @xeeee
.000 0800 @011 1108 = Duration: 60 microseconds
Receiver address: Sparklan 3a:e4:a@ (00:0e:8e:3a:e4:a0d)
Destination address: Sparklan_3a:e4:a@ (@@:0e:8e:3a:e4:a0)
Transmitter address: CompexPt 2f:90:13 (04:f@:21:2f:90:13)
Source address: CompexPt 2f: 13 (84:f@:21:2f:98:13)
BSS Id: Sparklan_3a:e4:a0 (80:0e:8e:3a:ed:al)
. 0800 = Fragment number: @
0001 0000 8100 .... = Sequence number: 266
Frame check seguence: 0x00010002 [incorrect, should be 0x4d3fo9e8]

= [Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Malformed Packet (Exception occurred)]
[Severity level: Error]
[Group: Malformed]

0808 00 08 3c OO 00 Pe Be 3a ed al 04 fO 21 2f 9@ 13 ..
0010 00 Oe Be 3a e4 a@ 40 10 11 00 05 00 00 11 68 65 o &t b ..he
0020 64 74 65 73 74 2d 32 31 30 30 2d 77 70 61 32 @1 dtest-21 00-wpaz.
0830 08 O6c 12 18 24 30 48 60 6c 30 14 061 00 08 O6f ac .$8H" 18

0048 02 01 00 08 Of ac 04 @1 00 00 Of ac 06 @0 00 2d
0858 1la ef 19 1b ff ff ff ff 00 00 00 00 0O 68 08 0O
0E68 @1 08 00 PO OG0 PG 0O @0 00 00 00 7f 08 04 00 @a
0078 ©2 01 00 B8 40 3b 11 73 73 74 75 76 77 78 79 7a
0880 7b 7c 7d 7e 7f 80 81 82 dd 07 00 50 f2 62 00 01
0890 00

5 stuvwxyz

Notice how the AP only really gets the uncorrupted packets. What we hope will happen is that our WiFi drivers
will discard corrupted packets before passing them up fo userspace.

We did not need to decrypt packets from our AP (only possible if monitoring inside the AP) vap2100:

*vap2100 [Wireshark 2.2.8 (wireshark-2.2.8)] D80
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

e i ; T M
BBl X saqQ e Y > 2 e = Bl
Filter: eth.addr == 04:f0:21:2f:90:13 - Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
115:49:48.033013778 10.41.1.138 10.41.1.89 DHCP 342 DHCP Release - Transaction ID ©xBafe7235 -
2 15:49:48.0330956066 10.41.1.138 10.41.1.89 DHCP 342 DHCP Release - Transaction ID 8x8afe7235 5 |
4 .523945142 Sparklan 3a
5 2.532270418 CompexPt_2f:90:13 Sparklan_3a:ed4:a0 EAPOL 135 Key (Message 2 of 4)
6 :52.532961236 Sparklan_3a:ed:al CompexPt_2f:98:13 EAPOL 193 Key (Message 3 of 4)
7 15:49:52.539284251 CompexPt_2f:98:13 Sparklan_3a:e4:a@ EAPOL 113 Key (Message 4 of 4)
8 2.560890797 ffo2 ICMPVE 98 Multicast Listener Report Message v2 Tl
2.560973325 ffaz ICMPVE 90 Multicast Listener Report Message v2
:49:53.177475124 ffaz ICMPVE 90 Multicast Listener Report Message v2
11 15:49:53.177574187 ffez::16 ICMPVE 98 Multicast Listener Report Message v2
S 53.3494416089 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID 8x9f26eb08
3.349528422 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID 8x9f26eb08
14 15:49:53.350698431 16.41.1.138 ICMP 62 Echo (ping) request 1id=8x73b2, seq=08/0, ttl=64 (no res
15 15:49:56.354280127 10.41.1.138 DHCP 351 DHCP offer - Transaction ID 0x9f26ebo8 1 =
4 y 3

» Frame 4: 113 bytes on wire (904 bits), 113 bytes captured (984 bits) on interface @
* Ethernet II, Src: Sparklan_3a:ed:ad (00:0e:Be:3a:ed:a0), Dst: CompexPt_2f:90:13 (04:f0:21:2f:908:13)
w Destination: CompexPt_2f:90:13 (04:f0:21:2f:908:13)

Address: CompexPt_2f:90:13 (04:f8:21:2f:90:13)

Sl EE R R e = LG bit: Globally unigue address (factory default)

e B e TG bk e Tndividnal addressttunicast)

w Source: Sparklan_3a:e4:a0 (00:0e:8e:3a:e4:ad)

Address: Sparklan_3a:e4:a30 (00:0e:8e:3a:e4:a0)

O e O T e = LG bit: Globally unique address (factory default)

B e L G ke ST nd i v nal Sadd pess S tunicast)

Type: 802.1X Authentication (8x888e)

¥ 802.1X Authentication
Version: 802.1X-2004 (2)
Type: Key (3)
Length: 95
Key Descriptor Type: EAPOL RSN Key (2)
Key Information: 0x008b
Key Length: 16
Replay Counter: 1
WPA Key Nonce: 60514571cffb43fcc63805398050832b087df12f7d75b242b4. . .
Key IV:
WPA Key RSC: 0000000000000000
WPA Key ID: 0000000000000000
WPA Key MIC:
WPA Key Data Length: @
oeee @4 fo 21 2f 98 132 08 Be Be 3a 4 ab 88 8e 82 03
eele 060 5f 02 60 8b 8O 10 G GO 8O 0BG B0 6O 88 Bl 68
8820 51 45 71 cf fb 43 fc c6 38 85 a9 80 50 32 b8 7d
0030 f1 2f 7d 75 b2 42 b4 5b 2d 18 b2 8e 5f 50 56 00
0040 0O 00 00 0O 0O 00 PO 00 0O 0O 00 6O GO 00 8O @0
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