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Candela India — Chennai Lab
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= APs Tested in our India Lab




The 3-approaches for Wi-Fi AP/Router Testing

TECHNOLOGIES

Lab Testing with Virtual Devices

Repeatability: [ |
Scalability  : [ |
Automation : [N |
Realism : [ |

Real world Testing in Test House/Enterprises

Repeatability: [l |

Lab Testing with Real Devices

Repeatability: [ |

Scalability : | | Scalability : | |
Automation :| | Automation : [l |
Realism : | Realism : [ |




Staged Testing Catalog

Stage-1: Lab Testing with Virtual Clients

St No. Test Suite/Test Case Esgjjsted Stage-2: Lab Testing with Real clients
1.1.0 Basic Testing 5 . Estimated
1.1.1 AP Capabilities & Power Cycle 1 S IS HOL Days
1.1.2 Client Capacity with Open, WPA2/WPA3. 0.5 2.1.0 Features & Performance 27
1.1.3 S?ngle Client Throughput Test on 2.4, 5, and 6 GHz. 1.5 Client Connectivity with Open, WPA2, with
11.4 Single Client Throughput Test on 2.4, 5, and 6 GHz 1 211 T OB e e s e, (LS 9

bands with different packet sizes U ’ ’
1.1.5 8-Hour Long Duration Stress Test 1 MAC, i0S
1.2.0 Advanced Testing 18 21.2 Throughput with different types of 9
1.2.1 Client Connectivity with 802.1x 0.5 Phones/Tablets/Laptops
1.2.2 Multi/Max Client Throughput 2 Ping Test with different OS types of
1.2.3__| Multi Band Throughput 1 213 | \Windows, Linux, MAC, i0S 1
1.2.4 B|-D{rect|onal. 05 2.1.4 | File Transfer Protocol 2
1.2.5 Multicast Traffic 0.5 " - -
1.2.6 Quality of Service 0.5 21.5 it Breneing Using 15
1.2.7 FTP/HTTP 05 Dash/Progressive/HLS Media
1.2.8 Auto Channel Selection 1 2.1.6 | Web Browsing - Online & Offline Method 1
1.2.9 Air Time Fairness 0.5 2.1.7 | Multi Cast Traffic 1.5
1.2.10 OFDMA 0.5 2.1.8 QoS 2
1.2.11 MU-MIMO : 0.5 219 RVR 3
1.2.12 _[Interference Testing ACI/CCI 1 -
1.2.13_| Receiver Sensitivity 1.5 2.1.10 | Band Steering 2
1.2.14__ | Rate vs Range 2 2.1.11 | Roaming with different topologies 3
1.2.15__ [ Rate vs Range vs Orientation 2 Mixed Traffic (QOS, FTP, HTTP, PING,
1.2.16 | Band Steering 0.5 2.1.12 MULTICAST) 2
1.2.17 Dynamic Frequency Selection 3 A s -
T More Advanced Testing 0 o113 High Stress with different load, protocols 5
1.3.1 | Validating Wi-Fi 7 Feature’s. 3 for 8 Hours
1.3.1.1 | Multi Link Operation 0.5 Real Application Traffic like YouTube,
1.3.1.2__| Preamble Puncturing 0.5 2.1.14 | Microsoft Team, Zoom and Real Browser 2
1.3.1.3 | 320 MHz, 4K QAM 0.5 Testing
1.3.1.4 | BSS coloring 0.5
1.3.1.5__ | MU-OFDMA 1
1.3.2 TR-398 Issue2/3/4 10
1.3.3 Validating Mesh Features and Performance 4
Mesh Functionality - Mesh Discovery, Peering,
1.33.1 Path Selection !
1.3.3.2 | Mesh Roaming with different topologies 3
Scale Testing - Connecting 500+ clients 3

1.3.4.0

Candeia

TECHNOLOGIES

Stage-3: Test House Testing with Real Clients

SLNo. Test Suite/Test Case Estimated
Days
3.1.0 Coverage Testing 4
s RSSI coverage Test in 2000+ sq ft Test
House with single, two/three node 4
3.1.2 Throughput (TCP, UDP - UL, DL & Bi-Di)
with single/two/three nodes
Client connectivity with 50+ devices
3.2.1 1.5
spread across the floor
3.2.3 Throughput per Band o5
3.2.4 Throughput per Node
3.2.5 Load Balancing 2.5
3.2.6 Band Steering 1.5
3.3.0 Mobility 7
Roaming with different topologies like
3.3.1 Daisy Chain, Star with two or more 3
nodes
802.11r Roaming with two or more
3.3.2 2
nodes
3.3.3 Roaming with real application like 5
Youtube, Teams
3.4.0 Interoperability 5
3.4.1 Throughput with different types of 9
Phones/Tablets/Laptops
3.4.2 Performance over Distance 3




Station Emulation / @ \

Emulate 1000s of highly realistic wired
and wireless LAN stafions

Emulate 100s of Access Points

WAN Emulation

Create network errors, delays,
packet duplication, packeft re-
ordering

Network Elements
DHCP servers, Virtual Bridges, Virtual

Routers, SIP Servers, Radius Servers

LANforge
Hardware

Traffic Generation
Native LANforge traffic, VOIP, TCP, UDP, Real

S o ) Real-tfime packet wired and wireless packet
Application traffic, iPerf Integration

capturing and statistics

Random noise, WiFi Packet Generation



Anatomy of a Modern Wi-Fi Router/Access Point

A Modern Wi-Fi Router has:

At least 2 or 3 Wi-Fi radios RF Spectrum Analysis
MultiGig Wired LAN and WAN Ports Location Services

DHCP Server/Web Servers Advanced Analytics
Stateful Firewalls Integration with Cloud
Home Media Gateway Functionality VPN Integration

Bridge/NAT/VLAN
Ethernet Phy

- Powersae - =

Packet Buffer/DDR Memory

essor CPU |“

HTTP, SNMP,
Telnet, CLI APIs

BUS

A O A -
» D
( Gl | | o] = “ ' .
_ Upper MAC _— >
» R0 a
Radio Baseband/Phy




Testcases Summary Candeia

W /
Testbed
Type
Basic Run single AP functional/Performance | « Client capacity/connection
Testbeds Testing » Data plane throughput

» Dual band performance
« Airtime fairness

Advanced Full set of RF level and protocol level * Receiver sensitivity

Testbeds fest cases on a single AP. * Maximum connection / throughput
» Airtime fairness, rate vs range

» Spatial consistency

*  Multi STA performance

*  Downlink Mu-MIMO performance

* AP co-existence

Mesh Full set of RF level and protocol level » Throughput per hop, client scale
Testbeds test cases on Mesh APs (Root + 2 « Roaming, fail over scenarios
Node configuration). « Performance over distance

* Spatial consistency
* Mesh Node Pafterns

MDU Full set of RF level and protocol level » Clientscale

Testbeds test cases on a cluster of standalone + Large scale roaming
APs in a high density/crowded » Large venue load patters
environment deployments. * Traffic shaping/policy

« Device profiling/analytics
* Load balancing/band steering

WiFi 6E 6GHz channels testing on WiFi 6E APs. . 6 GHz RF performance

Testbeds « 6 GHz functional test cases
» Triband Performance
* 2.4/5GHz performance and functional tests on 6E APs




Access Point Testcases %

Command and
Control

Functional
Testing

Performance
Testing

Stress and
Endurance
Testing

Use Case
Testing

Sub-Category Test Cases developed for

Firmware

Configuration & Communication
Operation Modes

Physical & Virtual Interfaces
GUI/APIs

BSS Capabilities
Connectivity & Security
Radio Resource Management
Smart WiFi

QoS & Mobility & Power Save
Throughput Benchmark
Multiband Performance
Mobility Performance

Radio Performance
Application Performance
Day in Life Test

48-hour Stress Test

Load Patterns #1,#2, #3
Single AP SOHO

SOHO Mesh

Med-Enterprise Network
Multi Dweller Unit (MDU)
Campus Network/ LPV

Upgrades/Downgrades, AP boots/reboots, System resources

AP provisioning, ZTP, setting up networks/channels/profiles/APs, cloud connectivity, DHCP/Radius and other services, Alarms
Bridge/vlan/router modes,

Basic functions of LAN/WAN/WLAN physical interfaces, indicators/LEDs, virtual interfaces (SSIDs/VLANs etc..)

GUI settings (Read/Write) , APl calls (Push/Pull)

Basic/Extended Capabilities, Security, QoS, RRM, DFS, 802.11a/b/g/n/ac/ax/k/v/r/i/u/w settings, reg domains etc..
Basic connectivity with all WPA/2/3 Personal/Enterprise, All EAP method, Passpoint. Captive Portal, WPS efc...
Load Balancing, Band Steering, Auto Channel Selection, DFS

Role/User/Device/Network based policies, Traffic Shaping, Int Detection/Mitigation, DPI, threat detection, Location Services
WMM, Fast Roaming, Open Roaming, Network assisted handoff, Legacy/WMM/MIMO Power Save

Throughout for STA Modes/MIMO types/STA counts/BW settings/Traffic Types/Direction/Packet Sizes efc..
Single/Dual/Tri band performance

Rate vs Range, Rate vs Antenna Orientation, Roaming Delay, Roaming performance with different security types
Receiver Sensitivity, Transmitter Quality, Reg Domain TX power testing.

VOIP Performance, Youtube/OTT Video Streaming, HTTP/FTP Performance, Social Media Apps performance

Mix of Stations/APs/SSIDs/Security Types/User Policies/Traffic/Device Load Patterns over time in a 10 hour day

Full system load across all interfaces with maximum stations/traffic run for 48 hours

Various real world load patterns run over long durations.

TR-398 or similar test plan for comprehensive single SOHO AP testing, Qualification/Badge Program

Throughput Per Hop, Mesh Failover, Roaming, Load Balancing, Qualification/Badge Program

Medium Size Enterprise Network Use cases, Qualification/Badge Program

MDU Test plan with clear PASS/FAIL results , Qualification/Badge Program

Campus Network/Large Public Venue Test Plan/Operator Network, Qualification/Badge Program



802.11ac Access Point Test Plan - Overnight Ga

»  Connect and Disconnect 20 clients each on 2.4Ghz and
5Ghz radios using Open, WPA-PSK, WPA-Enterprise
methods, measure connecting times and connection
drops.

> Run full line rate traffic with single client in 4x4 MIMO
80Mhz mode in 5GHz and 3x3 MIMO 40 Mhz in 2.4GHz.
Measure and Benchmark maximum throughput.

» Load all radios and ethnet interfaces simultaneously with
full line rate traffic and measure the maxium achieved
system throughput

» Create lots of clients and connect them to the AP and
then cause lots of roams across various security types
and measure romaing performance

»  Fix the MCS rates on the client and send traffic with same
MCS rate but different transmit power values and measure
receiver sensitivity at all power level. Run test at all MCS rates

> Measure performance over distance for various traffic
types both Upstream and Downstream.

>

>

>

<

TECHNOLOGIES

Run a throughput test with 1,2,5,10,20 and 40 clients.
Repeat test on both 2.4GHz and 5GHz bands.

Create 3 STAs (1x 2x2 MIMO and 2x SISO) and
measure the increase in froughput when Mu-MIMO
feature is enabled.

Connect 1x 802.11ac client and 1x 802.11n client
and 1x 802.11a client, run equal amount of fraffic on
all three clients and see if AP distributes airtime fairly.

Create different voice, video and data traffic streams
with different DSCP settings and WMM settings and
check to make sure the AP provides better throughput
to high priority traffic.

Generate different types of Radar Pulses and make
sure the AP can defect Radar and move to a
differen channel and stay off channel.

Connect lots of clients and run traffic for a 24 hour
period and look for any instability in the AP
performance



WiFi Access Point Testbed Components

STA Emulation
Traffic Generation
Distance Emulation
Noise Generation
SSH AP Controls
Controller and AP
Web Automation

Test Cloud

Automation Se\lzgigm ________________________ Confroller

Software Automation

Management Switch

RF Quality
Functional
Performance
Stress/Load

Mobility

Longevity

Co-existence

RF Enclosure:

EthO Eth1
(MGMT) (Traffic)

1
1
T
1
1
1
1
1
1
1
WiFi Stations Automation .
1

- USB
Radius Server Impairments

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
| S
i Traffic Generators LANforge Attenuator
| Network Servers Test Equipmen’r —
E Serial

1

1

1

1

1

1

1

1

1

1

Noise
Generator

o
(%2}
=

SSH

____________________________________________
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WIiFiI7 Test cases/Features Covered (802.11be):

DUT Chamber

Programmable Turntable

DUT(2D-Large Chamber/CT840a)

Throughput Benchmark

This test gives the éE performance with different
packet sizes, channel BWs, traffic types, MIMO
types.

Wider Bandwidth -320Mhz
Supports Bandwidth upto 320Mhz

Latency

This test intends to verify latency under low,
high and maximum AP traffic load with multiple
stations

Attenuctors sheif

Client Capacity

WiFi Capacity test is designed to measure
performance of an Access Point when handling
several 6E WiFi Stations.

Near/Far Clients, Band Steering

Measure the performance and stability of the
6E clients based on low and high RSSI levels

4096 QAM

4096-QAM offers the potential for extremely
high data rates, it also requires a high signal-to-
noise ratio (SNR) for reliable communication

Rate vs Range vs Orientation

This test measures the 6E performance over distance
and different antenna orientation of the access point.

Airtime Fairness, QoS

Airtime Fairness Test intends o verify the capability
of Wi-Fi device to ensure the fairness of airtime
usage.

MLO (Not Supported for now)

It enables devices to simultaneously send and
receive data across different frequency bands
and channels.

© 2023 Candela Technologies - All Rights Reserved




Wi-Fi 7 Throughput Benchmarking Test:

Throughput vs Packet Size-TCP-Download - Real Client

2746

1672 1798 1692

. iI I
1500

6GHz 11Be

1294 1352

Throughput(Mbps)

979
767 850
610
546 508
462
-1 = T - = li EI
256 512

142
Packet sizes (Bytes)

E2GHz 11Ax ®m2GHz 11Be ®5GHz 11Ax =5GHz11Be m4GHz 11Ax

The Candela Wi-Fi data plane test is designed to conduct an automatic testing of all
combinations of station types, MIMO types, Channel Bandwidths, Traffic types, Traffic
direction, Frame sizes etc.... It will run a quick throughput test at every combination of
these test variables and plot all the results in a set of charts o compare performance.
The user is allowed to define an intended load as a percentage of the max theorefical
PHY rate for every test combination. The expected behavior is that for every test
combination the achieved throughput should be at least 70% of the theoretical max
PHY rate under ideal test conditions. This test provides a way to go through hundreds of
combinations in a fully automated fashion and very easily find patterns and problem
areas which can be further debugged using more specific testing. The below chart
shows the throughput with all the é6E channels.

Throughpul{Mbps)

TECHNOLOGIES
-

BE 6Ghz WiFi Packet MCS Percentages

14%

5%
0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 2%

MCS-0
MCS-1
MCS-2
MCS-3
MCS-4
MCS-5
MCS-6
MCSs-7
MCS-8
MCS-9
MCS-10
MCS-11
MCS-12
MCS-13

M Percent-TX M Percent-RX

802.11be TCP Throughput at Various Frequencies

2197 2205 2190 2240 2213 540 2210 g1 2213 2199
1501 1863
6135 4215 4295 4375 4455 4535 4415 4495 4775 6835 4R35 TO15
Frequencies (Mhz)

© 2023 Candela Technologies - All Rights Reserved



Throughput (Mbps)

Wi-Fi 7 Client Capacity Test

Total Mbps Received - 11be Virtual Clients

2325 2243

1916
I 1759 1659
1 2 16

Number of Stations

Throughput(Mbps)

The Candela Wi-Fi Capacity test is designed to measure
performance of an Access Point when handling several 6E Wi-Fi
Stations. The test allows the user to increase the number of stations in
user defined steps for each test iteration and measure the per
station and the overall throughput for each frial. Along with
throughput other measurements made are client connection times,
% packet loss, DHCP times and more. The expected behavior is for
the AP should be able to handle several stations (within the
limitations of the AP specs) and make sure all stations get a fair
amount of airtime both in the upstream and downstream.

Percentage
Now ow
2

w8

&

<0
< 44\0

Stations

¢\\

s\

)
_—

BE 6Ghz WiFi Packet AMPDU Length Percentages

56%

31%

19%

26%

11-19

© 2023 Candela Technologies - All Rights Reserved

80-103

W Percent-TX M Percent-RX

104-127

128-151

152-175

176-199

200-223
224+



Throughput(Mbps)

Wi-Fi 7 Rate vs Range Test:

This test measures the performance over distance of the Device Under Test. Distance is emulated using programmable
attenuation and a throughput test is run at each distance/RSSI step and plotted on a chart. The test allows the user to
plot RSSI curves both upstream and downstream for different types of traffic and different station types.

3000
2500
2000
1500
1000
500
0

2133

Throughput (Mbps)

-56

TCP Download(6GHz)-Rate vs Range - Real Client

0 2 4 6 810121416182022242628 303234363840 42 44 46 48 50 52 54 56 58 60

Attenuation dB
=—802.1TAX =—=802.11BE

RvR - 11be Virtual Client
2177 2196

2062

281

-66 71 76 81 -86 91 96
RSSI(dBm)

2500

N
o
o
o

Throughput (Mbps)
o

33.77 60.05 106.78

© 2023 Candela Technologies - All Rights Reserved

Throughput vs Distance

189.89 337.68 600.49
Distance (meters)

1067.84

1898.91

1500
1000
so 1l
0 |

3376.79



Wi-Fi 7 Multi-Band Throughput Test: Candela

This test creates each client on 2.4, 5 and 6Ghz bands and run the traffic simultaneously. The Multi Band Performance
test intends to verify that the Wi-Fi AP throughput with multiple bands active with a single station on each band. The
configured speed will be 20% higher than the passing value for MTU sized frames in the throughput test. If the
throughput test was skipped, then fixed values will be used.

Multi-Band Throughput-TCP Download

3904

3064

6.2.8 Multi-Band Throughput Test BE-2.4 + BE-5G + BE-6G

2,250

2,000

1,750

1,500

802.11BE 802.11AX 1,250
2.4G+5G+6G 1000

Throughput(Mbps) on each band

70.070.060.4 70.0 69.859.9 70.1 69.9

O e e e e e e
Iterations
® Required M Above Passing M Reported M Below Passing

802.11 BE 802.11 AX
m2.4G m5G m6G

© 2023 Candela Technologies - All Rights Reserved
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Multi-Link Operation:

It enables devices to simultaneously send and receive data across different frequency bands and channels.
With MLO, Wi-Fi 7 supports establishing multiple links between the Station (STA, such as your phone) and Wi-Fi
access point (AP, such as your router). Connecting to the 2.4 GHz, 5 GHz, and 6 GHz bands simultaneously
increases throughput, reduces latency, and improves reliability. It is ideal for emerging applications like VR/AR,
online gaming, remote office, and cloud computing.

Multi-Link Operation in BE Mode
2900 3300

2500

1500

Throughput in Mbps

1408

2.4GHz+5GHz 2.4 GHz+6GHz 5 GHz+6GHz 2.4GHz+5GHz+6GHz

m Achieved ®Expected

Client Connected MLO Enabled  MLO Working ~ Mode MCS  Bandwidth Channel RSS! (dBm) P(",:Xl;g‘:)e TCP'D(LNT\';';’S‘;Q"P“' TCP'”(LA;';';‘;Q"W'
2.4GHz + 5GHz 5GHz Yes Yes BE 2 13 160 36 -30 2882 1408 1324
2.4GHI + 6GHZ 2.4GHz, 6GHz Yes Yes BE 2 9 320 1,37 19 1921, 3843 628 342
5GHz + 6GHz 5GHz Yes No BE 2 12, 11 320 36 -29 5187, 4803 2.15 Gbps 2.43 Gbps
2.4GHz + 5GHz + 6GHz 6GHz Yes No BE 2 13 320 1 14 5764 1.89 Gbps 1.73 Gbps

© 2023 Candela Technologies - All Rights Reserved
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TR-398 Test Cases

ftig\\

TECHNOLOGIES

LS

6.4. Multiple STAs Performance
6.4.1 Multiple STAs Performance Test

6.4.2 Multiple Association/Disassociation
Stability Test

6.4.3 Downlink MU-MIMO Performance Test
6.4.4 Multicast Multi-Station




TR398 Issue 4

» 64.1. RF capability * 6.6 Mesh Performance
+  6.1.1 Receiver Sensitivity Test 6.6.1 Mesh Backhaul RVR
+ 6.2. Baseline Performance 22§ mg:n Egglr(:%ﬂ]'e\lw& RVR
*  6.2.1 Maximum Connection Test « 7.1 Parameter Accuracies
e 6.2.2 Maximum Throughput Test 7.1.1 RSSI Accuracy
+  6.2.3 Airtime Fairness Test 7.1.2 Channel Utilization

* 6.2.4 Dual-band Throughput Test
+ 6.2.5 Bidirectional Throughput Test
* 6.2.6 Latency under Load Test 2
*  6.2.7 Quality of Service ‘ » 3
*  6.2.8 Muti-Band Throughput Test |
+  6.2.9 OFDMA Throughput
+ 6.3. Coverage
« 6.3.1 Range Versus Rate Test
+ 6.3.2 Spatial consistency test -
+  6.3.3802.11ax Peak Performance Test
« 6.4. Multiple STAs Performance
* 6.4.1 Multiple STAs Performance Test
6.4.2 Multiple Association/Disassociation Stability Test
*  6.4.3 Downlink MU-MIMO Performance Test
6.4.4 Multicast Multi-Station Mobile Stations
+  6.4.5 Uplink MU-MIMO Test '
+ 6.5. Stability/Robustness
+ 6.5.1 Long Term Stability Test
+  6.5.2 AP Coexistence Test
*  6.5.3 Automatic Channel Selection Test
* 6.5.4 Puncturing
¢ 6.5.5 MLO Performance Test

© 2025 Candela Technologies — All Rights Reserved



TR-398 Issue 4 + Mesh Testbed Images -

--------

Front Side N Back Side Left Side
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TR398 Issue 4 Lanforge GUI nande;

at-OFDMA | RR | Spatial - Long-Term | AP-Coex-Puncturing | RSSL CH-UT | Advanced Configuration | Report Configuration | TR398-Issued | Report 1 % |
tings | Virtual Sta Radio Settings | 80211AXSettings | 80211AXSettings2 | MeshSettings | MeshSettings2 | Cal, RxSens | MaxCx MaxTput | ATF | DB, Bi-Di

Selected DUT 5G: |be800 GFiber-5G 70:2:20:8£:09:41 (2) | +| Upstream Port: [321an

Selected DUT 2G: Ibe800 GFiber-2G 70:f2:20:8f:09:39 (1) I - | Multicast Upstream Port: I1_1 2 eth2

Selected DUT 6G: Ibe800 GFiber-6G 70:f2:20:8f:09:49 (3) I o I Turn-Table-Chamber: I8403~Default—Chamber I - |

2.4Ghz 2m RSSI |-25 (ssue-3 default) (-25) | +| s6hz 2m rsst [30 assue-2i3)(30) |+ ]

[[]Skip2.4Ghz Tests |[]Skip5Ghz Tests [_]Skip6Ghz Tests []SkipN/AC Tests [ ]SkipAXTests []Skip BE Tests

TR-398 Tests to Run: Estimated Test Duration: 8717 h

[[] Verify 802.11AX Radios [C] Verify Virt-Sta Radios [C] Verify Group Throughput
[[] calibrate 802.11AX Attenuators [[] calibrate Virt-Sta Attenuators
[[] Calibrate Mesh Sta to Root Attenuators [] Calibrate Mesh Sta to Node-1 Attenuators [] Calibrate Mesh Root to Node-1 Attenuators

[] Calibrate Mesh Sta to Node-2 Attenuators || Calibrate Mesh Node-1 to Node-2 Attenuators [] Calibrate Mesh Root to Node-2 Attenuators

[[] 6.1.1 Receiver Sensitivity [[] 6.2.6 Latency 6.4.2 Multiple Assoc Stability

6.2.1 Maximum Connection 6.2.7 Quality of Service [[] 6.4.3 Downlink MU-MIMO

[] 622 Maximum Throughput [[] 631 Range Versus Rate 6.4.4 Multicast

[[] 6.2.3 Airtime Fairness [[] 6.3.2 Spatial Consistency [[] 6.5.1 Long Term Stability

[] 6.2.4 Dual-Band Throughput [¥] 6.3 3 Peak Performance [[] 6.52 AP Coexistence

6.2.5 Bi-Directional Throughput [[] 6.4.1 Multiple STAs Performance [[] 6.5.3 Automatic Channel Selection
[] 6.2.8 Muiti-Band Throughput [] 7.1.1 RSSI Accuracy [[] 7.1.2 Channel Utilization

[] 62.9 OFDMA Throughput
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TR-398 Issue? Test Report
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22-3wion7-1.021-A 21316 Kbps ) bos o 34506 b0
udp-22-3wion7-1.021-8 | bps P87 bps _ [34.906 34,906 [2.779(97.458
wdp22-3wion12--1.0.22-A110817 Kbps ) bps o 45,577 b o
2.2-3.W0n12-1.0.22-8 1.379 Kbps _|45.577 145.577 14.03987.273
Test Setup nformation udp-22-3wion17--1.0.23-A152.591 Kbos ) bos o 15215 b_lo
Nome 1R398.OUT-0505 15267 my £ 312012 wdp223wion17-10.238 bps s88bps  [15215 15215 1.565(97.048
Software Version 30.0.4.386 42819 lsGhe AX 12/ 12 m:ji‘*:‘:'ﬁ“ 72 Kbk ;’: : = l:':: : 0 =
wdp- i 10248 Pbos 968 Kops |21 1 g
Model Hurrber HAX S0 0dp2.2.3:wior8-1.025A_B8.71 Kops P bos 19,202 b_|o
avenilon-2 asenilen-s wdp-2.2-3.w0n8-1.0258 P bps 592 bps 19.202 19,202 ). 99896.759
22300 13-1.0.26-A/19.704 Kbos ) bos o 6.555 b0
et IACSGhzuL14/14DL 14/ 14 dp-2.23:wion13-1.0.26-8 ) bos (394 bps 6.555 6.555 507_|73.984
[ I EEL ey b 27-A[115.707 KopsP bos o o
|AX 2.4Ghz UL 10/ 17 DL 11 /17 .27-8 0 bos p bos 0 100
Notes |(BLanK] BA_B.697 Kops ) bps 48,535 o
Estimated Run Time 45830 [Troughpul AX 2.4Ghz UL 76.25% DL 79.06% 58 P bos R.756 Kbps |48.535 48,535 274472
[Actuol Run Time (4821 M |p oughput AX SGhz UL 5.05% DL 8301% U0D-2.2-3:Wi0n9-1.029-A |11.035 Kbps | bos o 20452 b0
[N24GhzPossed 6/ 6 wdp223wien9-1.029.8 P bos (97bps [20.452 20452 [2.81295.455
las.672 mAX 2:4Ghz Passed 4 / 6 wdp-2.2-3.W0n14-1.0.30-A1 239 Kbps | bos o 11453 P o
Objective ﬁ&"“"":{: 223 wion14-1 0.30-8 ) bos le72Kbps_[11653 11653 mT;F_ur
Ty vdp22-3wion19--1.0.31-AR8.15 Kops ) bos o o P o
£ |AX 2.4Ghz Passed 727 { 728 waip-2.2-3wion19-1.0.31-8 0 bps P bos o o P e
The TR-398v2 Wi Performonce test plon by the foru vidos sot of tests to qualify the f ik Stabskty Test |99 111920, ez b 7261728
access points (APs] designed for oll offict R C Stobiity. Airtime |AX 5Ghe Possed 727 / 728
Faimoss. AP Co-existence. Mu_MIMO Performance. Spatial Consistency ond Long-term Stabiity are some of the fost in this test
plon. The fest plan is designed for service providers deploying in home WiFi APs to qualfy the APs in the lob before deployment and for mmow[gw)mmmm
makers 10 test during the of the APs. Candela Technologies offers a fuly automated TR-398v2 fest system. The user hz Throughput
from the st of 11 fests available in the GUI and ol selected fests are run fully automated at one ciick of a button. 1 Long Tenm Stobilly Test
are made criteria in the TR-398v2 tes! plan and this repcr will show Ihe summary PASS/FAR reslts 10
mewuvumleu : '
alibrate 802.11AX Zero Attenuation RSSI ’
s
Summoary Results :
3
2
= I I = I | |
[Attenuator Catbration Step the Zeo attenuation seffings for 2.4 and 5Ghz o _ S = i EE EEEEEE T e
(Caltxate 802.11AX 2ero Aftenuction RSS! [2.4Ghz Passed 43/ 48 ﬁ iiii‘s§§§i§§i§§§3i§§i;{§ii{§
|sGhz Passed 48 / 48 est Procedure 2R SRR RREERREERREERREERREERRE S
[Attenuator Cabrotion Step 2400 Lo
[Coltrate 802 11AC Zero Attenuation RSSI 15916 m [24Ghz Possed 44 / 43 kR R S 2 40T and DS, Eoerswpied
SGhe Possed 48 / 48 1. Crecte on /o/b/g legocy) for op! NSS). Legocy mode s used becouse it is
16.1.1 Receiver Sensitivity Test ) normally sent at full te-power by the AP. mmcstummmmmmmm especialy when using -Cx-Test: Snopshot AX 5Ghz Download
[Mvoughput: 2.4Ghz AC UL 103.56% DL 104.07%)
[Mroughput: 2.4Ghz AX UL 2.93% DL 101.93% Radps | Te [Tetink [Ratink- [ - Lost Cx- | =St e =, e
162.1 Maximum Connection Test [32-STA) o 17.126 m{Inroughput: SGhz AC UL 103.96% DL 104.36% 3. Cr for each them for im | Im [Foi%| Rote | Rote
- SGhz AX UL 51.31% DL 103.29% 4. Record Received Signdl Strength (RSSI) for each stafion. This records a decaying averoge over the last lew data lrames received, not 16 10.625 245 607 |802.110n-
[Possed PER: 245 / 256 beacen RSSL o lax 3 251 la7  peac: 168.5074
[Thrroughput N 2.4Ghz UL 93.02% O 119.07% 5. Change attenuation to 8, 15, and 25 ond re-run download fest and record now RSSI. 17 10641 [ [245 5403 lgo2ton-| hos 3 hese: T
1622 MeamomTCP Tau, [Mroughput AX 2.4Ghz UL 114.48% DL 118.58% 6. Rocord th 1990 over in the TR-398v2 Automation setup window. 1 iMbps o5 JAX
e L [Troughput AC SGhz UL 118.25% DL 126.77% 8 10.65 245 [1201 [so21lan-
ass/Foil Criteric 0 Jvops lax 2 105 |97 BC7C:3:554D:64{192.168.5025 |d8.18:83:36:54
1. Ensure Mot refotive RSS! & within 3 for eoch of the different aftenuation volues. i vl 4 - :’)(zum“ 306 238 BCIC: 168.50.
122 A ve Cames Task IN24Ghz possed 7 /7 2 10613 245|134 02 11an
2 s P foes [woos x| e 419 47 PC7C:3:55:40:64{192.168.50.26 fad:6b:b6:3c:614
Dasing s-asts. As ong o the score s 80 o highr ond heve ore ! 10441 s f:m o ety 478 47 BC7C:3#:55:40:64(192.168.5021
" ot 10.676 245 1201 Tlon-
0 [wops 3 594 48 pCC: 168.50.




Mesh Test Floorplan
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3 Node Testbed Example

MOBILE CLIENTS

Lanforge

Home Office Master Bedroom

FIXED

CLIENTS FIXED

CLIENTS
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|, Root
e ——
MONITOR
‘ Lanforge
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Lanforge MONITOR

Lanforge




Test Automation Variables
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Mesh Testing Results Summary Gandeia

Tests Rating Tester Comments

Low performance was measured with smaller packet size tfraffic and in 80Mhz

] Dataplane Throughput of Root AP modes and also in 2x2 MIMO modes.

5 Multiband Performance of Root AP About 40% decrease in ’rhroughpu’r was observed in the 5Ghz when running dual
concurrent tests. 2.4GHz was doing fine

3 Performance over Distance of Root AP Good Downstream throughout was significantly lower but overall range was good. The
range for 2.4GHz was better, as expected.

. . System seems to stable and achieving good throughput over a 1 hour test run. In
4 Long Duration Stability for Root AP oo the middle of the test the AP downstream throughput started dropping
. . . Clients seem to connect just fine across all nodes with acceptable connection

5 Mesh Client Connection Times per Hop - ; . .
fimes. A small number of clients had long connection times
A big variation in total throughout was found when tests were run with different

6 Mesh Throughput per Hop numbers of clients on each node all running traffic at the same time. It was hard
to find a specific pattern. More tests have fo run in this key area.

. . Throughput dropped significantly when lots of clients were connected to Nodel

7 Mesh Client Capacity Per Hop and Node?2 even though both the Nodes has good connectivity to Root AP
The clients never roamed to Nodel and always had to connected to Node2. Lots

8 Mesh Roaming Performance of aftempts by the clients fo connect to neighboring APs have been ignored.
Performance in the 2.4GHz band was a bit better than 5GHz

© 2022 Candela Technologies — All Rights Reserved
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Root AP Throughput over Distance
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Root AP

Throughput vs Calculated Signal
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-35.0 -37.5 -40.0 -425 -450 -475 500 -S525 -550 -575 -60.0 -625 -65.0 -67.5 -70.0 -725 -75.0
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-# ch56-UDP-DUT-TX-MTU -@- ch56-UDP-DUT-RX-MTU -& ch56-TCP-DUT-TX-MTU chS6-TCP-DUT-RX-MTU

UDP/TCP, Upstream/Downstream throughput is calculated by increasing attenuation between the

AP and the tester in 5dB steps programmatically.

130
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S
-
o
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Connect Time (ms)

Number

Client Connectionn Times Test Per Hop

)

50dB Attenuation

Root AP

Station Connect Times

Nodel

Station Connect Times

300 . 250 L
.
275 225
250 -
o Z 200
5175
200 m
175 E150
150 ’_125
g
125 Elnu
100 o 75 .
s . M . ¢ 50 L] - L
- - - " [} - "
z:-" D T T S I U S S-S T Wl t e e . e fun il g grnunguypdtizg
[ o
1 2 3 4 5 6 7 8 9 1011 12 13 141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 0 1 2 3 4 5 6 7 B 9 1011 12 12 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32
Station Station
Port Reset Totals Port Reset Totals
90 90
80 80
70 70
60 50
.
S50
50
€
3
40 Z 40
30 30
20 20
10 10
o I 0 —

Totals

m Port Resets @ Disconnected

Scans__Assoclation Altempts ® Auth Timeouts & Association Rejected & Connected

Totals

[W Port Resets W Disconnected W Scans__Association Attempts W Auth Tmeouts © Assaciation Rejected

Connected|
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Connect Time (ms)

<)

50dB Attenuation

Node?2

Station Connect Times
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2.46hz PsK

Port Reset Totals
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Totals
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UDP System Throughput per Hop (5GHz)

Number of

Clients

Root AP

— 0O - -0 O —

O 0 OO !,

—

50dB
Attenuation

Nodel

—_ —-— 0O - 0O —- 0

a0 O 0 O o0 O

0
10
0
10
0
10
10
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50dB
Attenuation

Node2

—_ - —m 0O -0 0

a0 O o OO

0
0
10
0
10
10
10

Total UL
(Mbps)
306.5
27.6
0.09
108.6
108.4
2.4
109.4

397.6
88
1.1

491.8

494.2
56

498.1

366.8
137.3
0.04
388.3
490.1
11.868
496.6

Total DL
(Mbps)
296.3
111.4
23.3
129
43.7
7.6
47.3

308.7
0.6
32.4
144
140.2
31.7
99.1

199.1
3.3
0.427
189.3
90.3
32
87.5

Total
(Mbps)
602.8
139
23.39
237.6
152.1
10
156.7

706.3
88.6
33.5

635.8

634.4
87.7

597.2

565.9
140.6
0.467
577.6
580.4
43.868
584.1

( all-a

% of Max
Achieved

20%

34%

22%

22%

90%

85%

4




THROUGHPUT (MBPS)

800
700
600
500
400
300
200
100

Client Capacity Test Per Hop (5GHz)

— —

50dB Attenuation 50dB Attenuation
Root AP Node]l Node?2
THROUGHPUT(MBPS) VS CLIENT COUNT - ROOT AP
THROUGHPUT(MBPS) VS CLIENT COUNT - NODE1 THROUGHPUT(MBPS) VS CLIENT COUNT - NODE2
100.0 5.0
’U? —_
% 80.0 g 4.0
£ 60.0 =
> 8 »é 3.0
§ 40.0 5 20
! 3
o
EE 20.0 8.2 8.3 6.2 6.2 8.2 6.3 'QI_:IO
1 2 5 10 20 40 60 0.0 . 2 5 ‘1'0 ‘2'0 4’0 ‘6'0 0.0
CLIENT COUNT 1 2 5 10 20 40
CLIENT COUNT CLIENT COUNT
=UDP-UL = UDP-DL
S UDP-UL = UDP-DL ®UDP-UL = UDP-DL
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Number

Single Client Mesh Roam Test — 5GHz

Root AP

Mobilesations

50dB Attenuation

Nodel

50dB Attenuation

Node?2

Totals

W Port Resets W Disconnected @ Scans  Association Attempts ® Auth Timeouts » Association Rejected Connected‘

350

R

(|

RSSI

Throughput
over the roam
cycle

over the roam
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Date
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-40 -
-45
50
55 L, L
60 1 9
55 . Client RSSI
70 - PO
e 1 b |
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-85 - A MMM‘
50 - o= r o
. r.™
-85 Al
100 2
01:48:00 01:48:30 01:49:00 01:49:30 01:50:00 01:50:30 01:51:00 01:51:30
Date
m 1.1.5ta03500-44:D1:FA:S7:DC:50 & 1.1.5ta03500-44:D1:FA:97:DC:51 & 1.1.5ta03500-12:34:56:78:90:12
30,000
25,000
I
£ 20,000
g 15,000
=
Interpacket 10,000
Gap during the —
roam cycle e
01:48:00 01:48:30 01:49:00 01:49:30 01:50:00 01:50:30 01:51:00 01:51:30
Date

= ov_udp-1.1-1.5ta03500--1.0.0-A-44:D1:FA:97:DC:50 ® cv_udp-1.1-1.5ta03500--1.0.0-A-44:D1:FA:7:DC:51

4 ov_udp-1.1-1,5ta03500--1.0.0-A-Not-Associated

cv_udp-1.1-1,5ta03500--1.0.0-A-12:34:56:78:90:12
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TECHNOLOGIES

2o

DFS Testbed Images

DFS-TESTBED |

+—>
Pulse
o widih PRI

No. of pulses

v

» We can generate various radar signals using an RF
generator by adjusting the radar parameters.
> We can perform below test cases using candela
LANforge
1. The detection probability test
2. The detection Bandwidth test




Sample Test Reports:

Detection Probabillity Test Report

2023-09-16-20:06:54

TECHNOLOGIES

est Setup Information

DUT Name Test_AP
Jevice under test SSID candelatest
Test Duration 0:55:26

Jbjective

atection Probability Test is compilance to the Dynamic Frequency Selection (DFS) Regulation., it creates regulatory specified radar pulses to the DUT
peatedly to measure the probability of detection.

esult Summary

1e below graph provides information regarding detection probability percentage for various RADAR Types.

Issues
EEm Success

25.0%
Il Fail

100.0%

100.0%

85.0%

Japan-w53-Japan-w53-3apan-w53-Japan-w53-4apan-w53-Japan-w53-Gapan-w53-Japan-w53-8

TECHNOLOGIES

Detection Bandwidth Test Report

2023-09-16-02:17:16

TECHNOLOGIES

35t Setup Information

DUT Name | NXP_AP
Jevice under test SSID | None
Test Duration 1:11:07

ibjective

stection Probability Test is compilance to the Dynamic Frequency Selection (DFS) Regulation, The purpose of this test is to subject the DUT to a Type 0
=C radar pulsewhile moving the frequency of the rador signal through the channel to characterized range of frequencies over whichthe DUT can
stect the rodar pulse.

esult Summary

& below graph provides information regarding detection probability percentage for various RADAR Types.




Candeia
DFS Web-UI:

DFS Web-Ul has been designed to execute a wide range of test cases based on various country
standards with just a single click, ensuring a user-friendly experience.

Active User : admin
Detection Probability Test

Test Label: Demo Enable Traffic  Desired Detection(%): _ Trials:

O Shift  @Centre JRandom

To mention the number of trails and desired

000G
e
}

R Total Selected: § detections to run the test.
Country Type

> FCC USA FCCO
USA FCC1

v Europe . Bgi Eggé

. Various country

vO) sapen standards

> MIC

v Korea

> KCC

P

[~ L ~~
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Candeia
Sample WebGUI results:

INFO:root: stop sniffer

INFO:paramiko.transport:Connected (version 2.8, client OpenSSH_8.8)
INFO:paramiko.transport:Authentication (password) successful

INFO:root:pcap file name./pcap/dfs_csa FCC@ Trial 1 channel56_2023-85-25-11-16.pcap
INFO:root:csa framepresent

INFO:root:csa frame is present

INFO:root:radar detected

P fec_test 12

P korea INFO:rooticsa frame time is May 25, 2023 11:17:82.316676222 IST
INFO:root:yes

P testing INFO:root:csa timeMay 25, 2023 11:17:02
INFO:root:calculate detection time

» FCCO rootidetection time @:00:04

etection time 4

({'Fcce’: {'Trisl 1': {'Burst’: '1", 'Pulses’: '18', 'Width': '1', 'PRI(US)': '1428", 'Detected’: 'YES', 'Frequency(KHz)': ‘5230000
7't None, 'Trial 8': Nome, 'Trial 9': Mone, 'Trial_1@': None, 'Trial 11': None, 'Trial_12': None, 'Trial_13': None, 'Trial 14': None,
None, 'Trial 22': Mone, 'Trial_23': None, 'Trial 24': None, 'Trial_25": None, 'Trial 26': None, 'Trial 27': None, 'Trial_28': None, 'Trial 2
INFO:root:l

INFO:root:result data{'FCC@': {'Trial 1': {'Burst': '1', 'Pulses’: '18', 'Width': '1', 'PRI(US)': '1428', 'Detected': 'YES', 'Frequency(KHz)
'Detected’: None, 'Frequency(KHz)': None, 'Detection Time(sec)': None}, 'Trial 3': None, 'Trial_4': None, 'Trial 5': None, 'Trial &': None,
‘Trial_14': None, 'Trisl_15': None, 'Trial_16': None, 'Trial_17': Mone, 'Trizl 18': Mone, 'Trial_19': Mone, 'Trial_20': Mone, 'Trial_21": Mol
None, 'Trial_29': None, 'Trial_3@': None}}

INFO:root:starting sniffer

INFO:py-scripts.1f_sniff_radio:channel: 56 frequency: 5280

INFO:root:generate radar

INFO:root:Current date and time :

INFO:root:time stamp of radar sendMay 25, 2023 11:17:15

INFO:paramiko.transport:Connected (version 2.@, client OpenSSH_B.8)

INFO:paramiko.transport:Authentication (publickey) failed

INFO:paramiko.transport:Authentication (publickey) failed

INFO:paramiko.transport:Authentication (password) successfull

INFO:root:lanforge

[sude] password for lanforge:

starting

P ETSI_dfs_testing
» fec_dfs_test

. Jii Results summary

¥ FCC_random
By -
o

VY USA

¥ FCCO
¥ Trial_1

Pulse Width Detection Frequency
(us) PRI (ps) Num Pulses  Num Bursts Time(sec) (KH2)

YES 1 1428 18 1 4 5282000

Detected

gr-osmosdr @.2.0.0 (2.2.9) gnuradie 3.12.1.0

built-in sink types: uhd hackrf soapy redpitaya file

B[@;32m[ INFO] [UHD] E[0;3omlinux; GNU C++ version 12.8.1 26220129 (Red Hat 12.0.1-2); Boost_187608; UHD 4.1.0.5
Using HackRF One with firmware 2023.01.1

UUlUstarted

¥ Trial_2

Pulse Width Detection Frequency
(us) Time(sec) (KHz2)

YES 1 1428 18 1 5 5287000

Detected PRI (pus) Num Pulses  Num Bursts

stopping
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Home in a Box Testbed Topology — Single CPE: Candeia
EN. L
MEDIUM
NEAR App
i Aop

' U
Neighbor AP



High Level Wiring Diagram

WiFi CPE

c

TECHNOLOGIES

Variable Variable Variable Variable Variable Variable
Attenuator Attenuator Attenuator Attenuator Attenuator Attenuator
Near Group Medium Group Far Group
v Real Devices Virtual D&vices/APs ¥ RealDevices Virtual Dgvices/APs l Real Devices Virtual Devites/APs
o]
Nforge STA/AP — 7 4, = LANforge STA/AP =7 forge STA/AP
Emulator/Traffic Generator Emula*r/Trafﬁc Generator Emulatpr/Traffic Generator

Splitter/Combiner

Splitter/Combiner

Splitter/Combiner

Variable
Attenuator

Variable
Attenuator

v Mobile Test Device

©ohfitie
Bo@S

Variable
Attenuator

© 2023 Candela Technologies — All Rights Reserved

Variable
Attenuator



Home-in-a-Box Testbed Setup

Medium
Virtual
Clients

Near

Virtual virtual

Clients Clients

| DUT
Near Real
Clients Chomberﬂ
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Candeia
Subjective Measurements of QoE of Real Video calling and OTT apps in various test conditions ZECRNOLOETES

Medum - Bassline

M edium - with A edium — wit fout
Background ond QoS Background and QoS




Home in a Box Office in a Box Hospital in a Box Stadium in a Box



¢ 3+ Home in a Box

Select scenario

Simple Home Multi-level VILLA
Select DUT [NETGEAR ] m RUN TEST

Testbed View Client status Client Report

:(ﬁ’z Create DUT

—————————————————— e
Zone view M Realtime Throughput
ghp
1,750
[ Table view ]
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1,250
_5- 1,000
=
5 750
500
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Cellular + Wi-Fi Scenarios Testing B
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Cellular + Wi-Fi Scenarios Testing

Scenariol : Wi-Fi CPE Testing Fiber to Cellular Failover

Ethernet
/WAN
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Candela
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TECHNOLOGIES
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Candela
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Cellular + Wi-Fi Scenarios Testing Candeia

TECHNOLOGIES
Scenario2 : Wi-Fi CPE Testing pure cellular backhaul ((( ))) —
|
Candela i
LANforge Traffic End
i Point on a
Progrommghcolly v
emulate distance it
between AP and
Cell Tower
Programmable
Atftenuator
Cellular RF Chamber
NIV
CPE/Rout CPE/Router Clrsi?ofﬁ(s)rljF
ourer
Sniff packets, Create Candela
Adjacent/Cochannel LANforge

Interference

Programmable
Attenuator

Programmatically
emulate distance
between AP and STA

(@)

RF Chamber

Sniff packets, Create
Adjacent/Cochannel
Interference

Candela - = Endpoint traffic
LANforge ? UE/STA == generator software
= running on the STA

— device




Cellular + Wi-Fi Scenarios Testing
Scenario3a : Wi-Fi STA/UE Testing for Wi-Fi Cellular Haondover — Emulated Networks

Wi-Fi CPE
/Router

e

TECHNOLOGIES
ol —

Candela
LANforge

Traffic End Point on
a VM in the cloud

Candela WAN Candela WAN
Emulator Emulator

Network
Impairments
on Wi-Fi WAN

-

Cellular Network

Emulator

RF Chamber

5G Network Candela
Emulator LANforge AP

Emulator

RF Chombeq

Wi-Fi network
Emulator

y,

Programmable Programmable

Attenuator Attenuator

RF Chamber

U E/ STA| ==
ga

Emulate
distance on
Wi-Fi Network

Endpoint fraffic
generator software
running on the STA

device




Cellular + Wi-Fi Scenarios Testing
Scenario3b : Wi-Fi STA/UE Testing for Wi-Fi Cellular Haondover — Real Networks
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Key Tests and Measurements Candeia

« End to End User Experience for Voice, Video and Data.

« CPE/Router Failover fime and its effect on User Experience

« UE Handoff time between Cellular and Wi-Fi

« UE Handoff process (decision, initiation, execution) and its effects on user experience

« Performance over Distance for both access links and backhaul links when Wi-Fi is
access and Cellular is backhaul.

« Connection time, security, seamless authentication, Open Roaming, Hotspot 2.0

* VOLTE over Wi-Fi testing.

« End to end call quality over Wi-Fi and cellular and during handover.



Candela Test Offerings Candela

- '/A
= Complete CI/CD Automation provides. From Basic Manual
» Full automation to fetch and load builds on Functional Testinag to Full
DUT, find the reserve testbeds, fetch and run . S]] =5 g I
test jobs, gather and analyze test results, export nghTS OUT C|/CD
o result visualization tools. H
= Integration with tools and platforms like Jenkins, = Create 100s of fully automated test scripts that AUTomghOIj] and
Jira, GitHub, Testrail etc.. can automate both Tester and DUT controls. Everyfhmg in Between.

= Create custom test reports and results
comparisons across various DUT models and
firmware versions.

» Full automated testplans like TR-398, Mesh, AP
performance.

= 100s of tests fully automated with clear PASS/FAIL
results and reports.

FU | | C |/C D = Tests that cover various aspects of AP
. performance , stress, scale, real world scenarios
Automation

and long term stability

Automation of GUI based automated tests with test reports.

both Tester
= Unit testing
and DUT Automated i = Test basic AP functions like
Testplans connectivity, security, QoS,
OFDMA, Mu-MIMO etc..

Testing any type of test scenarios

@ . = |deal for Developer and
0 ) | @ ;U”T?J“O”Ol early stage dev testing.
esting
[ |




o WIFi Cl/CD Test Automation Framework

o Ropdsliory Syster Build Sysytem

Functional Performance :,'::am
Testing Testing \ Testing

® Firmware ® BSS Capabiities ® Throughput ® Doy in Life Test ® Single AP SOHO

e Configuration & e Connectivity & Benchmark ® 48-hour Stress ® SOHO Mesh
Communication Security o Multiband Test ® Med-Enterprise
© Operation Modes ® Radio Resource Performance e Load Pattermns Network

® Physical & Virtual Management ® Mobility #1.#2, 83 ® Multi Dweller
® Interfaces ® Smart WiFi Performance Unit (MDU)
GUI/APIs ® QoS & Mobility & ® Radio © Campus Network/
Power Save Performance LPV
e Application
Performance




CICD Lab Candela India’s Bang:




Community Lab setup in California
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5000+ Automated T

A  ovenview

( Allure

Suites

£ name = duration % status &

> Air Time Faimess Test

> Client Connect Tesis

» Client Connectivity Tests

> CLIENT ISOLATION

» Client Scale Tests

> controller_tests ucentral_gateway

> Country Code Tests

> Dataplane Tests

> DFS Test

> Dynamic Vian Test

» e2e.advanced.downlink_mu_mimo_test.open

> e2e.advanced.downlink_mu_mimo_testwpa2_personal
» e2e.advanced downlink_mu_mimo_test wpa3_personal
» e2e.advanced.downlink_mu_mimo_testwpa_personal
» e2e advanced multi_association_disassociation.wpa2_personal
> e2e advanced rate_vs_orientation wpa2_personal

> e2e.advanced.rale_vs_range.wpaZ_personal

» e2e.advanced. receiver_sensitivity

> e2e.advanced.roam_testhard_roam.OTA

» e2e.advanced.spatial_consistency.wpa2_personal

> e2e basic configuration_tests bridge_mode

> eZe basic configuration_tests nat_mode

> e2e basic configuration_tests vian_mode

> eZe basic endurance_test bridge_mode

> e2e basic performance_tests AX_capacity wpa2_personal

estcases

(i 4
status: [ [ wvarks [@][4)

> e2e basic performance_tests.dual_band_performance_test.open

> e2e basic performance_tests dual_band_performance_test wap3_personal

> e2e.basic. performance_tests.dual_band_performance_test.wpa2_personal

> e2e.basic performance_tests.dual_band_performance_test.wpa_personal

> e2e basic performance_tests. multi_station_throughput. wpa2_personal bridge_mode

> e2e basic performance_tests multi_station_throughput wpa2_personal nat_mode

> e2e.basic. performance_tests.multi_station_throughput.wpa2_personal.vian_mode

> eZe basic performance_tests ofdma_test wpa2_personal

> e2e basic performance_tests peak_throughput_tests bridge_mode. wpa2_enterprise_encryption
> e2e.basic performance_tests.peak_throughpui_tests. bridge_mode.wpa2_personal_encryption
> e2e.basic.performance_tests.peak_throughput_tests.bridge_mode.wpa3_enterprise_encryption
> e2e basic performance_tests peak_throughput_tests bridge_made wpa3_personal_encryption
> €2e basic performance_tests peak_throughput_tests bridge_mode. wpa_encryption

> e2e.basic.performance_tests.peak_throughput_tesis.nal_mode.wpa2_enterprise_encryption

> e2e basic performance_tests peak_throughput_tests nat_mode wpa2_personal_encryption

> e2e basic performance_tests peak_throughput_tests nat_mode wpa3_enterprise_encryption

> e2e.basic performance_tests.peak_throughput_tests.nat_mode.wpa3_personal_encryption

> e2e.basic.performance_tests.peak_throughput_tesis.nat_mode.wpa_encryption

> e2e basic performance_tests.throughput_benchmark.tcp_udp_upstream_downstream_bidirection_throughput_testwpa2 per
sonal

> e2e.basic performance_tests.throughput_benchmark throughput_across_channel_bw

> e2e basic performance_tests throughput_benchmark throughput_vs_various_pkt_sizes open_security
> e2e basic performance_tests. throughput_benchmark throughput_vs_various_pkt_sizes wpa2_security
> e2e.basic performance_tests.throughput_benchmark.throughput_vs_various_pki_sizes.wpa3_security
> e2e basic performance_tests throughput_benchmark throughput_vs_various_pkt_sizes wpa_security
> e2e basic performance_tests wifi_capacity_test open

> e2e.basic performance_tests.wifi_capacity_testwpa2_personal

> e2e.basic.performance_tests.wifi_capacity_test.wpa3_personal
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Results and Report Visualization

Suites X
QG Allure ALLURE REPORT TREND o
1/27/2024

No item selected

der & name & duration % status %

5 tus'm m Marks

> Client Connectivity Tests

o

A Overview

> DFS Test B
» Dynamic VLAN Test

> Multi VLAN Test

> MultiPsk Test

SUITES 10 s 1o CATEGORIES 0 tems tota > Rate Limiing Tests
> Rate Limiting With Radius Test

SDK Tests Show all > SDK Tests

> Test Connectivity

Client Connectivity Tests

EXECUTORS > Throughput Benchmark Test

MultiPsk Test

! Githul runnar Telecominfraproject/nwlan-t

Test Connectivity

-

Suites oL

Mo item selected STATUS SEVERITY
order & name #* duration # status & B
2
Status n m Marks B Failed "%
~ Client Connectivity Tests IE;:JSZZZ o
) 40
¥ BRIDGE Mode 100% & Uniooun =
> EAP TLS Client Connectivity - Suite-A o
> EAP TLS Client Connectivity - Suite-B o . , . ,
blocker  critical normal minor trivial
|shl  Graphs
~ NAT Mode
» EAP TTLS Client Connectivity : Suite-A DURATION DURATION TREND

> EAP TTLS Client Connectivity : Suite-B

50 00m
4 26m
> VLAN Mods 3h 53m
& 20m
2n46m
0 13m
> DFS Test T
> Dynamic VLAN Test o
0s

Multi VLAN Test - CrosmAaoTnozsmoroanno -

© 2024 Candela Technologies — All Rights Reserved



TECHNOLOGIES

The 3-approaches for AP/Router Testing

Lab Testing with Real Devices Real world Testing in Test House

Repeatability: [ | Repeatability: [ | Repeatability: [l |

Scalability : [ | Scalability | | Scalability | |
Automation : [ | Automation :| | Automation : [l |

Realism : [ | \Realism :| y Realism : I |

Lab Testing with Virtual Devices




Throughput across 6GHz Channels

11:51 U2 T >8100%

=  LANforge InterOp 80201 1 be

NV

LIVE DAT | VIDEO VIE WEB BROWSER

SPEED (it) 2.43 Gbps/1.74 Mbps

802.11be Phone TCP Throuhgput (Mbps)

m Avg Throughput (Mbps)  m Peak Throughput (Mbps)

2430
2317 2323 2337 9913 2318 2210
Traffic status (Y-axis in Mbps X-axis in Sec) 21 97 2205 2145
15911644 16631729
150
Il oownioad [l upioad [l Total
Network Info
6135 6215 6295 6375 6455 6535 6615 6695 6775 6855 6935 7015
FREQUENCIES (MHZ)
DHCP Server
6135 6215 6295 6375 6455 6535 6615 6695 6775 6855 6935 7015
1591 1663 2197 2205 2190 2240 2213 2145 2210 2168 2213 2199
1644 1729 2320 2317 2323 2337 2430 2318 2357 2321 2294 2261
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4096 QAM | 4096 QAM | 4096 QAM | 1024 QAM | 4096 QAM | 4096 QAM | 4096 QAM | 4096 QAM | 4096 QAM | 4096 QAM | 1024 QAM | 1024 QAM
5/6 5/6 5/6 5/6 5/6 5/6 3/4 3/4 5/6 5/6 3/4 3/4
320 0r 160 | 320 or160 320 320 320 320 320 320 320 320 320 320
Tor2 Tor2 2 2 2 2 2 2 2 2 2 2




Rate vs Range Test

Downstream TCP Throuhgput (Mbps) over Range - WiFi6 and WiF7 Comparison
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00+ Real Device Testbed l
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Large Walk-in Chamber with 100+ Real Devices %

|71



Interop Scale Testbed Topology

48 Redal
WiFi
Devices

16 Port USB Hub

Endpoint
Client

Candela
LANforge

Serial

Endpoint
Client

16 Port USB Hub

16 Port USB Hub

Fully Automated Tests

+ Throughput/Client Capacity

+ Mixed Traffic Performance/ QoS

+ ACI/CCl Performance

+ Load Balancing / Band Steering

+ Video Streaming/Conferencing Performance
* Long Duration Stress/Stability

Endpoint
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LANforge
AP Interop
(DUT) Aufomation

Software

Serial

C Internet
Management Network
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@ HTTP File Transfer




Lanforge Interop Solution to test Real devices

SM-ML115F (as superuser) () (~) (x

ITCHNOLOGIES

SM-M115F (as superuse!

= LANforge InterOp

SYS_INFO  SPEEDOMETER

SPEED (i) 12.47 Kbps/29.99 Kbps

3

SSID K i

LANforge sy e

g Signal 54d8m

InterOp r—y o

Channel 2427 MHz.

LINUX cPU 1754%

4 L ’ DNST 192,168,521

: @ DNS2 0000
. Windows e = phone_1 DHCP Server 192.168.521
Gateway 192168.52.1

4 LeaseDuration 86400 Sec

192.168.52.89 WIFl Congested No http://192.168.52.150/video.mp4
[ —— Cellular Congested o) http://192.168.52.150/video.mp4
TOTAL BUFFERS: 1

. ’ save Data @< Mean Bandwidth: 0 bps

TotalPlayTimeMs: 12312

MeanRebufferCount: 0.0

totalBandwidthgytes: 0
RebufferRate: 0.0

TotalWaitTimeMs: 1849
MeaninitialVideoFormatBitrate: -1
DroppedFramesRate: 0.0
fatalErrorCount: 0
foregroundPlaybackCount: 1
TotalSeekTimeMs: 0
MeanVideoFormatBitrate: -1
totalVideoFormatBitrateTimeMs: 0

L !

AR
|'l Run many Run several

different types of automated tests,
data, voice, collectlogs and
video traffic and create test
collect metrics reports

and30I12
—
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Manual and Automated Test Reports
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Candela’s IOT automation Dashboard:

102.168.200.63 @

TECHNO/LQ'GIES

——

Active User : Akhil -

00060600

Device Manager

SM_T505
R9ZRA0BDDAL

01z ®»
RDT_wpa2
App Running(28)

e

SM_AO035F
R9ZT30E62FX

01z @
RDT_wpa2
App Running(14)

© ® © 60 60 06

" SM_A305F . e
RZ8M6223H2Y

Ju w
RDT_wpa2
App Running(10)

e e

SM_A307FN
RZ8N10VAGOW

Juw w
RDT_wpa2
App Running(16)

Selected Devices :

SM_M215F
RZ8BNB1KWXLB

01z @
RDT_wpa2
App Running(12)

@

" SM_A135F
RZBT317YGPB

Jiz @
App Running(20)

- 'l o - - - -
Redmi_Note_4 & LAPTOP-92FTPOI3 & DESKTOP-TG80G59 DESKTOP-QNG7LTT & DESKTOP-HFOQ16U
bc6b68040503 192.168.1.94 192.168.214.40 192.168.217.116 192.168.222.46 192.168.213.236
D70 5.4.7 64bit & Moo | 5.4.7 320t 2 Moo | 5.4.7 320t 2 5.4.7 32bit & Moo | 5.4.7 32bit 2
Action Required (0Mhz) (1.150) (2995Mhz)(x4)(207) (2808Mhz)(x4)(208) (1190Mhz)(x4)(241) (2808Mhz)(x4)(250)
App Stopped b = = = =

e [Seie: |
-~ = . A . . . =
% testdo test % testdl * apples-MacBook-Air Smart Bulb % smart Plug

192.168.209.140

5.4.7 6abit &

Intel(R) Core(TM) i7-6
600U CPU (500Mhz)(x
2)(340)

[

192.168.208.18

5.4.7 64bit

Intel(R) Core(TM) i5-6
300U CPU (2500Mh

z)(x2)(341)

192.168.211.90

5.4.7 64abit &
11th Gen Intel(R) Core

=»-

)

(TM) i3-1 (3000Mhz)(x
2)(342)

1.local
192.168.208.20

5.4.7 64bit O

Intel(R) Core(TM) i5-5
350U CPU (1800Mh
z)(x4)(410)

Technology: Wi-Fi

Technology: Wi-Fi

© o C=D

© 2023 Candela Technologies - All Rights Reserved



Large IOT Chamber




Testbed Images Candeia

===

TECHNOLOGIES

DUT - Ring
Doorbell
Attenuators shelf
I |
I

1 2 b ey
‘

VAP using \Z-\:Nlgle!
Candela Box Candela Box
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pl

List of Tests Executed TECHNOLOGIES
DUT Specifications

Google Nest 1080p Cam (Wired) - 2nd Generation - Snow

RVR

Spec Description
802.11a/b/g/n/ac (2.4GHz/5GHz) Wi-Fi

Wireless WEP, WPA, WPA2, WPAS3 encryption supported
Bluetooth Low Energy (BLE) NSS-1X1

Camera sensor 2- mega pixel color sensor
Zoom 6x digital zoom
Up to 1080p (1920 x 1080) at 30 frames/sec
4 24/7 live view
Wanlink Inferference Video High Dynamic Range (HDR)
\ Night vision

H.264 encoding
Automatic security updates
Security 128-bit AES encryption with TLS/SSL

2-step verification available
+
I Tests:

Long duration stress/stability, MTBF
Connection times/failures.
Motion Detection testing and testing other friggers.

Roa mlng Medium Streaming Performance and overall system
performance in:

Baseline ideal conditions
Over distance

With WiFi interference

With non- WiFi Interference

AN NN

AN

© 2024 Candela Technologies — All Rights Reserved



1. Testcase (WANIink Toplogy)

VAP Chamber

P10 P20 P30 P40

P11 @ P21 @ P31@PIL@

Station Chamber

| .\N o
)

T

Video feed from DUT o/p

\ 4

)@7

Eth1

TECHNOLOGIES
e

-*------___\_N_A_N_Li_r_l_ls ......... 5

o =3 o

808 - 9598 /6 Delay Packets
e 5 6 Jitter Packets
~ ﬁ B s Drop Packets
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Video Observations Candeia

TECHNOLOGIES

WAN link -10Mbps(Excellent) WAN link -5Mbps(Excellent) WAN link -2Mbps(Excellent)

WAN link — 500Kbps(Average) WAN link — 250Kbps(Bad) WAN link — 10Kbps(Bad)

© 2024 Candela Technologies — All Rights Reserved



Wan Link Rate vs Achieved Throughput (STA to VAP) g

N
o

N

Average

—
- o

Throughput in Mbps

o

1000 300 100 70 50 30 10 5 3 2 1 0.5 0.25 0.1 0.05 0.01
Wan Link Rate in Mbps
The DUT transmitted the data without packet drops till 2Mbps and the video log at monitoring
device is excellent without any buffers. As the link rate at WAN s restricted between 2Mbps and

250Kbps, there is noticeable buffers. As the link rate is further restricted beyond 250Kbps, the
video is unusable with complete buffering
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Wan Link Rate vs Data transferred(STA to VAP)

o]
o

~
(@]

o~
(@]

w
(@]

Average

Data Transfer in MB

o

o

1000 300 100 70 50 30 10 5 3 2 1 0.5 0.25 0.1 0.05 0.01
Wan Link Rate in Mbps
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2. Tesstcase (Rate vs Range)

VAP Chamber

N

p10 @ p20 @ p30® P40 @
P11 @ P21 @P31@PIL@

Station Chamber

.\\ 1221
!\

T

Video feed from DUT

Internet

A

Virtual Router(VR)

NAT

> Ethl

c

TECHNOLOGIES

© 2024 Candela Technologies — All Rights Reserved



Video Observations Candeia

TECHNOLOGIES

Attenuation 0dB (Excellent)

Attenuation 50dB (Average)

Attenuation 60dB (Average) Attenuation 70dB (Bad) Attenuation 80dB (Bad)

© 2024 Candela Technologies — All Rights Reserved



Attenuation vs Achieved Throughput(STA to VAP) ﬁ

2.0
1.8
1.6
1.4
1.2
1.0
0.8
0.6
0.4
0.2
0.0

Average

Throughput in Mbps

0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75

Attenuation in dB

User can have good experience till 50dB attenuation, post that there is a decline in throughput
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Attenuation vs Data rate(STA 1o VAP)

PHY rate in Mbps

80

70

60

50

40

30

20

Average

20 25 30 35 40 45 50 55 60
Attenuation in dB
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3. Testcase (Interference)

VAP Chamber

p10 @ p20 @ p30® P40 @
P11 @ P21 @P31@PILE

Station Chamber

Interference VAP
M

N "
= & C & & “d/
>

Al-P21

Video feed from DUT

Internet

A

Virtual Router(VR)

NAT

> Ethl

> EthO  Eth1 | VR

c

TECHNOLOGIES
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c

Video Observations TECHNOLOGIES

Noticeable video buffering is observed when channel utilization is over 20%. Video play is good fill
80% channel utilization.
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Wan Link Rate vs Achieved Throughput (STA to VAP) ﬁ

2.5

Average
2.0

Throughput in Mbps

0.5

0.0

Channel utilization
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—

Topology of Wan link M

Video feed from DUT

VAP Chamber -
v e
P10 Internet
Virtual Router1(VR1) Virtual Router2(VR2)

Bl et L WANlink L -

P10 P20 P30 P40

P11 @ P21 @ P31@PI1@

v

EthO  Eth1 | VR1 || VR2 |

Station Chamber

\N A]_-PQI °7m
a ) 86060 S - 95985 B9 Delay Packets
’. \ - 58 I siverpackets

=t
‘ » ” B 5 Drop Packets
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The 3-approaches for AP/Router Testing

Lab Testing with Virtual Devices

Repeatability: [ |
Scalability  : [ |
Automation : [N |
Realism : [ |

Lab Testing with Real Devices

Repeatability: [ |

Scalability | |

Automation :| |

Realism : |

TECHNOLOGIES

Real world Testing in Test House

Repeatability: [l |
Scalability : | |
Automation : [l |
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Test House — 3500 Sgft Apartment e

TECHNOLOGIE

Brick and Mortar construction
Tile flooring.
10 feet ceilings.

Standard wooden doors, wooden
cupboards and cabinets.

4- Bed, 4-Bath, Living, Dining, Kitchen
and Media Rooms.

Independent building with very little or
no external WiFi or RF interference

Fully equipped home with all furniture
and furnishings

Lots of WiFi Devices of various types
(Laptops, Smartphones, Tablets, TVs,
Cameras, loT Devices etc...)
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rDevices Unddr T

Single AP/Router Full Mesh Systems Computing Devices = Smart Home Devices
Full Performance Analysis of a Single Test Fullin home WiFi Mesh System for Test the latest WiFi Laptops, Smartphone All Smart Home devices including Consumer
WiFi Access Point in the Test House Coverage, Capacity and Mobility and Tablets Electronics and Home Automation/Security Devices
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Test Categories

AN N NS NN

7

Client Count
Connection Times
Total Throughput
Throughput per
Node
Throughput per
Band

Load Balancing
Band Steering

S NN

Roam Times
Roam Patterns
Service
Interruptions
User Experience

Throughput with
different types of
Phones/Tablets/La
ptops

Connection
Times/Performance
over Distance
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candeip

======
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Wi-Fi Mesh System
Testing in Candela
Testhouse




Testing with Robotic Self Driving Vehicle
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Two Story Villa Test House
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Mesh Testing - Device Distribution by Nodes and Bands Candeia

TECHNOLOGIES
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802.11be (Wi-Fi7) Router Test House Results Candeia

TECHNOLOGIES

« 3000 sqft 2-level home with brick and mortar
construction.

* WIFi7 Router placed in a central location in the lower level
of the home.

« Observations:

» Substantial improvement in the throughput in
2.4GHz with 11be in all locations.

« 6GHz was not able to get proper coverage across all
measurement points with client losing connectivity ’
at many of the far points.

» Overall 11be provided much better throughput at
near distances and no real improvement in range.




Throughput in 2.4GHz
band

Ground

Floor

AX Mode BE Mode

274Mbps JLLL 247Mbps

192Mbps

Im:, 18710 X13° 10

196Mbps | 179Mbps 235Mbps

@NMbps

Bedroom-3
12°10 X 107 10
376Mbps

]
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303Mbps  244Mbps

2
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Throughput in 5GHz

band

732Mbps

Bedroom-2
1710X12° 10
W
822Mbps

4 802.11be

[ Router
971Mbps

12°1X9" 6

e

741Mbps 940Mbps
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AX Mode BE Mode

Throughput in 6GHz
band
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Improvement due to 11be

Coordinates 2.4GHz 5GHz 6GHz
11ax 11be 11ax 11be 11ax 11be
1 228 461 660 1041 351 1495
2 283 431 741 1327 405 1415
3 192 525 877 1440 858 1597
4 274 526 940 1753 1408 1901
5 196 440 846 1676 1056 1777
s 351 530 1000 1777 1396 2212
7 448 528 910 1866 1494 2002
8 363 535 796 1672 1343 2029
9 306 525 911 1621 1210 2009
10 253 521 1012 1773 1564 1946
Ground Floor| 11 118 421 822 1334 935 1749
Throughput in 12 228 458 732 1419 1247 1506
13 238 486 741 1222 1185 1579
Mbps 14 267 525 894 1380 669 1515
15 233 518 727 1738 1324 2050
16 220 437 670 1331 731 1276
17 185 462 848 1341 899 1628
18 205 389 727 1145 368 1053
19 440 438 971 1260 1298 1696
20 247 325 576 842 344 217
21 241 407 543 875 200 134
22 179 258 498 445 145 149
23 235 93 319 414 58 123
24 531 517 941 1820 1722 2329
25 259 534 927 1407 1025 2001
26 408 487 326 1212 441 1484
27 348 413 346 904 586 1593
28 285 313 225 298 54 0
29 275 376 266 407 37 0
FiI’ST 30 184 298 164 247 0 0
31 217 258 75 92 0 0
32 230 316 244 406 109 128
Floor ) 33 277 183 108 109 0 0
Throughput in 34 169 268 35 109 0 0
35 248 107 28 24 0 0
Mbps 36 94 244 39 109 0 0
37 99 303 285 599 89 20
38 75 208 107 76 0 0
39 87 150 24 84 0 0
40 42 237 34 133 0 0
41 10 122 36 47 0 0
42 3 54 54 18 0 0
43 38 261 66 111 0 0

2.4GHz 5GHz 6GHz
102% 58% 326%
52% 79% 249%
173% 64% 86%
92% 86% 35%
124% 98% 68%
51% 78% 58%
18% 105% 34%
47% 110% 51%
72% 78% 66%
106% 75% 24%
257% 62% 87%
101% 94% 21%
104% 65% 33%
97% 54% 126%
122% 139% 55%
99% 99% 75%
150% 58% 81%
90% 57% 186%
0% 30% 31%
32% 46% -37%
69% 61% -33%
44% -11% 3%
-60% 30% 112%
-3% 93% 35%
106% 52% 95%
19% 272% 237%
19% 161% 172%
10% 32% -100%
37% 53% -100%
62% 51% 0%
19% 23% 0%
37% 66% 17%
-34% 1% 0%
59% 211% 0%
-57% -14% 0%
160% 179% 0%
206% 110% -78%
177% -29% 0%
72% 250% 0%
464% 291% 0%
1120% 31% 0%
1700% -67% 0%
587% 68% 0%
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« Candela’s Home automation lab has a complete deployment of IOT devices that involve in
home automation and security.

» Using this home automation lab, we can try to validate the performance of your access point
in a real time environment which is completely controllable and can give repetitive results.

« We also have various laptops, mobiles and MacBook's deployed across the house doing
various streaming activities to mimic the real-world scenarios.

« We can easily identify the co-existence and congestion problems because of IOT devices and
see how your access point is handling different conditions.

 We provide a detailed test report that involves the real-time statistics, latency reporting,
streaming quality and user experience scores of all the devices present in the home.



Home automation Lab with IOT and real devices:

Candeia

TECHNOLOGIES
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We have placed real devices and mobiles across the home and every device will do various
activities like gaming, video streaming, sending mails etc.. to, mimic the real-world home.
Also, we have a dedicated space for Apple home automation devices and SMP's and home pod’s.



THE RESULT




Devices available for test in Home automation lab: Candaa

Alexa controllers and extenders IOT devices

Device Type Device Type Quanhty

Echo Gen 4 2 Wi-Fi bulbs [Philips Wiz]
Echo show Gen 2 2 Zigbee aulb]s [Philips 5
ve
Echo dof Gen 2 > BLE bulbs [Philips] 2
=60 pofp 2 r ‘_, Smart plug [Zebronics] |
Echo dot gen 3 2 L"‘ Smart cameras [Nest] 5
Real devices ‘.; 1 Lo Trafflc Generators and j jammers
MacBooks LANforge
iPads Sniffers
Tablets Jammer

Android phones Virtual Access Points

5
5
2
S}
2

O 00 D N DN

Windows/Linux Mesh extenders



Candela Real device controller Ul: LANforge Interop

ice Manager O @

102.168.200.63 [ connect)

Selected Device:

ROZTI0E62FX RzBM223H2Y RZBNIOVASOW RZBNBIKWXLE RZTIITYGPE
@) [[JER 4 0n w O » [S}ER 4 [SPER 4
ROT_wpa2 ROT wpaz RDT_wpaz ROT_wpaz App Runing(20)
° App Running(14) App Running(10) App Running(16) App Running(12)
E @ @ 3 @ Select @ Select @ Select @
besb6E040503 192166.1.94 192168.214.40 192166.217.116 19216822246 192.168.213.236
N
= 547640t 54732000 54732000 54732000 54732000
Acton Required§ (0Mh2) (1.150)
—  4pp Stopped
@ Select Selest Select Selest
S testao N S testal  apples-MacBook-Air * SmartBulb * SmartPlug
192.168.209.140 192168.208.18 19216821190 Liocal
L9 168.208.20 Technology: Wi Technology: Wi-i
5476010 547640t 5470000 s or
Intel(R) Core(TM) i7-6 Intel(R) Core(TM) i5-6 11th Gen Intel(R) Core Intel(R) Core(TM) i5-5 ! 9\
600U CPU (S00Mhz)(x 300U CPU (2500Mh (TM) 31 (3000Mh2)(x 350U CPU (1800Mh -
2(340) 202341 2(342) 2)(xe)410)
Selest Select Selest Select Seest

o

Active User : Akhil

TEST STARTTIME: 25/04 09:15:48 PM
ENDTIME: 25/04 09:16:48 PM

On 192.168.214.149 Realtime throughput for Udp Download : test_hot

140
120

Throughput (Mbps

2504 09:15:48 PM

25004 09:15:58 PM

[ cownload

12711

25104 09:16:08 PM

Time

25004 09:16:18 PM

9:16:28 PM

25104 09:16:38 PM
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U CPU (1800MNZ)4)(41
THROUGHPUT TEST

Instance Name @ Sample_testt
iterations @ s J
INTEROP ABILITY
——————— =
—— Delay @ s
N y

Smart Bulb

Technology: Wi-Fi Simart Device Test Type @

|’ Test Scenario @
VIDEO STREAMING

Scenario 1
[Device Typd__Test Type
Throughput Test
—

S smantPlug

Technology: WiFi

Test Statistics

- s

i Wipo
solhe W

et
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i L orchvipro o8 1 on smart plg art g jpercert qrn off IO

ot

ens

gor of W

iy lohnd
gt aviproitany
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Alexa device conftroller Ul: IOT devices invocator

(o]

A Home
Music
Smart Home
Communicate

= Lists
Reminders ®
Alarms ®
Things to Try

Settings

¢ Groups

ALLGROUPS e KITCHEN e LIVINGROOM e MASTER BEDROOM e CHILD BEDROOM-1 e CHILD BEDRO

Kitchen

4 devices

Child Bedroom -1

Help and Feedback

{  Devices
ALL DEVICES

LIGHTS

Child
bedroom-2 .

Second light

Off

Living Room

4 devices

Child Bedroom-2
3 devices

GROUPS

PLUGS e CAMERAS o

Fifth light
Off

Child
bedroom-1 ...

°

o CLOSET

Master Bedroom
3 devices

Home ¢ Devices

Music

ALLDEVICES e LIGHTS e PLUGS e CAMERAS e ECHO AND ALEXA

Smart Home

Home_Automa

Home_Automa
tion's Echo i

Echo D..

Communicate
= Lists
Reminders ‘
Alarms
Things to Try
Settings

Help and Feedback

Echo and EFD’s

IOT devices

ECHO AND ALEXA

First light
off

Smart plug Home_Automa
off tion's Echo D...

Third light
Off

Home_Automa
tion's Echo D...

Home_Automa
tion's Echo D...

Home_Automa
tion's Echo S...

Home_Automa
tion's Echo D...

Home_Automa
tion's Echo

Fourth light

Off

Home_Automa
tion's Echo C...

TECHNOLOGIES

Home_Automa
tion's Echo C...

Master
bedroom ...

Q

Home_Automa
tion's Echo S...

Q
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Coverage of the DUT :

Signal quality [dBm]

»

v
a
a
@
3

’ Corridort

A
o
a
@
3

Signal quality [dBm]

3.

-55dBm -49dBm

A
wmdren

Bedroom-1 <9dBm

= Lexex
T —Fu__—‘ _,_/r_ =

-47dBm

Children
Bedroom-2

-53dBm

Kitchen

-59dBm

>

s
g
@
3

’ Corrido

RSSI in (dBm)

80
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Multi-client throughput test: Base-line performance i

Baseline performance of the clients in Home Automation Lab

Aggregate Throughput: 260 Mbps

50 rl
08:22:00 08:22:30 08:23:00 08:23:30 08:24:00 08:24:30 08:25:00 08:25:30 08:26:00 08:26:30 08:27:00
Date

« 12real clients of various operating systems like Windows, Linux, MacOS and Android place at various
locations in the house running UDP download emulated traffic.
« The duration of the Baseline performance test is 5min and we have run intended load of 1Gbps.
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Multi-client throughput test: Random invocations Cangoia

Random actions of home automation effecting performance of Wi-Fi

250 |
225 -
200 -
175 ]
= 125 ! | .
% 100 No actions  Bulbs | No actions All Echo and No Allloulles ioggled wilt
25 | toggled EFD’s playing actions cameras sfreaming |
music footage in phone and
Zz - " | firestick
L

DB:EIB:ED DB:EIB:DD DB:EIB:BD DB:EID:DD DB:BID:ED DB:3I1:DD DB:3I1:30 DB:EIE:DD DB:EIE:BD DB:BIE:DD DB:BIE:ED
Date
« Significant drop in performance of the 12 client's performance when randomly IOT devices are
performing actions.
« The devices are placed at various locations of the Home automation lab.
 We have run the test for 5 min and provided infended load of 1Gbps to all the real-clients.
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Multi-client throughput test:. Incremental actions

e5ess====-100
TECHNOLOGIES

Incremental fashion-based actions of home automation effecting performance of Wi-Fi

Aggregate Throughput
230 Mbps Aggregate Throughput Aggregate
190 Mbps Throughput
140 Mbps
08:35:30  08:36:00 083630  08:37:00  08:37:30 083800 083830  08:39:00  08:39:30 084000  08:40:30
Date

All the clients running traffic when all 10T
bulbs and switches are being toggled
randomly across the home

When security cameras have When all the echo and

started playing footage in
mobiles and firestick
Note: Bulbs are turned on

© 2024 Candela Technologies - All Rights Reserved

echo dots have started
playing music.

Note: Bulbs and
cameras are also active



Home automation lab test plan:

1.1 Congestion and co-existence test.

1.3 Performance over distance test.
1.4 Non-line of sight detection test.
1.5 Client roaming and stability test.

1.6 Intrusion detection test.

TECHNOLOGIES
/
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