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Partl: WiFi Technology Fundamentals — Basics

Modulel: Introduction and History of Wi-Fi Module3: WLAN MAC Layer
Tue — 26 Se_sgionla: Eyolution of WiF_i . B o Tue- 24 Session.Sa: Basic AP Manqgement_and antrol Functi_ons
Sept 2023 W|F.| Generatlon.s, Residential/Enterprise WiFi Applications, Oct 2023 Beacop!qg, BSSID, Scanning, Basic Service Set and its
Business Evolution Capabilities
Thu — 28t Sessionlb: WiFi Netwgrk Topologies ' Thu — 26t Session3b: MAC Framing, Headers and Key Functions
Sept 2023 Infrastructure/Mesh/Bridge/Adhoc Modes, Backhaul Mechanisms, Oct 2023 MAC headers and key functions, Management/Control/Data
Deployment Use cases Frames
Tue — 31 Sessionlc: WLAN St.andar(_js. an(_JI Amendments Alphabet _Soup Tue — 31 Sess?onScE Carrier S.ense angl Medium Access
Oct 2023 IEEE Standards Bodies, WiFi Alliance, Standards and their Oct 2023 Physical/Virtual Carrier Sensing, DCF, Random Backoff,
extensions Interframe Spacing, EDCA Parameters
Thu — 5 Sessionld: Basic Functional building blocks of_a WiFi AP/Router Tue- 7t Session3d: Data Trfansfer and Aggregation _ o
Oct 2023 PHY,.Baseband, Lower MAC, Upper MAC, various Interfaces, key Nov 2023 Data Transfer, Medium Overhead, Aggregation, Admission
functional blocks Control
Module2: WLAN PHY Layer Module4: Security in Wi-Fi
Session?a: Freauency Allocation Tue- 14" Sessi(_)n4a: \_/arious WiFi Security Protocols
Tue — 10° ISM and UNII B(Lnds,):mlicensed spectrum allocation, channels, Nov 2023 Securlt)_/ basics, WEP, WP.ANVPAZNVPAB’
Oct 2023 Channel BW Enter.prlse/PerspnaI, Captive .Por.tal, WPS .
: : : : Tue- 21 Session4b: Basics of Authentication and Engryptlon
Thu — 12t Ses§|0n2b:_Modulatlon/(;odlng, MIMQ BaS|cs_ Nov 2023 EAP Mej[hods, TKIP/CCMP, 802.1x connection, Key
Oct 2023 Basics of Digital Modglgtlon and Coding, Multipath, MIMO, Gene_ratlons, 4-way Handshake __
OFDMA, Spectral Efficiency Tue — 28t Session4c: Attack; and Vglnerabllltles . .
Tue — 17" | Session2c: MCS Table, PHY Data Rates Nov 2023 DoS Attacks, Man in the Middle Attacks, Cracking Security
Oct 2023 PHY Data rates, MCS Table, Theoretical Throughput ggz;oz':fdlz Seamless conneciviv/Oonen Roamin
Thu — 191 Session2d: PHY Headers and key functions Tue - 57 Open Roar.ning Technology WiFi){o CF:)eIIuIar Hané]over EAP-
O:t ;023 PHY Headers, PCLP and PMD Sub Layers, Key PHY layer Dec 2023 | o \iakA ’ ’
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Partl Exam Results and Certificates

Total Attended Exam: 160

Total Certificates Issued: 108

« Excellence (90% score or More) :1
* Merit (70%-90% Score) : 26

« Participation(50%-70% Score) : 81
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Part2: WiFi Technology Fundamentals — Advanced

Week 1

Week 2

Week 3

Week 4

Week ¢

Week
10

Week
11

Weelk
12

Module 5: Advanced Features and Standard Extensions

Session5a: RRM, DFS, Power Save, Mobility
Load Balancing. Band Steering, ACS, DFS, TPC, Fast Roaming

Sessionsb: WiFié new fealures
ODFMA, Mu-MIMO, BSS Coloring. 1024 QAM, WPA3

Sessionbc: WiFi6E new features
8GHz specifrum allocation, 320Mhz channels, AFC

Sessionsd: WiFi7 new features
4K QAM, MLO, Preamble PunciuringC

Module7: Basic Troubleshooting and Tools

Session7a: Wireshark Capifure Analysis
Wireshark WLAN filters, Radlio tap headers, Information Element Analysis,
/O Charts

Session7b: Basic test/debug/specfrum analysis fools
iPerf, Ping. WiF scanner tools, Kali Linux fools, Site Survey/Flanning Tools,
Heatmapping Tools

Session7c: Supplianf logs, AF logs, basic debug commands
APls and Interfaces fo AP config. Serial/Telnet/restAFls, Supplicant and
AP debug logs

Session7d: OpenWRT Basics
Basic overview and building blocks of OpenWRT project

Slides | Video | Quiz |
Q&A | Notes

Slides | Video | Quiz |
Q&A | Notes

Slides | Video | Quiz |
Q&A | Notes

Slides | Video | Quiz |
Q&A | Notes

Slides | Video | Quiz |
QA&A | Notes

Slides | Video | Quiz |
Q&A | Notes

Slides | Video | Quiz |
Q&A | Notes

Slides | Video | Quiz |
Q&A | Notes

Week 5

Week &6

Week 7

Week 8

Week
13

Week
14

Week
15

Week
14

Module 6: Advanced WiFi Use Cases

Sessionéa: WLAN AFP/Confroller Architeciures
Thick AF, Thin AP models, Physical Coniroller, Cloud Confroller

Sessionéb: Smart WiFi Feafures
Traffic Shaping/Policing, Parental Confrols, Advanced Analytics, Al/ML

Sessionéc: WiFi Mesh Networks
Mesh Topologies, Various deployment models. Mesh
Access/Backhaul/Roaming

Sessionéd: WiFi Monetization
Location Based Analytics, WiFi Sensing, Information Technology to

Operafional Technology

Module8: WiFi Lab Testing

Session8a: WiFi Testing Fundamentals
Basics of various approaches for WiFi testing, Lab/Field.

Automation/Manual efc..

Session8b: Testing in the Lab
Benchmarking, Scale/Siress Tesfing, Repeatability/Automation

Session8c: Testing in Test Houses
Testing approach for festing in real houses/entferprise environments,
testing challenges and solufions

Session8d: Testplan Development
Basics of how fo develop fesiplans, execufe them, use various

engineering fools
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Slides | Video | Quiz |
Q&A | Notes

Slides | Video | Quiz |
Q&A | Notes

Slides | Video | Quiz |
Q&A | Notes

Slides | Video | Quiz |
Q&A | Notes

Slides | Video | Quiz |
Q&A | Notes

Slides | Video | Quiz |
Q&A | Notes

Slides | Wideo | Quiz |
Q&A | Notes

Slides | Video | Quiz |
Q&A | Notes



|IEEE 802.11 Standards

« |[EEE 802.11-1997: The WLAN standard was originally 1 Mbit/s and 2 Mbit/s, 2.4 GHz RF and infrared (IR) standard (1997

- I[EEE 802.11a: 54 Mbit/s, 5 GHz standard (1999, shipping products in 2001)

« I[EEE 802.11b: 5.5 Mbit/s and 11 Mbit/s, 2.4 GHz standard (1999)

« I[EEE 802.11q9: 54 Mbit/s, 2.4 GHz standard (backwards compatible with b) (2003)

* |EEE 802.11-2007: A new release of the standard that includes amendments a, b, d, e, g, h, i, and j. (July 2007)

« [EEE 802.11n: Higher Throughput WLAN at 2.4 and 5 GHz; 20 and 40 MHz channels; introduces MIMO to Wi-Fi (September 2009)

+ |EEE 802.11-2012: A new release of the standard that includes amendments k, n, p, r, s, u, v, w, y, and z (March 2012)

« |[EEE 802.11ac: Very High Throughput WLAN at 5 GHz[e]; wider channels (80 and 160 MHz); Multi-user MIMO (down-link only)(Dec
2013

* |IEEE 2302.11-2016: A new release of the standard that includes amendments aa, ac, ad, ae, and af (December 2016)

* |EEE 802.11-2020: A new release of the standard that includes amendments ah, ai, aj, ak, and aq (December 2020)

« |EEE 802.11ax: High Efficiency WLAN at 2.4, 5 and 6 GHz; introduces OFDMA to Wi-Fi (February 2021)
+ |IEEE 802.11be: Extre¢

1997 1999 2007 2012 2016 2021
Prime 802.11-1999 802.11-2007 802.11-2012 802.11-2016 802.11-2020
@ G 9 ” o 2 o
2011
2005 802.11v
2 802.11u
802.11e 802.11s 2018
‘ 802.11a)
2004 802.11aq
802.11h 2010 802.11ak
802.11i 802.11p 2014
802.11) 802.11z 802.11af
[ 2009
2003 $02.11n 2013
802.11g 802.11w 802.11ac
r 2008 2012 ' 2021
1999 802.11k 802.112a 2016 802.11ax
802.11a 802.11r 802.11ad 802.11ah 802.11ay
802.11b 802.11y 802.11ae 802.11al 802.11ba

Source: https://grouper.ieee.org/groups/802/11/Reports/802.11_Timelines.htm
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802.11 Standard Extensions

« IEEE 802.11-1997: The WLAN standard was originally 1 Mbit/s and 2 Mbit/s, 2.4 GHz RF and infrared (IR) standard (1997

« |[EEE 802.11a: 54 Mbit/s, 5 GHz standard (1999, shipping products in 2001)

« |IEEE 802.11b: 5.5 Mbit/s and 11 Mbit/s, 2.4 GHz standard (1999)

« |IEEE 802.11c: Bridge operation procedures; included in the IEEE 802.1D standard (2001)

« |IEEE 802.11d: International (country-to-country) roaming extensions (2001)

« I[EEE 802.11e: Enhancements: QoS, including packet bursting (2005)

« IEEE 802.11F: Inter-Access Point Protocol (2003) \itndrawn February 2006

« |IEEE 802.11q: 54 Mbit/s, 2.4 GHz standard (backwards compatible with b) (2003)

« |EEE 802.11h: Spectrum Managed 802.11a (5 GHz) for European compatibility (2004)

« I[EEE 802.11i: Enhanced security (2004)

« |IEEE 802.11j: Extensions for Japan (4.9-5.0 GHz) (2004)

« |[EEE 802.11-2007: A new release of the standard that includes amendments a, b, d, e, g, h, i, and j. (July 2007)

« |EEE 802.11k: Radio resource measurement enhancements (2008)

» |IEEE 802.11n: Higher Throughput WLAN at 2.4 and 5 GHz; 20 and 40 MHz channels; introduces MIMO to Wi-Fi (September 2009)

« |[EEE 802.11p: WAVE—Wireless Access for the Vehicular Environment (such as ambulances and passenger cars) (July 2010)

« |EEE 802.11r: Fast BSS transition (FT) (2008)

« |EEE 802.11s: Mesh Networking, Extended Service Set (ESS) (July 2011)

« |IEEE 802.11T: Wireless Performance Prediction (WPP)—test methods and metrics Recommendation ., cejied

« |[EEE 802.11u: Improvements related to HotSpots and 3rd-party authorization of clients, e.g., cellular network
offload (February 2011)

« |EEE 802.11v: Wireless network management (February 2011)

- |[EEE 802.11w: Protected Management Frames (September 2009)

« |IEEE 802.11y: 3650-3700 MHz Operation in the U.S. (2008)

« |IEEE 802.11z: Extensions to Direct Link Setup (DLS) (September 2010)

Source : Wikipedia
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Challenges from Large Scale Wi-Fi Adoption in the Enterprise
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High Density Deployments
The Frequency Reuse problem
802.11k — Radios Resource Management

Received Signal Strength Indication
(RSS])

.........
.............

Mobility when using delay sensitive applications

on secure networks
The fast and secure roaming problem
802.11r — Fast Roaming

802.11ac Channel Allocation (N America)
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*Channels 116 and 132 are Doppler Radar channels that may be used in some cases.

Need for more channels in 5GHz
The DFS problem
802.11h — DFS and TPC

Lack of Proper network management from STAs
The need for network assisted handoff
802.11v — Wireless network management
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Dynamic Frequency Selection (DFS)

+ DFS is a channel allocation scheme that dynamically selects and/or changes the operating frequency to avoid interfering with other systems.

Unlicensed wireless networking systems (e.g. 802.11a/n) using the 5250-5350 MHz and/or 5470-5725 MHz bands cannot interfere with radar systems.

+ Asystem implementing DFS needs to be capable of avoiding interfering with radar systems by
» Verifying a channel is free of radar before using it .
* Monitoring for radar once a channel is in use and vacating the channel if radar is detected.
* Remaining off of a “radar” channel once radar has been detected .
System starts up, selects

a channel and monitors
for radar

Provided that no radar is
detected, a communication link
is established on the selected
channel

System detects radar on the
selected channel and initiates a
move to another channel

* Channel Availability Check Time: The time a
system shall monitor a channel for presence of
radar prior to initiating a communications link on
that channel.

* Interference Detection Threshold: The minimum

signal level, assuming a 0dBi antenna, that can be

detected by the system to trigger the move to
another channel.

Channel Move Time: The time for the system to !

clear the channel and measured from the end of the !

radar burst to the end of the final transmission on Radar signals én the :
the channel. '

Channel Closing Transmission Time: The total, !

or aggregate, transmission time from the system | _ ' !

| :
:
1
:

Non occupancy period — the original channel
cannot be used

Mo traffic on channel during

EEEEEE
Datatraffic on channel Control transmissions to close the
occupancy check

Channel
channel
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foruse

Mo traffic permitted during nen-occupancy period
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during the channel move time.

Non-Occupancy Time: A period of time after radar |
is detected on a channel that the channel may not
be used.

channel and monitors for
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DFS Implementation

« AP Behavior
» APs should be able to detect the different types of Radar pulses and send a Channel Switch Announcement (CSA) before moving to a new channel.
» The CSA s usually sent in the Beacon frames and special CSA Action frames and it contains information about the new channel to which the AP is going to move to,
so that the clients can follow the AP to the new channel.
Client Behavior
» Active scanning isn’t allowed on DFS channels unless client hears AP beaconing
» Client may choose to stay connected with the AP upon receiving CSA or choose to move to a new BSS

AW 2@ RE es=F a5/Eaaad
|wlan.u:sa.mannel_swih:h_mnde t3 '] +
Time Source Destination Protocol Length  Info > Frame 931: 366 bytes on wire (2928 bits), 366 bytes capture
927 88.838617 Cisce 5T:5c:3f Broadcast 802... 183 Action, SN=8, FN=8, Flags=........ * Radiotap Header w8, Length &8
928 88.883565 Cisco 5f:5c:3f Broadcast 802, .. 366 Beacon frame, SN=1373, FN=8, Flags=........ , BI=|| * 882.11 radic information
929 B8.986828 (isco 5f:5¢:3f Broadcast 882... 366 Beacon frame, SN=1374, FN=8, Flags=........ , BI=|| » IEEE 882.11 Beacon frame, Flags: ........
938 89.88848@ Cisco 5f:5c:3f Broadcast 802... 366 Beacon frame, SN=1375, FN=8, Flags=........ , BI=| ¥ IEEE 882.11 Wireless Management
931 80.198818 Cisce 5T:5c:3f Broadcast 802... 366 Beacon frame, SN=1376, FN=@, Flags=........ , BI= » Fixed parameters (12 bytes)
932 80.293222 (Cisce 5T:5c:3f Broadcast 802... 366 Beacon frame, SN=1377, FN=@, Flags=........ , BI= ¥ Tagged parameters (278 bytes)

» Tag: 55ID parameter set: "MFG-SGTEST™

» Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 4

» Tag: D5 Parameter set: Current Channel: 18

» Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap

» Tag: Country Informaticn: Country Code US, Environment
Channel Switch New Channel Channel ~ Tag: Channel Switch Announcement Mode: 1, Number: 183

Element ID Length

Mode Number Switch Count Tag Number: Channel Switch Anncuncement (37)
Tag length: 3

Channel Switch Mode: 1
New Channel Number: 183
Channel Switch Count: 2
Numbel’ Of Beacons after » Tag: TPC Report Transmit Power: 24, Link Margin: @

. . » Tag: Extended Channel Switch Announcement
WhICh AP WI” move » Taeg: HT Capabilities (882.11n D1.18}%

Channel Switch Announcement (CSA)




DFS Certification
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1.3  Summary of Test Results

Table 1: Summary of Test Results for Master Device Mode

Dynamic Frequency Selection

CFR 47 Part 15.407(h) 2020, RSS-247 (6.3) 2017 and KDB 905462 D02 UNII DFS

Test Report

EUT Name: eero 6 and eero 6 Extender
Model No.: NO10001 and Q010001

Compliance Procedures New Rules v02

Requirements -{:I;:;B;;;::: Description Test Parameters Measured Value Result
20 MHz Bandwidth
Detection - EUT Min. -64 dBm > 200 mW .
Threshold Sect. 781 | Detection Level | -62 dBm <200 mW 6295 dBm Complied
Detection Sect. 781 U-NII Detection | Min 100% of 99% 20 MHz (detected ¢ lied
Bandwidth eet ! Bandwidth BW. bandwidth) ompe
Sect, 7.8.2.1 Initial Channel CAC > 60s See 80 MHz BW Complicd
Performance Check - test result
Requirements Sect. 7.8.22 Burst R.ada.r at 150s (2.5min) See 80 MHz BW Complied
Check the beginning test result
<l
Burst Radar at . See 80 MHz BW
7.8.2 e
Sect. 7.8.2.3 the End 150s (2.5min) test result Complied
Channel 10 See 80 MHz BW .
:‘ %*il(c Moving Time CMT < 10s test result Complied
1 . Channel Closing | 200 ms + an agg. Of .
n-Service . N = See 80 MHz BW .
JAPAN - Sect. 7.8.3 Time 60 ms over B Complied
Monitoring . test result
T n remaining 10s.
Non-Occupancy | . See 80 MHz BW -
Period 230 min. test result Complied
Type 1A - 100%
Type 1B - 100%
Waveform | -4 | 60% in 30 trials Type 2 - 80.0%
i " N 3 30;
Radar Statistic Detections 80% of Aggregate R'p: i :; ;q;
Performance Sect. 7.8.4 "’FI 4 SIQ a0 Complied
Check _ Apgpre.1- .2%
Waveform 5 80% in 30 trials Type 5 - 96.7%
Detections
Waveform 6 70% in 30 trials Type 6 - 100%
Detections
Transmit CFR47 15.407 6 dB below 30 dBm Manufacturer's )
P I 1| EIRP or less than Stateme Complied
‘ower Control (hyl)y 500 mW tatement
Uniform CFR47 15.407 Manufacturer’s ¢ lied
Spreading (h)2) Statement omplie

The detection probability Test aims to check if an AP can detect the
RADAR pulses which are generated on the active channel of the AP.
RADAR pulses will be generated based on different parameters like pulse
width, number of pulses and Pulse Repeating Interval. For a given test

Prepared fo
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case, certain number of trials must be conducted to see if AP detects
RADAR. The parameters of pulses might vary for every trial based on the
type of RADAR pulse being tested. The detection percentage of RADAR
must be greater than or equal to the specified value by the respective
governing bodies.

The detection bandwidth test will measure the range of frequencies in which the device
can detect radar signals. Radar signals are injected in 1 step increments of 1 MHz in both the
directions starting from the Centre frequency, this process is done until the DUT fails to detect
the signal. The Total range in between the upper frequency limit and lower frequency limit is
called as the detection bandwidth.

* Channel Availability Check Time.
imi |:: > + Interference Detection Threshold
TI min g TEStS * Channel Move Time
* Channel Closing Transmission Time
* Non-Occupancy Time

IEEE 802.11ac VHT80 + VHT80
Table 1: Short Pulse Radar Test Waveforms.

Hacariype PUI(“ Wl)dth ( i ) c;l PuILses T;;als(:rlm:'s) P;T::;:g:;'
i psec Detection (%)
Test A: 15 unique
PRI values randomly |-
selected from the list e 360
of 23 PRI values in | """ :
Table 5a 19.10 J
PRI, car
Test B: 15 unique
1 1 PRI values randomly 30 93.3%
selected within the
range of 518-3066 /-
sec, with a minimum
increment of 1 12 sec,
excluding PRI
values selected in
TestA
2 1-5 150-230 23-29 30 90%
3 6-10 200-500 16-18 30 93.3%
4 11-20 200-500 12-16 30 90%
Aggregate (Radar Types 1-4) 120 91.65%
Table 2: Long Pulse Radar Test Waveform
Pulse Chirp Number Percentage of
'?r’d" Width Width ( il ) of Pulses o':usmu:; T::;::ne;:;) Successful
ype (usec) (MHz2) peec per Burst Detection (%)
5 50-100 5-20 1000-2000 1-3 8-20 30 90%
Table 3: Frequency Hopping Radar Test Waveform
Hopping
Pulse PRI Pulses | Hopping Sequence Niber of Percentage of
Radar Type| Width ( ) per Rate Fanci Trials(Times) Successful
(usec) | Msec Hop (kHz) 9 Detection (%)
(msec)
6 1 333 9 0.333 300 30 100%




Traditional WLAN Roaming

* Roaming can be defined as the client moving between APs advertising the same or similar wireless network

» Since the WLAN clients are mobile and coverage range of a single AP is limited, roaming happens whenever the client passes the boundaries of a WLAN cell

» The roaming protocol should be implemented effectively in order to cause very minimal delays during the handoff
» The clients usually make the roaming decisions by scanning the various available wireless networks at all times and trying to connect to the best available network
+ Decision to roam can be made on various factors such as RSSI, number of missed beacons, SNR, frame errors, etc.
* When a decision is made to roam the client can authenticate and associate with the new AP and continue its data communication through the new AP
* Roaming when security is enabled would involve setting up a new security session with the new AP

14
14
14
14
14
14

5. Choose AP
with strongest

response

14.
14.
14.
14,
14.
14.

Last Data packet on AP1

14.09 secs

vl Tty
14.
14.
14.
14.
.107795
.108509
.100407
.110114
.110637
.111314
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.

094649
097093
097173
107089

112028
1132862
114175
114989
115500
115542
116216
117309
118276
119226
121213
121937
122378
122420
131519
143806
197055
217181
217225
217805
217860

218970
221631
233916
246204
299454
324030

Time  Delta Time

F RV e
14.0€0. 007465
14.0¢0. 002444
14.0€0. 000080
14.1¢0. 009916
14.1¢0. 000706
14.1C0. 000714
14.1C0. 000808
14.110. 000707
14.110. 000523
14.110. 000677
.110. 000714
.110. 001234
.110. 000913
.110. 000814
.110. 000511 5
.110. 000042 2
.110. 000674 1.0
.110.001093 1.0
.110. 000967 1.0
.110. 000950 1.0
.120.001987 1.0
.120,000724 1.0
.1:0, 000441 5
.120.000042 2
.1:0.009099% 1
.140.012287 1.
.120.053249 1.
.210.020126 5
.210. 000044 2
.210. 000580 5
.210. 000055 2

14.210.000051 24.0
14.220.002661 1.0
14,2:30.012285 1.0
14.240.012288 1.0
14,2€0.053250 1.0
14.320.024576 1.0

Destination Pratocol

C15hU_t @.aN.EE LEEC
Cisco_fa:ab:elBroadcast IEEE
172.16.86.171 172.16.138.65 TFTP
Cisco_fa:ah:e2 IEEE
172.16.86.171 172.16.138.65 TFTP
172.16.86.171 172.16.138.65 TFTP
172.16.86.171 172.16.138.65 TFTP
172.16.86.171 172.16.138.65 TFTP
172.16.86.171 172.16.138.65 TFTP
172.16.86.171 172.16.138.65 TFTP
172.16.86.171 172.16.138.65 TFTP
172.16.86.171 172.16.138.65 TFTP
Cisco_fa:ab:e:AbbottDi_01:00 IEEE
Cisco_fa:ab:e:abbottDi_01:00 IEEE
Cisco_fa:ab:e:abbottDi_01:00 IEEE
Intel_dd:b3:blCisco_farab:e2 IEEE
Intel_d4:b3:bl IEEE
Cisco_fa:ab:e:abbottDi_01:00 IEEE
Cisco_fa:ab:e:abbottDi_01:00 IEEE
Cisco_fa:ab:e:abbottDi_01:00 IEEE
Cisco_fa:ab:e:Broadcast IEEE
Cisco_fa:ab:e:abbottDi_01:00 IEEE
Cisco_fa:ab:eiabbottDi_01:00 IEEE
Intel_dd:b3:blCisco_fa:ab:e2 IEEE
Intel_d4:b3:bl IEEE
edBroadcast IEEE
e(Broadcast IEEE
elBroadcast IEEE
atCisco_fa:ab:e2 IEEE
Intel_d4:b3:bl IEEE
172.16.50.245 172.16.63.215 ICMP
Cisco_fa:ab:e2 IEEE

Source

ab:
ab:
ab:
27

Cisco_fa:
Cisco_fa:
Cisco_fa:
98:dl:50:

Intel_d4:b3:bl IEEE

Cisco_fa:ab:eiBroadcast IEEE
Cisco_fa:ab:esgroadcast IEEE
Cisco_fa:abie(Broadcast IEEE
Cisco_fa:ab:elBroadcast IEEE
Cisco fa:ab:e:Broadcast IEEE

AP1 Capture

Info Al

GuL AL T
802eeacon f
unknown
802acknowle
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
B802Request-
B02Request-
B02RequesT-
B02Null fur
B02acknowle
B802Request-
B802Request-
802Request-
B0z2Beacon 1
BO2Request-
802Request-
802Null fur
802 Aacknowle
B02Beacon 1
B02Beacon 1
B02Beacon 1
BO2NUTT fur
B02Aacknowle
Echo (p’
B02acknowle

802acknowle
B02Beacon
802Beacon
802Beacon
802Beacon
B02Beacon

b bk

Bl

Perform 802.11

Tirne
14

14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
- 240160, 006200
14.
14.
14.
14.
14.

14
14
14
14

14

14.

14

14.
14.
14.
14.
14.
14.
14.
14.
14.
.34012°0. 003767

connection with AP2
starting at 14.22 secs

Delta Time  PHY/Rate

LEUDIO.ULUIDdZIU L

22486.0.015482
22491:0. 000055
22499'0. 000081
22666 0.001666
2277510.001091
22780°0. 000051
2281810, 000373
22840°0.000227
2297010.001353
22981'0. 000059
231190, 001371
23142'0.000239
2339610.002532

2402420, 000080
2462510, 006009
25012 0.003875
25020 0. 000080
2585310.008333
2605410. 002008
26062'0. 000080
27014.0. 009516
27022.0.000080
28012°0. 009905
28020°0. 000080
2921170. 011906
29219.0. 000080
30012'0. 007936
30020'0. 000080
3101210.009917
3102010, 000080
31178 0.001581
32012.0.008335
32020.0. 000080
33012:0.009922
33020+0. 000080
33636'0. 006156

24.0

54.0

Start Data Transfer on
AP2 at 14.24 seconds.

Roaming delay is
approximately 13 msecs

Source
LS P LR 4

AhbottDi_0:
Cisca_fb:2
Abbottoi_0:
Cisco_fh:2
Abbottoi_o

Cisco_fh:2

172.16.86.:

cisco_fh:2
172.16.86.:

Cisco_fh:2'
172.16.86..

172.16.86.:
172.16.86.:
172.16.86.:
172.16.86.:
172.16.86.:

Cisco_fh:2
172.16.86.:

172.16.86.:

Cisca_fb:2
172.16.86.:

AP2

Destination

Dl vauLasu

Cisco_fh:27:
Abbottbpi_01:
Abbottpi_01:
Cisco_fh:27:
Cisco_fh:27:
abbottpi_01:
Abbottpi_0L1:
Cisco_fh:27;
Cisco_fb:

Abbott

Ciscpifb:27:12 IEEE
IEEE
172.16.138.65 TFTP

cisco_fhb:27:12 IEEE
Broadcast IEEE
172.16.138.65 TFTP
Cisco_fb:27:12 1EEE
proadcast 1EEE
172.16.138.65 TFTP
Cisco_fh:27:12 IEEE
172.16.138.65 TFTP
Cisco_fh:27:12 IEEE
172.16.138.65 TFTP
Cisco_fb:27:12 IEEE
172.16.138.65 TFTP
cisco_fh:27:12 IEEE
172.16.138.65 TFTP
Cisco_fh:27:12 IEEE
172.16.138.65 TFTP
Cisco_fh:27:12 IEEE
Broadcast IEEE
172.16.138.65 TFTP
Cisco_fhb:27:12 IEEE
172.16.138.65 TFTP

Cisco_fh:27:12 IEEE
Broadcast IEEE
172.16.138.65 TFTP

Capture

cknowledgement,

02acknowledgement,

SN=0,

Flac

Prohe Response, SN=3:

Flac

802authentication, SHN=l,

802acknowledgement,
802 authentication,
802 acknowledgement,

Flac

SHN=3%

Flac

802association Request,

802acknowledgement,

Flac

802association Response,

802 acknowledgement,

Flac

802Beacon frame, SN=370:

Unknown (0xdd01)
802 acknowledgement,

802geacon frame, sn=

Unknown (0xdd01)
802acknowledgement,

802geacon frame, SH=

unknown (0xddol)
802 acknowledgement,
unknown (0xddol)
802acknowladgement,
unknown (0xddol)
802 acknowledgement,
unknown (0xdd0l)
802 acknowledgement,
Unknown (0xddol)
802 acknowladgement,
Unknown (0xddol)
802Aacknowledgement,

802Beacon frame, SH=

Unknown (0xddol)
802 Acknowledgement,
Unknown (0xddol)
802 Aacknowledgement,

B02gBeacon frame, SN=

Unknown (Oxddol)

Flac
370°

Flac
3707

Flag
Flacg
Flac
Flac
Flac

Flat
371

Flag

Flac
371%



Evolution of Roaming Enhancements

Initial Solutions from Industry Others v
« Cisco CCX
» Opportunistic Key Caching, Cisco Others Need Channels MERU MobileFLEXArchitecture Uses
CCKM to Avoid Interference Channel Layering for Up to 3X Capacity

« Meru Single Channel Implementations

802.11 Standard Extensions
« 802.11e — QBSS Load Element
« 802.11f — IAPP (Deprecated)
« 802.11i - Security Enhancements
« 802.11u - Internetworking with external networks
« 802.11k — Radio Resource Management
« 802.11v — Network Management Router
« 802.11r — Fast Roaming

eeeeeee

« Enhancement Goals gy Sl Seengnnccaton = =
« Support delay sensitive/real time applications < oy
» Avoid session disconnections
« Reduce packet loss/Latency Hi‘“ H:‘“



802.11k — The basic concept

* Need to move to a new rental home?
« Want to check out for better rental options? S priivomer Hessasl  Domeae

The not so efficient method:

« Go on the road and check every home in the
neighborhood to see if its available for rent.

3839 Yates St 68 W Bayaud Ave 800 S Sherman St

» Talk to all open house owners and make a list Denver, CO 80212 Denver, CO 80223 Denver, CO 80209
H 28Beds 1 Baths | 819 Sq.Ft 2Beds 1Baths 931 Sq.Ft 2Beds 2Baths 848 Sq.Ft
Of pOtentlaI rentaIS' Rental list price $2,250 Rental list price $1,900 Rental list price $4,000

 Then shortlist and select.

The better method:

« (o to a rental agency website from the

convenience of your home and ask for a list of ‘2;
all the homes available for rent. e -
e Check the list a|0ng with the details of each 891 14th St Unit 3016 2213 King St 2652 S Humboldt St
. Denver, CO 80202 Denver, CO 80211 Denver, CO 80210
home and from that Shortllst the home you 1Beds | 1 Baths | 793 Sq.Ft 2 Beds | 2 Baths | 759 Sq.Ft 28Beds | 1Baths 786 Sq.Ft

want and then approaCh the owner and rent it Rental list price $2,000 Rental list price $2,700 Rental list price $1,400



802.11k — The full RRM scope

« Simplify and/or automate WLAN radio configuration

» Achieve better performance in dense BSS deployments
» Better utilize radio resources across client stations

» Alert WLAN administrator to problems

» Notify client station users of current radio status

« Vendors use measurements to add value

o ’ » 3 t’"
The requeSt/reSponse measurements are: a9 ' m . ‘m . m . s/ - /fef‘i\ Selected
e Beacon ne i Len e \\ y, Chn 64-77 dBm
| t k.
|
|

« Frame l 4 ! TR

* Channel Load e | / é@\ Selected o 629 520
1 1 e A \ '."'_' ' Chn 64 '79 dBm A I _: '-_ kL
* Noise Histogram . : — - )

= <P ' |
o STA Statistics |

 Location Configuration Information e '// e o1, NS
* Neighbor Report tsm/» D5 sy ; s

 Link Measurement Sel -'.
ecte

507

Chn 64 -63 dBm ) g 9 @

e
% f‘l—'t bt BB i e Y g oy



802.11k — Neighbor Report Reqguest/Response

* When the client wants to find a better network to connect to, it
sends its current AP a Neighbor report request frame.

« The current AP then sends a neighbor report response that will & ‘B’ E“gg
contain a list of all the candidate neighboring APs along with

thei biliti STA current AP APs in Neighbor Report
eir capabilities. : ‘
. : . handofftrigger | Nejghbor Report request J tngger
« The client can then select from the list the AP it wants to i g |
connect to and then send go through the connection process Select candidate APs from
. available neighbors
with the new AP. (using Neighbor Graphs,
Adaptive Neighbor Caching, ...)
Neighbor Report response (N1,..., NN) l discovery
How it helps: PRSI iy et M A e S o
Probe request on CH 1 selection
« Always finding the best network available to connect
. . . . Probe response on CH 1 —
- Making the search for a new AP much easier when itstimeto | T
roam. 8 \ Probe requeston CH N -
« Removes the need for moving off the current channel to find ' > i o
th t k ne additional
other networ S ) _ _ discovery mechanism
« Much more efficient usage of the medium by reducing the selecled AP

amount of on air frames.

STA Fast BSS Transition (IEEE 802.11r) attachment



Neighbor Request/Response Frames

802.11k RRM - Neighbor Report Response

0 1 2 3 X
| Action
Category |
. 5:802.11k RRM ;5.Neng:§gr:SF;epcrl Token Report [Es Frame 2397@: 122 bytes on wire (976 bits), 122 bytes captured (976 bits)
h b _____ B == ',' 802.11 radio information
Nelg Or Report Response _____ pemm R ',‘ v IEEE 802.11 Action, Flags: ........ C
i 0 1 2 Length + 2 Type/Subtype:
Informatlon Elements T g Frame Control Field: ©xdeee
Tag | .000 ©PO0 ©010 1100 = Duration: 44 microseconds
g2l CishborEepo il el Receiver address: 35:90:56
,,--""_-—"_— ‘\\ Destination address: 35:90:56
* BSSID: MAC addreSS Of the target _______---""“ "\_‘ Transmitter address: 6e:b7:ab
__,.-—-—"" “-.‘ Source address: 6e:b7:ab
AP BSS Id: 6e:b7:ab
0 6 10 11 12 13 Length  «.ov weun oa.. 8800 = Fragment number: @

i BSSID Info: Capabllltles Of the 1100 1011 @100 .... = Sequence number: 3252

BSSID EeRil | Operating ehannal PHY Type Opianal Frame check sequence: ©8x1388d80c [correct]

target AP Infermation Class Number Elements [FCS Status: Good]
. v IEEE 802.11 wireless LAN
» Operating Class: Channel Set of v Fixed paransters .
3 3 3 Category code: Radio Measurement (5
. Frame 23968: 38 bytes on wire (304 bits), 38 bytes captured (384 bits) - :
the AP based on operating country Tl iEe A ’ CeEonkea e N oA e e )
. v TEEE 882.11 Action, Flags: ........ & I
° - agged parameters (91 bytes)
Channel Number: Channel of [oper/sabtype: action (omovod)] geed paroneters (1
Frame Control Field: ©xdeee Tag Number: Neighbor Report (52)
target AP' .006 0000 P81 1160 = Duration: 44 microseconds Tag length: 13
° PHY Type' PHY detalls of the Receiver address: 6e:b7:ab BSSID: _aa:81:ab
) Destination address: 6e:b7:ab BSSID Information: ©x080802f7
target AP_ Transmitter address: 35:90:56 Operating Class: @
Source address: 35:90:56 [Channel Number: 48] (iterative measurements on that Channel Number)
e« Sub elements: Other vendor BSS Td: Ge:b7:ab PHY Type: 0x07
. g eee teee .... BBBB = Fragment number: @ Tai' Nengb orj RNEFTO;E R + (52
SpeCIfIC elements 0000 0101 8AG8 .... = Sequence number: 80 e g reon Teeer (52)
Frame check sequence: 8xdfad5564 [correct] BSiID: S a7:97:0b
[FCS Status: Good] BSSID Information: 0x0000082f7
v TIEEE 882.11 wireless LAN Operating Class: @
v Fixed parameters Channel Mumber: 36 (iterative measurements on that Channel Number)
Category code: Radio Measurement (5) PHY Type: @x@7
Action code: Neighbor Report Request (4) | Tag: Meighbor Report
Dialog token: @ Tag Number: Meighbor Report (52)
v Tagged parameters (7 bytes) Tag length: 13
BSSID: @c:b9:bb

v Tag: SSID parameter set:

Tag Number: SSID parameter set (@) BSSID Information: ©x0880802f7

Operating Class: @

Tag length: 5
SSD' - Channel Number: 48 (iterative measurements on that Channel Number)
PHY Type: ox07



Auto Channel Selection for RRM (Proprietary Implementations) @

WI-FI TECHNOLOGY

The objective of Auto Channel Selection (ACS) is to select, for each AP, an operating channel that minimizes interference
from other APs and from non-Wi-Fi sources. Ways in which ACS is done:

*Boot Time ACS — Randomized boot interval to minimize the chance of neighbor APs selecting the same channel; and
longer, more thorough channel scans to find the best channel

*Periodic ACS — The AP surveys its radio environment to find the best channel to change to and, if necessary, to select a
new channel. The periodicity of ACS is configurable, the default being 12 hours.

Channel Channel

Selection

Channel Scan

Channel Ranking

Pre-Filtering

Channel Scoring

« Each AP uses the Channel Scoring algorithm to rank all the channels scanned,
and uses this ranking in its new channel selection.
« Each channel score depends on:
* Number of BSSIDs already on that channel
 The RSSI seen from all the networks on that channel
* Non- WiFi medium utilization

« If the channel is currently primary of secondary channel for other APs.




802.11v — Wireless Network Management

802.11v is an amendment standard for wireless network management, which defines numerous enhancements, such as power saving, load
balancing, and BSS transition management (BTM). It allows clients to exchange network information and always associate with the optimal AP,
which prolongs clients' battery life and improves user experience.

BSS max idle period man-
agement

BSS transition manage-
ment

Channel usage

Collocated interference
reporting

Diagnostic report

Directed multicast service
(DMS)

Event reporting

Flexible multicast service
(FMS)

Location services

Multicast diagnostic
reporting

An AP can report the amount of time that it does not disassociate sta-
tions due to absence of frames received.

An AP indicates a set of preferred APs to a station for a transition or
request it to reassociate with a given AP.

The AP recemmends channels to a station for non-infrastructure net-
works.

A station can get information about interference level at ancther sta-
tion, so its own transmissions minimize the effect of interference from
other radios at the measuring station.

A station can question other stations on hardware, configuration, and
capabilities to diagnose and sclve problems in the network.

A station can ask the AP to send group addressed frames addressed to
it as unicast frames.

A station can request other stations to send a message upon certain
events (e.g., transitions, security, log reports or link status).

A station can request to receive group addressed frames at a different
interval. Its implementation is opticnal.

Location information can be requested by the stations (radio resource
measurements) or provided by the AP.

A station can provide statistics of the multicast traffic received suc-
cessfully.

Power saving and AP resource
management

Load balance and handover
enhancement

Interference avoidance

Interference avoidance

Resource management and
troubleshooting

Multicast transmission

Handover, troubleshooting,
resource management

Multicast transmission, power
management

Resource management

Multicast transmission,
resource management

Only BSS transition management feature is used.

Multiple BSSID capability

Proxy ARP

QoS traffic capability

SSID list

Triggered STA statistics

TIM broadcast

Timing measurement

Traffic filtering service

U-APSD coexistence

WNM-notification

WNM-sleep mode

Several BSSIDs can use a single beacon or probe response frame to
announce its capabilities. Its implementation is optional.

An AP can indicate that a station will not receive ARP frames.

A station can announce its own ability to support QoS traffic of a
given priority.

A station can request information from a list of SSIDs instead of send-
ing several separate probe request frames.

According to a predefined threshold, stations can generate a statistics
report.

A station can reduce the time that it is awake by receiving an indica-
tion of buffered traffic independent of the beacon frame. Its imple-

mentaticn is optional.

This service allows a station to have an accurate estimate of its own
offset with respect to another station’s clock.

An AP, upon request by a station, can filter the traffic it sends to the

station, discarding the traffic that does not match the imposed criteria.

APs and stations can agree on the most likely interval to transmit data
avoiding interference.

Stations can notify to each other of a management event. The only
event defined is firmware update notification.

A station can notify the AP of the amount of time that it will be in
sleep mode. Its implementation is optional.

Resource management

Power saving

Resource management

Resource management

Resource management

Power saving

Synchronization

Power saving, resource man-
agement

Interference avoidance,
resource management, power
saving

Resource management

Power saving, resource man-
agement



802.11v — BSS Transition Management

BSS transition management (BTM) enables clients to roam to the optimal AP if the signal strength of the
current AP is low or if a better AP is discovered.

BTM operates as follows:
« The AP or the 802.11v client triggers a BSS transition:

» Unsolicited request—If the AP detects that the RSSI of the
client is lower than the RSSI threshold, it sends a BTM request
to the client.

« Solicited request—If the RSSI of the currently associated AP is
too low or the client discovered a better AP, the client sends a

Client

BTM query to the associated AP. Upon receiving the query, the : BTMquery

AP responds with a BTM request. :

A BTM request contains information about recommended BSSs. BTMrequest
» Upon receiving the BTM request, the client determines whether to "
disconnect from the current AP and roam to a recommended AP. BTMresponse

» If the client determines to perform a roaming, it sends a BTM "' g
response to the AP. If the client fails to leave the current BSS before Disassociation request

: >

the disassociation timer expires, the AP sends a disassociation
request to the client and logs off the client.



BTM Request/Response

w Tagged

Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
v Tag:

parameters (181 bytes)

SSID parameter set: Test

Supported Rates 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Power Capability Min: @, Max :11

Supported Channels

HT Capabilities (8062.11n D1.18)

RSN Information

Mobility Domain

RM Enabled Capabilities (5 octets)

Extended Capabilities (8 octets)

Tag Number: Extended Capabilities (127)
Tag length: 8
v Extended Capabilities: Bx86 (octet 1)

..B = 28/48 BSS Coexistence Management Support: Not supported
..1. = On-demand beacon: Supported
. .1.. = Extended Channel Switching: Supported
... B... = WAVE indication: Not supported
..B .... = PSMP (Capability: Not supported
..8. .... = Reserved: 0x8
B.. .... = 5-PSMP Support: Not supported
B... .... = Event: Not supported

v Extended Capabilities: Bx808 (octet 2)

..8 = Diagnostics: Not supported
..8. = Multicast Diagnostics: Not supported
.. .0.. = Location Tracking: Not supported
. B... = FM5: Not supported
..8 .... = Proxy ARP Service: Not supported
..8. .... = Collocated Interference Reporting: Not supported
.B.. .... = (ivic Location: Not supported
B... .... = Geospatial Location: Not supported

v Extended Capabilities: Bx88 (octet 3)

..B8 = TFS5: Not supported

..B. = WNM-51eep Mode: Not supported
= Broadcast: Not supported

BSS Transition: Supported

QoS Traffic Capability: Not supported

= -
]

AC Station Count: Not supported
Multiple BSSID: Mot supported
. = Timing Measurement: Supported

=
- m .
| 1]

Evtrmdnd Mamakili+dncr: Qw0 far+das AN

v IEEE 8082.11 wir

v Fixed parameters

Category code: WNM (18)
Action code: BSS Transition Management Request (7)

—— -

eless LAN management frame

Dialog token: Bx@7
Preferred Candidate List Included: 1

Disassociation Timer:

[y
I

Abridged: ©

Disassociation Imminent: 1

B5S Termination Included: @
ESS Disassociation Imminent: @
1953

Validity Interval: 280
BSS Transition Candidate List Entries:

341874a82fb81e7df70200000024070000083418¢

e
38
Bese fc
aid

8e
8e
87
21

08
ed
b8
b8

e8e
b3
bd
le

08
18
cB
7d

16
515]
)%

38
34
88

1d
1@
ae

fc
8
Sh

ba
7t
8b

a1
67
af
7
ba
B6
Be

2e
54

Ba EE

82
Bd
4d
d2

33
de

e
7
cb

96
88
a7
2e
B2
7d

28
1d
85
8e
88
7

18
fc
al
24
B
B2

48
87
a7
87
8e
6e

2b
b8
cB
a8
38
a8

2e
bd
34
2e
a7
2e

de ee
88 1d
10 74
00 34
00 08
95 @7

o TIETT - Thema A ATATE - Srcaneme (e T STRE b - Pt Tl STEEAT - Sredeerds SAT 17 - mmeies 157 Sl et ST s T - Peswiime £F - el S8

» TEEE 882.11 wir
v Fixed parameters

====2a

Category code: WNM (18)
Action code: BSS Transition Management Response (8)

Dialog token: @x87
B5SS Transition 5tatus Code:
BSS Termination Delay: @

8

eless LAN management frame

B N i T L

BSS Transition Target BSS: (Ciscolnc b8:le:7d (74:a8:2f:b8:1le:7d)



802.11r — Fast BSS Transition

IEEE 802.11r introduces a new concept of roaming where the initial handshake with the new AP is done even before the client roams to the
target AP, which is called Fast Transition (FT). The initial handshake allows the client and APs to do the Pairwise Transient Key (PTK)
calculation in advance. These PTK keys are applied to the client and AP after the client does the reassociation request or response exchange
with new target AP.

For a client to move from its current AP to a target AP using the FT protocols, the message exchanges are performed using one of the
following two methods:

* Over-the-Air—The client communicates directly with the target AP using IEEE 802.11 authentication with the FT authentication algorithm.
* Over-the-DS—The client communicates with the target AP through the current AP. The communication between the client and the target
AP is carried in FT action frames between the client and the current AP and is then sent through the controller.

STA Current Target
Current Target
STA 9 AP AP
AP AP
/1 Successful (secure) session & Data transmission
Successful (secure) session & Data transmission
STA Helermines it must transition to the Targe! AP ST determines & must transition 10 the Target AP
802.11 Authentication Request (FT. RSNIE[PMKROName]. MDIE, FT Request (STA. TargetAP RSN'E(‘"'"‘RON"'“'"'"‘D‘_E. FTIE[SNonce. ROKH-1D))

. ~— FTERSNanos. AN HOL | - FT Response (STA. TargetAP, RSNIE[PMKROName)], MOIE
R1KH L g
Modus... 1 802.11 Authentication Response (FT, RSNIE[PMKROName], MDIE FTIEJANOnce, SNonce, R1KH-Il} -0))
At target /“l < FTIE[ANonce, SNonce, R1KH-1D, ROKH-1D]) - e ::0.0‘ .............
AP

2= 1 Time between FT Request and Reassociation Request must not exceed

Time between Authentication Request and Reassociation Request must not Reassocation Deadine Time
exceed Reassociation Deadline Time "
Reassodaton Reques! (RSNIE[PMKR 1Name] MDIE
Reassocation Reques! (RSNIE(PMKR’INW] MDIE, . n ’

- FTIE[MIC. ANonce, Snonce, R1KH-ID, ROKH-ID], RIC-Request) FTIE[MIC, ANonce, SNonce, R1IGH-ID, ROKH-IDL RIC-Request) o,
Modus | Reassodation Response (RSNIE[PMRR ”&""’l MOTE Reassociation Response(RSNIE[PMKR 1Name]. MDIE
At targat <) FTIEMIC, ANonce, SNonce, R1KH-1D, ROKH-ID. GTK[N]], RIC-Response) FTIE[MIC. ANonce, SNonce, R1KH-ID, ROKH-ID, GTKIN]L. RIC-Response)
AP A28

% 1X Controlled Port Unblocked, Successiul (Secure) Session & Data Tmn:m&sla %2 1X Controlled Port Unblocked. Successiul (Secure) Session & Data Traﬁsrm%
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https://wifihelp.arista.com/post/automatic-and-dynamic-channel-selection
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