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/var/www/html

<!DOCTYPE	html	!>
<?php
$valid	=	true;
if	($_SERVER['REQUEST_METHOD']	==	'POST')	{
			/*	custom	error	reporting,	see	get_explanation	*/
			if	(!array_key_exists('username',	$_POST))	{
						header("HTTP/1.1	400	Bad	Request");
						header("X-err-no:	9400");
						header("X-err-msg:	missing	username");
						$valid	=	false;
			}
}
?>
<html>
<head>
			<meta	http-equiv="Content-Type"	content="text/html;	charset=utf-8"	/>
<?php	if($valid)	{	?>
			<title>Login</title>
<?php	}	else	{	?>
			<title>Bad	Request</title>
<?php	}	?>
</head>
<body>
			<?php	if	($_SERVER['REQUEST_METHOD']	==	'POST')	{	?>
						<?php	if(!$valid)	{	?>
									<h1>Bad	Request</h1>
						<?php	return;	}	?>

						<?=	$_POST['username']	?>	access	granted.
			<?php	}	else	{	?>
						<form	method="post"	action="">
									Login:<input	type="text"	name="username"	value=""	/><br	/>
									<input	type="submit"	name="login"	value="Login"	/>
						</form>
			<?php	}	?>
</body>
</html>

http://basic-portal/start
login.php

<Location	/start>
			Redirect	/start	/login.php
</Location>

sudo	apachectl	configtest	&&	sudo	apachectl	restart



curl	-sqv	http://basic-portal/start

portal-bot.pl
portal-bot.bash-example

portal-bot.pl

i ./portal-bot.bash

i ./portal-bot.bash	--logout

portal-bot.bash portal-bot.pl

PBOT_NOFORK
$*

--verbose --debug



portal-bot.bash \

PBOT_NOFORK=1	./portal-bot.pl	\
			--dev										sta100																							\
			--bot										bp.pm																								\
			--ip4										10.26.2.30																			\
			--dns										192.168.100.1																\
			--mgt										/dev/null																				\
			--delays							0,1,3																								\
			--user									"bob"																								\
			--pass									"secret"																					\
			--ap_url							"http://basic-portal/"							\
			--start_url				"http://basic-portal/start"		\
			--login_form			"login.php"																		\
			--login_action	"login.php"																		\
			--logout_url			"logout.php"																	\
			--verbose	--debug	$*

PBOT_NOFORK=1	./portal-bot.pl	\
			-i				sta100																							\
			-b				bp.pm																								\
			--ip4	10.26.2.30																			\
			--dns	192.168.100.1																\
			--mgt	/dev/null																				\
			--delays	0,1,3																					\
			-u				"bob"																								\
			-p				"secret"																					\
			-a				"http://basic-portal/"							\
			-s				"http://basic-portal/start"		\
			-n				"login.php"																		\
			-o				"login.php"																		\
			-t				"logout.php"																	\

			-v	-d	$*

$*
$*

PBOT_NOFORK=1	./portal-bot.pl	-i	sta100		-b	bp.pm	--ip4	10.26.2.30	\
								--dns	192.168.100.1	--mgt	/dev/null	-u	"bob"	-p	"secret"	\
								-a	"http://basic-portal/"		-s	"http://basic-portal/start"
								-n	"login.php"	-o	"login.php"	-t	"logout.php"	-v	-d

portal-bot.pl

-d dbg()
--print



portal-bot.pl

portal-bot.pl

''



$::delays[0]
$::delays[1]
$::delays[2]
$::delays[3+]

--delays	1,0,2

--delays	1,random,2

--delays	2

--delays	3-20,4-25

./portal-bot.bash

i

i chmod	+x	portal-bot.bash

	$	cd	/home/lanforge
	$	chmod	+x	portal-bot.bash
	$	./portal-bot.bash



/home/lanforge/wifi
wifi/portal-bot.sta100.log

i tail	-F	wifi/portal-bot.sta100.log

curl

curl grep

	$	cd	/home/lanforge/wifi
	$	grep	Submitting	portal-bot-sta100.log
Submitting:	/home/lanforge/local/bin/curl	-sLki	-c	/tmp/sta100_cookie.txt	-b	/tmp/sta100_cookie.txt	-4	--interface	sta100	--localaddr	10.44.4.222		--dns-servers	192.168.100.1		--dns-interface	sta100		--dns-ipv4-addr	10.44.4.222		-X	GET		'http://basic-portal/start'
Submitting:	/home/lanforge/local/bin/curl	-sLki	-c	/tmp/sta100_cookie.txt	-b	/tmp/sta100_cookie.txt	-4	--interface	sta100	--localaddr	10.44.4.222		--dns-servers	192.168.100.1		--dns-interface	sta100		--dns-ipv4-addr	10.44.4.222		-X	POST	-d	'username=bob'	'http://basic-portal/login.php'

curl source	/home/lanforge/lanforge.profile

-qv Ctl-C

	$	cd	/home/lanforge
		$	source	lanforge.profile
		#	add	a	-qv	to	see	header	details
		$	/home/lanforge/local/bin/curl	-qv	-sLki	-c	/tmp/sta100_cookie.txt	-b	/tmp/sta100_cookie.txt	-4	--interface	sta100	--localaddr	10.41.4.223		--dns-interface	sta100		--dns-ipv4-addr	10.41.4.223		http://basic-portal/start
*	STATE:	INIT	=>	CONNECT	handle	0xa80158;	line	1397	(connection	#-5000)
*	Added	connection	0.	The	cache	now	contains	1	members
*			Trying	10.51.0.254...
*	TCP_NODELAY	set
*	bind-local,	addr:	10.41.4.223		dev:	sta100
*	SO_BINDTODEVICE	sta100	failed	with	errno	1:	Operation	not	permitted;	will	do	regular	bind
*	Name	'sta100'	family	2	resolved	to	'10.41.4.223'	family	2
*	Local	port:	0
*	STATE:	CONNECT	=>	WAITCONNECT	handle	0xa80158;	line	1450	(connection	#0)
^C

curl

lanforge.profile
curl \

	$	/home/lanforge/local/bin/curl	-qv	\
				-sLki																											\



				-c	/tmp/sta100_cookie.txt							\
				-b	/tmp/sta100_cookie.txt							\
				-4																														\
				--interface	sta100														\
				--localaddr	10.41.4.223									\
				--dns-interface	sta100										\
				--dns-ipv4-addr	10.41.4.223					\
				http://basic-portal/start

Switch Example	Value Purpose

sta100_cookie.txt

sta100_cookie.txt

sta100

10.41.4.223

sta100

10.41.4.223

sta100

GET

Use	HTTP	POST	method

'username=bob'

portal-bot.bash

portal-bot.pl
fork()

i



PHP_SESSID

bot::
i our	$thing;

botlib::request()
@response

my	$post_data	=	"username=".uri_escape($user_name);
my	@response		=	();
request({'curl_args'=>	$::curl_args,
		'url'							=>	$post_url,
		'method'				=>	'POST',
		'delay'					=>	'0,3',						#	see	--delays	option
		'post_data'	=>	$post_data,
		'print'					=>	1},									#	turns	on	debugging
		\@response);

$::delay[1] --delays

$result

botlib::newEvent()

my	$page_time	=	botlib::time_milli()	-	$::start_at;
newEvent("portal_login:	$result",	$page_time,	$::dev);

get_explanation() botlib::dbgdie()
bp.pm

sub	get_explanation	{



			for	$line	(@$ra_result)	{
						($err_code)	=	$line	=~	/^X-err-no:	(.*)$/
									if	($line	=~	/^X-err-no:	/);
						($err_msg	)	=	$line	=~	/^X-err-msg:	(.*)$/
									if	($line	=~	/^X-err-msg:	/);
			}
			return	"$err_code,	$err_msg";
}

username
basic-portal/login.php

header("X-err-no:	9400");
header("X-err-msg:	missing	username");

botlib::request()

botlib::randomDelay()

randomDelay(3,	16)

@::delays
@::delays

portal-bot.pl

portal-bot.bash
portal-bot.pl	--print





portal-bot.bash --print

./portal-bot.bash	--print
portal-bot.pl	--bot	bp.pm	--user	bob	--pass	bob1	--ap_url	http://basic-portal/
	--start_url		http://basic-portal/start	--login_form	login.php	--login_action	login.php
	--logout_form	logout.php



sta300

/home/lanforge/wifi

tail	-f	portal-bot.sta300.log



ping	basic-portal

ping	-I	10.27.0.16	basic-portal

curl	-sqv	http://basic-portal/login.php



route	-n

route	add	-net	10.27.0.0/23	gw	10.26.1.1






