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ROAMING PROCESS

e

Roam
Initiation

Measure RSSI, Packet
Loss, Reties etc..

Off Channel Scanning
Create Neighbor AP lists

Opportunistic Key
Caching

-
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Roam
Decision

e Check if RSSI, Loss,

Retry Thresholds are hit.

* Monitor AP assisted
handoff commands.

* Look for loss of
connectivity/service
disruption of any kind

(

Roam
Execution

Disconnect with old AP.

Initiate 802.1 |
connection with new AP.

802.1x Authentication
Handshakes

Session Key generation.

Routing traffic through
new AP,



ROAMING TEST METHODS

Woalk Tests Forced Roaming

=

Pros

v’ Highly realistic. v Not Scalable

v Can test Interoperability ¥ Not Repeatable
with most popular v" Not Automatable

stations. v Extreme.Iy time
v Can test all three steps consuming

of roaming (initiation, ¥ Extremely hard to

decision and execution) debug issues

v a
LT

Pros Cons

v Reapable v Not Scalable

v Automatable. v' Expensive setup
v’ Can test all three steps v Not easy to

of roaming (initiation, measure roaming
decision and delays and debug
execution) issues.

v Not easy to
isolate AP issues
from station
issues.
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Candeia

TECHNOLOGIES

v

A\

Pros Cons

v" Can scale to 1000s of v Can only test Roam
roams for many hours execution.
and the only way to find v Cannot test
issues related to scale. improvements in
v" Can run tests very fast. execution because of
v" Fully Automatable, steps taking during
Controllable and roam initiation.
Repeatable v" Not very real-world
v" Cost per roam the
lowest



TEST SETUP Candeia

TECHNOLOGIES

Atten # 1 Channel A
Chanpel A
AP1 i l ‘
_|_:::::§ |
AR2 Switch/ aAp2 Shaniel B — SR
: ; Controller Switch/

Atten # 2 Chaa Ethernet Traffic WiFi Stations Controller

RF Enclosure
- _-

ROAM USING FORCED ROAM
ATTENUATION METHOD

© 2019 Candela Technologies — All Rights Reserved



ROAM EXECUTION METHODS Candeia

TECHNOLOGIES

D @] Statlon Origi Targe Auth Server

Stat|on Origi Targe Auth Server Station Origi Targe Auth Server [ Roam Decision Made
[ Roam Decision Made ] [ Roam Decision Made ]
B802.1 | Disassociation
80211 Disassociatic:r 802.11 Disassociation 80911 A - q o
» . ssociation/ Reassociation
802.1 | Association|/ Reassociation 802.11 Association/ Reassociation 802,1x Authentication
4 Handshak
Preshared Key — 4 way Handshake way pncsnase

Open Authentication WPA-PSK WPA-Enterprise (no Key Caching)

— — T — —— —

Statmn Origh Targe Statmn Orig Targe Auth Server Statmn Origi Targe Auth Server
[ Roam Decision Made | Roam Decision Made | [ Roam Decision Made |
802.1 | Disassociation 802.I | Disassociatio Al 802.1 | Disassociatio FT Action frame
5 rame sent Over forwarded between
Inter AP Key Sync — the Air — APs over the DS
802.11 Auth Request (with FT IEs) . FT Action Request (with RSN IEs) .
802.11 Association/ Reassociation ) )
. 802.11 Auth Response (with FT |Es) FT Action Response (with RSN |Es)
4 way Handshake 802.11 Reassoc Request (with RSN IEs) 802.1 | Reassoc Request (with RSN IEs) Ef;‘;;‘;‘::ifgver

802. I Reassoc Response (with RSN IEs) 802.11 Reassoc Response (with RSN IEs)| AT

WPA-Ent (with Key Caching) Fast Roaming (over-the-Air) Fast Roaming (over-the-DS)
A — Y — ——— W ——
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Pande
Testbed Setup Candeia

TECHNOLOGIES

DEVICE

TESTER
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FORCED ROAMTEST SETUP PICTURE Candeiq

TECHNOLOGIES

LANforge system does:
Station Emulation
Forced Roams
Traffic Generation
Radius Server
Roaming Measurements




FORCED ROAMTEST SETUP Candeia

WLAN Controller

API AP2 AP3 AP4
Channel 100 Channel 100 Channel 100 Channel 100
oVl < < o < o~ <
o =) = a =) o =
2 z a % 2 e 2
m ! (o) m 3 m M m -
o8 3 937 93EF I 93 g7
m > 1 m m > ! > m > 1 m m > A m
Z 1 — > 4 ! = Z 1 — > Z 1 — >
3 4 = 3 /A = 3 4 = ¥ 4 =
~ L = ~ u = ~ & = ~ L =
> ) = =
// /'/- ’;--..\ "'\\
lq < — -~
[ ] o [ ] [ J

LANfo ree Traffic
Gen

Roaming Stations RADIUS
Server
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LANforge GUI View

TECHNOLOGIES

Apl-ope Ap2-ope Ap3-ope ApA-ope
N >4 Apl-psk
Apl-ent \ ) .4 v
TR RS e Ap2-psk
ApZ2-ent . " "ot O L
= LR I T T T el J',.D,- tp——— . ]
L L] (] ' ] i ) ) :.,_ qﬁbp‘}qa ) _r. N I . : : X
open-STAL4) y : :E' X b ol - S oo e B
v 4 é — ~4odk -l o - upstrearm-dhcp
slowe-dl-vid’ T T A B L,
| pskeSTAr4)- T 1, ™5 I Ap3-psls
~ - F= - - r o . , , .
Ap3-aent _ —35:ﬂhke'm—:5T::4J e o e R e T R PRI R
slowe-dl-udp ~ : - T
h _“' slow-dl-Lidp ' ADQ—-DS"(
Ap-ﬂ-—er'"lt . slowe-dl-udp ﬂ,_ o
Apl-11r Ap2-11r Ap3-11r Apd-11r

-
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Roam Percentage per Duration
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Amount

Amount

20,000
17,500
15,000
12,500
10,000
7,500 1
5,000 |
2,500 1

Total Roams

Total
Types

B Foam Succeeded W Total Roam Failed m Other-Fail m Scan-Fail » Auth Failed  Auth Timeout

Total Roams per AP

1,250/
1,000
750
500

250

Types

B Roam Succeeded W Total Roam Failed
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Average Roaming Delay (msecs) — 20,000 Roams E—%ﬂ

19.4 msecs

7.0 msecs

11r-Fast Roaming 802.1x- PKC WPA2-PSK OPEN
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Station Roam Times !é!ﬁnlll!lllla

TECHNOLOGIES
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Station 4-Way Auth Times
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RX Packet Loss Per Roam
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