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LANforge WebGUI Installation

Goal: Install LANforge WebGUI (also known as WebUI) on your LANforge box.

WebGUI/WebUl requires LANforge 5.4.7 and above, as well as Fedora-34 and above.

Background

Our LANforge WebGUI solution is used to support real client testing for access points. WebGUI combines with
InterOp which gives the benefits of testing with real clients with customizable testing and reporting.

We have support for various kinds of real clients:

- Android clients.

- iOS clients.

- Windows Machines.
- Linux Machines.

- MacOS Machines.
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Configuration

After your testbed is configured, pick a non-existing and unique realm number, and cluster your InterOp
devices by following the cookbooks below according to your device:

e Android: InterOp Setup for Android

e Linux: Installing LANforge Server on Ubuntu or Linux Machine

o Windows: Installing LANforge Server on a Windows Machine

o MacOS: Installing LANforge Server on a MacOS Machine

Once all the devices are clustered, they should show in the Status and Resource Mgr tab.



https://www.candelatech.com/cookbook.php?vol=wifire&book=Interop+Setup+LANforge+InterOp+for+Android
https://www.candelatech.com/cookbook.php?vol=wifire&book=Installing+LANforge+Server+on+Linux+and+Ubuntu+Machine
https://www.candelatech.com/cookbook.php?vol=wifire&book=Interop+Installing+LANforge+Server+on+Windows+Machine
https://www.candelatech.com/cookbook.php?vol=wifire&book=Interop+Installing+LANforge+Server+on+MacOS+Machine
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LANforge Upgrade

1. . The WebGUI uses the webGUI_update_dependencies.py in the lanforge-scripts/py-scripts/ directory
to install packages required for the GUI. To upgrade the scripts directory, run the command line below
in the lanforge terminal.

sudo ./1lf kinstall.pl --do lanforge

2. . Upgrade the LANforge and interOp devices from the Resource Manager tab by selecting the
LANforge and clustered devices. NOTE: LANforge WebGUI works after LANforge 5.4.7, Kernel version
6.2.16+.
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Upgrade runtime logs can be found in the file 1. /root/var/log/If_upgrade_stderr.txt and 2.
/root/var/log/If_upgrade_stdout.ixt.

3. Once the upgrade is finished, the LANforge should auto-reboot.

The WebGUI needs special licensing. Check to verify correct licenses.



1. Navigate fo the Confrol bufton highlighted in top left corner of LANforge Manager GUI and select
Install License . The left-hand column shows the current installed license. There should be a WEBGUI row
there.

l WEBGUI JJ

2. If not installed and the license is handy, paste your new license in the right-hand side, click the OK
button below, and reboot the machine by opening the terminal and typing: sudo reboot

Installing WebGUI Dependencies

1. Afterreboot, open a terminal and run:

cd /home/lanforge

su: [ENTER]

Password: [type in password and hit ENTER]
./1f_kinstall.pl --update pip --do webui --1lfver 5.5.2
(instead of 5.5.2, replace with your correct LANforge version)

This command will update the python dependencies used in WebGUI by running the python script in
/home/lanforge/scripts/py-scripts/webGUI_update_dependencies.py.

O MATE Terminal ORORE

[lanforge@ct521b-122F ~]% su

Password:

[root@ct521b-122Ff lanforgel]# sudo ./1f_kinstall_dev.pl --update_pip --do_webui
radio phy2 pci 0900:86:08.0

radio wiphy® pci 0Q0Q00:06:00.0

radio wiphyl pci 0000:04:00.8

CMA recommendataion: 128

1

su -1 lanforge -c " shome/lanforges/scripts/py-scripts/update_dependencies.py "

WARNING: Skipping jwt as it is not installed.

This upgrade takes approx 5-10 minutes to complete. Once completed, messages indicating completion of
install should appear in the terminal.

2. Lastly, run (with your correct LANforge version, same as the one used above): sudo
./1f_kinstall.pl --do_webui --1fver 5.5.2.
This command fulfills dependences related to Django and Migrations.



rackage celery 1nstall SULLESS Keturnea value: o ]
Package pytest-json-report install SUCCESS Returned Value: @
Package pytest-metadata install SUCCESS Returned Value: @
Package python-dateutil install SUCCESS Returned Value: @
Package reguests install SUCCESS Returned Value: @

Package pillow install SUCCESS Returned Value: @

Package tabulate install SUCCESS Returned Value: &

Package selenium install SUCCESS Returned Value: ©

Install Complete

Packages Installed Success: ['pandas', 'plotly’, 'numpy', 'cryptography', 'param)
iko', 'websocket-client', 'xlsxwriter', 'pyshark', 'influxdb', 'influxdb-client®
, 'matplotlib®, 'pdfkit', ‘'pip-search', 'pyserial', 'pexpect-serial', 'scp', 'sc
ipy', 'simple-geometry', ‘kaleidec', 'psutil', 'aiohttp', 'bs4', 'django', 'djang}
o-celery-beat’, 'django-enum-choices', 'django-timezone-fTield®', 'flower', "jsonf
ield', 'matplotlib', ‘'psycopg2-binmary', 'wheel', 'pytest', 'pytest-html', "pytes
t-json', 'django-celery-results’', 'celery', 'pytest-json-report’', 'pytest-metada
ta', 'python-dateutil’, 'requests', 'pillow', 'tabulate', 'selenium']

[root@ctE21b-122T lanforge]# sudo ./1f_kinstall dev.pl --do_webui
radio phy2 pci GO80:86:08.8

radio wiphy@® pci @0@2:06:00.8

radio wiphyl pci @0Q02:04:00.0

3. After the terminal looks like the above, type in sudo reboot to reboot system.

Hosting WebGUI

1. Afterreboot, the LANforge should become reachable again. Open the LANforgeGUI via VNC or RDP.
a. Click here to learn how to connect to LANforge via VNC Viewer

2. Open any browser (on a laptop on same network as LANforge) and type in

[Your LANforge IP]:5454. eg: '192.168.200.217:5454'
NOTE: You cannot use ‘localhost’ for the URL, it must be the management IP.
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3. Click on Admin button in the top-right corner and login with user: lanforge and password: lanforge.


https://www.candelatech.com/cookbook/misc/Connect_to_LANforge_Using_VNC_Viewer

WebGUI Admin Panel @

Username:

lanforge

Password:

E

4. Add a tester if wanted. Under the RESOURCES tab, click + Add to add a tester. Pick their credentias.

Site administration

AUTHENTICATION AND AUTHORIZATION 5
Recent actions
Groups
Users L ge My actions
+
er
CELERY RESULTS

Group results

Task results

PERIODIC TASKS
Clocked
Crontabs
Intervals
Periodic tasks

Solar events

RESOURCES
Tester

Accesspoint

192.168.200.217:5454/admin/resources/tester/add/

5. Input Email, Password, and Name for tester.



WebGUI Admin Panel

Home > Resources > Tester » Add tester

Add tester
AUTHENTICATION AND

AUTHORIZATION

Groups + Add @candelatech.com

Users + Add
Password: lanforge

Group results @ Status

Task results
Chart:

PERIODIC TASKS

Clocked + Add
Crontabs + Add
Intervals + Add
Periodic tasks + Add

Solar events + add

Save and add another Save and continue editing
RESOURCES

6. To choose which panels should show up in the WebGUI, click on CHAMBER TESTS (right hand side) and
App selections . This is where to choose if the Interop , DFS or Chamber View Tests panel show up in the
WebGUI.

WebGUI Admin Panel WELCOME, ADMIN. VIEW SITE / CHANGE PASSWORD / LOG OUT (D)

Home > Chamber_Tests > App selections » AppSelection object (1)
Change app selectiol
AUTHENTICATION AND .

HisroRy
L] AppSelection object (1)

Tests:

CELERY RESULTS

SAVE  Saveand continue editing

CHAMBER TESTS

RESOURCES

Tester

7. Now, the WebGUI login page will only display the panels which the tester has selected, and the tester
can now start using the webGUI with their credentials.
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8. Once logged in, input the management IP address of the testbed to be accessed and click Connect

€ > C  ANotsecure 192.168.200.217:5454 Q¥ O/ @ & 00
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192.168.242.2 Active User : [l >

9. Welcome to WebGUI!
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