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Layer 3 Testing on Windows

Goal: Test layer-3 connection throughput between two Windows hosts.

This scenario involves installation on one physical

Windows 7 workstation with three network ports and a ' soe|
Windows XP virtual host with four network ports running
within VirtualBox. We will create a pair of layer three [

connections and see test results.

System
System Under Test Under Test LANforge GUI
2 T
Virtual Host ! v
System
Under Test

1. Configure Virtual Guest Windows machine

A. Note: LANforge installations on Windows are not able to change the IP of ports. Please do this before running
LANforge.
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B. Set up four network ports on the virtual guest. This example shows three ports connected to the host
machine over bridge interfaces.

‘Oracle VM VirtualBox Manager

Ble Machine Help

oy n
QLM’F I{:r} g : {3 Details [E] Snapshets (1)

Mew Settings Start Discard

E‘ General E, Preview
MName: IEG - WinXP

Operating System: Windows XP

E] System

Base Memory. 512 MB

Processors: 2

Boot Order: Floppy. CD/DVD,

Hard Disk
Acceleration:  VT-=/AMD¥, Nested
Paging, PAE/NX

Display

Video Memory: 64 MB
Remote Desktop Server Port: 8002
video Capture: Disabled

[Z] storage

B: Audio

@ Network

W. IEB - WinXP (clean)

f (M Powered Off

Adapter 1. PCnet-FAST Il (NAT)

Adapter 2; PCnet-FAST Il (Bridged Adapter, bro)
Adapter 3: PCnet-FAST Il (Bridged Adapter, brl)
Adapter 4; PCnet-FAST Il (Bridged Adapter, br2)

(¥ usB
] Shared folders

None

(& Description

C. Set the IPs for the various ports using the Windows Network Settings control panel.

A. Local Area Connection: DHCP This is the default VirtualBox NAT port. We'll leave this one as a backup port for safety
sake.

B. Local Area Connection 2: 192.168.1.201, we will use this for normal LAN and LANforge communications
C. Local Area Connection 3: 10.26.39.1, for LANforge use.

D. Local Area Connection 4: 10.26.39.10, for LANforge use.

For more information see Windows IP Address

D. Review the IPs for the various ports using netsh.

5D
B

C:“Documents and Settings“IEUser>*netsh interface ip show address

Conf iguration for interface "Local Area Connection 3"
DHCF enahbled: Mo
IP Address: 18_26_37.18
SubnetMask: 255.255.2585.8
InterfaceMetric: 5]

Conf iguration for interface "Local Area Connection 2"
P enabled: Yes
InterfaceMetric: a

Conf iguration for interface "Local Area Connection 4"
DHCF enahbled: Mo
IP Address: 1826 39 .11
SubnetMask: 255.255.2585.8
InterfaceMetric: 5]

Conf iguration for interface “Local Area Connection”
P enabled: Yes
InterfaceMetric: a

C:~\Documents and Settings“IEUser>



http://www.candelatech.com/cookbook.php?vol=misc&book=Windows+IP+Addresses

E. Set up network ports on the Windows workstation. The configuration includes one physical port on the
motherboard and a four-port Intel PCle card.

A. Local Area Connection: 192.168.100.39, we will use this for normal LAN and LANforge communications

B. Local Area Connection 2: 10.26.39.2, for LANforge use.

0

. Local Area Connection 3: 10.26.39. 3, for LANforge use.
D. Local Area Connection 4: 10.26.39.4, for LANforge use.
F. Make sure your LANforge client GUI can ping the IP of the virtual guest management port.
G. Make sure your LANforge Manager can ping the IPs of the virtual guest management ports.

H. If necessary, configure the Windows firewall to allow ICMP packets. Or disable the Windows firewalll.

File Action View Help

ol el
B} Inbound Rules Name Group e Profile  Enablec * || Inbound Rules -
&5 Outbound Rules
¥ Connection Security Rules @ 12va(TM) Platform SE binary Public  Yes [ |d3 NewRule..
& Monitoring Java(TMJ Platform SE binary Public Yes T Filter by Profile e
@ TightvNC Al Vas T Filter by State »
.Bran:h(a:he Content Retrieval (HTTP-In)  BranchCache - Content Retr...  All No ' Filter by Group b B
.BranchCacheHosted Cache Server (HTT... BranchCache - Hosted Cach...  All No View »
.Bran:h(a:he Peer Discovery (W5D-In) BranchCache - Peer Discove.. All No G Refresh
.Cﬂnnect to a Metwork Projector (TCP-In]  Connect to a Network Proje...  Private.. No == .
.ConnecttoaNetwork Projector (TCP-In)  Connectto a Network Proje.. Domain  No - || = ExportList.
4 1 | HIEN n | 3 ﬁ Help =

2. Install LANforge Server on the Windows workstation

Welcome to LANforge-Server 5.2 11
Installer Setup

Setup will guide you through the installation of
LANforge-Server 5.2, 11 Installer.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue.,

A. Make sure you install WInPCAP if it is not already installed.



B. At the end of the LANforge Server install, launch the LANforge Configuration Ufility

LANforge-Server 5.2.11 was installed. You should run the LANforge configuration
tool and tell it to write out new config files before starting LANforge, Do you
want to run the LAMNforge configuration too'*)w?

A. Set the Realm to 1
B. Set the Resource fo 1
C. Sef the Mode to Both

D. Set the Management port to the local LAN addressed port.

Basic \ngmg | Networkl Clustering I Advanced ocejicn

Setup Mode Both () Resource () Manager | Let's configure LANforge Server!

Resource ID Your LANforge system should be configured for a specific
) Realm, with a Management Port, and as a Manager, a
@ Management Device Hp7e Resource or Both.

Realm d .16 Ine LANforge system will have the

4 1fa7ef322}
{intel(r) prof1000 pt quad part Ip server adapter) P (the stand-alone realm)

Name: local area connection 1 (the only LANforge in the realm)
P 10.26.39.2 Ih (Both a Manager and a Resource)
MAC: 00:15:17:d1:91:42
GUID: {417c49d9-56ad-4451-3dd9-1ff513164bdc}
(intel{r) prof1000 pt quad port Ip server adapter #2)

forge systems. pick a single realm

-254 for all LANforge svstems to be
Mame: local area connection 2

IpP: 10.26.39.3
MAC: 00:15:17:d1:91:41 -
GUID: {cab7foc2 a728-468b-8d2d-392e059¢1feb} jraeci= ako aiResauico and il havo the
(intel{r) prof1000 pt quad port Ip server adapter #3)
MName: Local Area Connection 4 L (a clustered realm)
IP: 10.26.39.4
MAC: 00:15:17:d1:91:40 la
GUID: {c459e0d1-7347-436f-b7fc-fb2dd0053cf}
e — 102 pro /1000 pt quad port Ip server adapter #4)




C. Apply the configuration and LANforge Server will start in Manager mode.

| s hl
| £/ LANforge Installation and Configuration =1
4
Basic | Logging | MNetwork I Clustering Advancedl "
Setup Mode |.§j Both () Resource () Manager|
Resource ID i -
Management Device 1-4451-9dds-1ff513164bdc} |

=y
4

Realm

[¥] Restart on Apply ’ Apply ] l Exit LANforge Config l

Validating LaiNforge configuration...
...Validated.
Validating network configuration...

...validated.

Saving LANforge configuration

.. .2aved.

Stopping LAiNforge server...

...s3topped...

Lpplying LANforge configquration...
...applied.

Checking for management interface...

. . .management network interface has detected link.
Restarting LANforge =server...
...restarted

* LANforge server configured.

* LANforge server successfully restarted.

R

| Return to LANforge Config | | Exit LANforge Config |

D. Click the Exit LANforge Config button. Leave the LANforge Server running (you may minimize the DOS
windows.)



E. Desktop icons allow you to start and configure LANforge Server later.

3.

Welcome to LANforge-GUI 5.2 11

Setup

Setup will guide you through the installation of LANforge-GUI
5.2.11,

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your

computer.

Click Mext to continue.

A. Don't forget to install the licences.

Control | Reporting Tear-Off Info Plugins
Connect | Stop All | | Restart Manager | HELP
Disconnect
Client Admin or Login_ E"€M€ | Testmgr | TestGroup | Resource Mgr | Eventlog | Alerts ' PortMgr | Messages |
S || L3Endps | VoIPRTP | VoPIRTPEndps | Armageddon | Wanlinks | Attenuators | Collision-Domains |
Preferences nfo Current Users Test Configuration Database
i * Admin from:127.0.0.1
Install ‘-’Cﬁse List: |DFLT |v| ‘ Load |
Shutdown Machine days.
Exit Name: | | ‘ Delete |
Load Behavior: |Ch005e One |
Support expires in: 359 days.
| Download DB |
[«] Ii [ T»]
4] i IT»
Virtual Shelf 1
Resource 1 Resource 2
0 (] 1 [
o [ [
0 (] [
0 (] [
| Netsmith | Netsmith |

Logged in to: localhost:4002 as: Admin

4. Install LANforge Server on the virtual guest
A. Make sure you install WInPCAP if it is not already installed.




B. At the end of the system install, launch the LANforge Configuration Utility
C. Sef the Mode to Resource

D. Set the Management port to the local LAN addressed port.

LANforge Installation and Configuration

=13

— z =2 = = Close Hell
Easic | Logging || Metwork | Clustering | Advanced | ' L ]

|2

@ Setup Mode ‘O Both (3) Resource () Manager"% Let's configure LANforge Server!

@ Resource ID

(5]
I

Tour LANforge system should be configured for a specific
Realtn, with a Managernent Port, and as a Manager, a

@ Management Device {6e43ac27-203f-45a0-9c0e-79C3527 90427 v Resource of Both,
MName: local area connection -~
@ Realm (4 10.0.2.15 0 A typical stand-alone LAMNforge system will have the
MAL: 05:00:27:55:F3:64 following walues:
GUID: {o53d2db0-Go59-4cfb-bS26-bee a8
{amd penet Family pri ethernet adapter - packet sc ® Fealtn 255 (the stand-alone realim)

@ Resource 1 (the only LANforge in the realm)
@ Mode Both (Both a Ianager and a Resource) N

FUI::): o For clustered LANforge systems, pick a single realm number
tamd pcnek Fa
S ARV between 1-254 for all LANforge systemns to be clustered
Name: local area connection 3 tooether
1P: 10,26.39.10 B ’
Rl 080020 dbiz ey Typically, the Manager is also a Resource and will have the
GUID: {64533db0-7355-4460-9449-4 14 Follawi ettings:
(amd penet Family poi ethernet adapter #3 - packe || 0lowing s s
Name: lacal area connection 4 @ Realn 101 (a clustered realm) 3
IP: 10.26.39.11 = A Tait o 1
MALC: 08:00:27:F7:43:ca Apoly ] [ Exit LANForge Corfig ]
GUID: {62297109-0a7c-4753-a525-bf 1E

_ {amd penet Family pci ethernet adapter #4 - packe +

E. Setthe Realmto 1

F. Set the Resource to 2

LANforge Installation and Configuration

— = ; = Close Hel
Basic | Logging || Network | Clustering | Advanced | 'l z

| >

@ Setup Mode 'O Both (3) Resource () Manager‘; Let's configure LANforge Server!

@ Resource ID Your LAMNforge systern should be configured for a specific
Realm, with a Managernent Port, and as a Manager, a
@ Management Device |{6e43ac27-203-45 ac- SoDe-790362790d27} v| Resource or Both.

@ Realm 1 “ A typical stand-alone LANforge system will have the
followring values:

@ Fealm 255 (the stand-alone realm)
& Resource 1 (the only LANforge in the realm)
& Wode Both (Both a Wanager and a Resource) 0

For clustered LANforge systems, pick a single realmn mumnber
between 1-254 for all LANforge systerns to be clustered
together.

Typically, the Manager is also a Resource and will have the
following settings:

& Realn 101 (a clustered realmm)

Reset to Defaults [] Restart on Apply [ apply H Exit LaMForge Config ]




G. Apply the configuration and LANforge Server will start in resource mode.

Nforge Data Generator

e25f16b4 Fix build on Raspbian {raspherry PI ARM appliance’
5932318a Re-enable libsndfile on Android.
A8A27256 Fix build on android cross—compiler (ARM>.

Borrow the checksum logic from dev_hard start_xmit.
: Use saved ’'len’ instead of asking skb each time.
?lec3B4a wanlink: Remove un—used variable.

iptables:

25aeaal iptables~sandroid: Fix cross—compile to android NDK.

51348f7b extensions: libxt_connlabel: use libnetfilter_conntrack

a%63e217 extenzions: libipt_ULOG: man page zhould mention NFLOG as replacement

iproute?:

dd?f3hBd android: More cross—compile breakage.

6f1b283d Fix build breakage on normal systems.

Heh6f8e8 iproute2/android: Allow cross—compiling with Android MDK.

Cerver[CLI] listening on: B.8.8.6:40881

ServerIGUI] fd:- 18684 listening on: B.@.0_8:4802

UDP Discovery Port fd: 1792 listening on: B8.89.0.8:4082
BTBITS protocol initialized. running.

5. Create Layer 3 connections

A. In the Layer-3 tab, click Create

Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | HELP

Filel0 | Layer4 | Generic | TestMgr | TestGroup | Resource Mgr | Eventlog | Alerts ' PortMgr | Messages |

Status Layer-3 rL:!Endps rVO\PJ’RTP r VolP/RTP Endps r Armageddon rWaanks r Attenuators r Collision-Domains

Rpt Timer: |fast {1 3] |V|Go| Test Manager |a|l |v| ‘ Select All || Start H Stop H Quiesce H Clear |
View ‘n.znn ‘V|Go| | Display H Crgatek“ Modify | | Delete |
Cross C ts for Selected Test Manager
MName Type State PdTxA—-B| PETxA~B Rate A= B Rate A+« B ‘ RxDrop % A | RxDrop % B| Drop Pkis A | Drop Pkt

[«

Logged in to: localhost4002 as: Admin




B. Inthe Level-1 box, create the first cross connect:

‘ Display || Sync H Batch-Create H Apply ‘

Cross-Connect
Iw?—ad1_xp—ad2

| LANforge / TCP | - I

Endpoint A Endpoint B !Seled the Cross-Connects type. |
1 (atlantis) 2 (iefwinxp) A

1 (ad1) ~ | |2 (ad2)

Min Tx Rate: 100M { 100 Mbps ) w | |100M { 100 Mbps )

Max Tx Rate: Same w | |Same

Min PDU Size: |TCP Pld (1,460 B) |v||'ICP Pld (1,460 B)

Max PDU Size:  |Same v | |sane

IP Tos: |Beat Effort {0} |v| |Best. Effort {0}

Pkts To Send: |Infinite

>

B. The CX Type is LANforge / TCP
C. Set the Endpoint A Resource to Windows 7

D. The Endpoint A Port to the first 10.x addressed port, adl

E. Set the Endpoint A Min PDU Size to TCP (1460 B)

F. Set the Endpoint A Min Tx Rate to 100Mbi t. This is a limit of the XP guest.
G. Endpoint B Resource: XP Guest

H. Endpoint B Port: ad2

|. Endpoint B Min Tx Rate: 100Mbit

J. Set the Endpoint B Min PDU Size to TCP (1460 B)

K. Set the Endpoint B Min Tx Rate fo 100Mb1i t. This is a limit of the XP guest.

L. Click OK to commit those settings

C. For the second cross connect, click Create in the Layer-3 tab.

. Name the Cross Connect to w7-ad1l_xp-ad2



D. Inthe Level-1 box, create the second cross connect:

|| w7-ad2_xp-ad2 - Cre.

G Jim]  [owe ) snc ) onacems Lo

Cross-Connect
CX Name: Iw?-adz_xp—ad:3|
CX Tvpe:

| LANforge / TCP | - I

Endpoint A Endpoint B
1 (atlantis) 2 (iefwinxp)

2 (ad2) ~ |13 (ad3)

Min Tx Rate: 100M { 100 Mbps ) w | |100M { 100 Mbps )

Max Tx Rate: Same w | |Same

Min PDU Size: |TCP Pld (1,460 B) |v||'ICP Pld (1,460 B)

Max PDU Size:  |Same v | |sane

IP Tos: |Best Effort {0} |v| |Best. Effort {0}

Pkis To Send: |Infinite | = | |Infinite

>

. Name the Cross Connect to w7-ad2_xp-ad3

B. The CX Type is LANforge / TCP

C. Set the Endpoint A Resource to Windows 7

D. The Endpoint A Port will be the next free 10.x port, ad2

E. Set the Endpoint A Min PDU Size to TCP (1460 B)

F. Set the Endpoint A Min Tx Rate to 100Mbi t. This is a limit of the XP guest.
G. The opposite end Endpoint B Resource is the XP Guest

H. Set the Endpoint B Port to ad3

|. Set the Endpoint B Min PDU Size to TCP (1460 B)

J. Set the Endpoint B Min Tx Rate to 100Mbi t. This is a limit of the XP guest.

K. Click OK to commit those settings

E. In the Layer-3 tab, you will now see your two cross-connects:

Control Reporing Tear-Off Info  Plugins

| Stop All | | Restart Manager |

File-10 rLayer4 rGeneric r'lestl.lgr rTestGroup rRemuroeMgr rEventLog rAIerts fPortMgr rMessages |
Layer3 | L3Endps | VoIPRTP | VolPRTPEndps | Armageddon | WanLinks | Attenuators | Collision-Domains

Rpt Timer: ‘fast {1 3] |V|60|Testl.|anager|all |v| ‘ Select All || Start H Stop H Quiesce H Clear |

View ‘0-2{}0 ‘V|GO| | Display || Create || Modify || Delete |

ross Connects for Selected Test Manager

Name Type State PkiTxA—+B| PRHTXA+B RateA—+B Rate A+ B RxDrop % A| RxDrop % B| Drop Pkts A | Drop Pkt

w7-ad1_xp-ad2 [LF/TCP |Stopped 0 0 0 0
w7-ad2_xp-ad3 [LF/TCP |Stopped 0 0 0 0

[«

Logged in to: localhost4002 as: Admin

6. Start Layer 3 connections
A. Highlight the connections

B. Click Start



C. You will see data transferring along the cross connects.

Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager |

File-10 r Layer-4 rGeneric r'lesl Mar rTeslGroup r Resource Mar r Event Log rAIerls r Port Mar r Messages |

Layer3 | L3Endps

|" VolPRTP | VoIPRTPEn

dps

r Armageddon

r WanLinks t

r At

s r Collision-Domains

Rpt Timer: |fast {1 3)

|v Go| Test Manager |aII

[~

‘ Select All || ‘start H Stop H Quiesce H Clear |

View ‘0 - 200

[ |eo]

MName

Cross C

PkiTxA—B| PTxA+ B

RateA—+B

ts for Selected Test Manager

| Display || Create || Modify || Delete |

Rate A« B RxDrop % A | RxDrop % B| Drop Pkis A | Drop Pkt

wr-ad1_xp-ad2

34,786 41,408

23,834,133

28,704,697

w7-ad2_xp-ad3

35,306 39,356

23,912,674

0 0 0
27,122,851 0 0 0

[

Logged in to: localhost:4002 as: Admin

R point: w7-ad1_xp-ad2 1
Port RT-Lat  amiear  fweLal e Port Endpoint a7 RT-Lat 1nLat
cou a0 <]
Resource: atlantis EID: = Avg:30 AvQ:-8357 | packets: Resource: ie6winxp EID: 1222 Avg28 Avg:8386
= 11,650 w2 12,650 aw aow
Port:  adt MinTX: 100 Mbps = b Port:  ad2 MinTX: 100 Mbps
7 11 w00
1P: 1026393 Max TX: 100 Mbps inm = P 10263010 Max TX: 100 Mbps
270 sica.0
bpsTX: 13.748Mbps | RXRate: 37.636Mbps | =10 a = T bpsTX: 10.503Mbps || RXRate: 20.820 Mbps | ' e S
PPSTX: 1721 RX PKis: 97294 feeal s T 215 |Dropped: PPSTX: 1213 RX PKis: 76224 e s e 25
bpsRX: 8.7 Mbps RX Drop: 0 {n2e 1024 bpsRX:  8.393 Mbps RX Drop: 0 1024 1024
32 32 32 32
PpsRX: 997 TX Pis: 76540 P i PpsRX: 1067 TX Pis: 97021 5 .
Errors: 0 Type:  LFITCP o Drops = Errors: 0 Type:  LFMTCP 1o Draps
20 20
‘o Avg0 { & Avg0
B s s e S0 i
o s Packets: (o= =
Ll 85 5% Ko oq
=0 97294 | 2 o
G20 Sz
it 220 w0 220
L 5 Eadd M5
1024 Dropped: 1024
onee 32 awe 32
RENOr-PIis roppec-PKis  Rx Throughput 0 o RXCEMorPKs RX-Dropped-Piis R Thioughput 0
[] Pause Display [ Pt | [ stop | [ sme | | oynamic Report | [ moay | [ cear | [ cose |

E. Here is the second:

ipoint: w7-ad2_xp-ad3-A N point: w7-ad2_xp-ad3
Port: Endpoint - RT-Lat Tw-Lat o Port Endpoint ) RT-Lat % 555 1W-Lat
Resource: atlantis EID: 1423 15817 Avg:25 AvQ-B356 | packets: Resource: ie6winxp EID: 1234 o] Avg:30 i Avg:8387
o 11.648 o azme oo 11650 AEEN o
Port: ad2 Min TX: 100 Mbps e 85165 Port: ad3 Min TX: 100 Mbps iy ) e
o =~ e
1P: 10.26.39.2 Max TX: 100 Mbps =48 1P 10.26.39.11 MaxTX: 100 Mbps 102 s
7.0 o o
bpsTX:  35bps RXRate: 37535 Mbps | %210 oop o bpsTX: 12484Mbps || RXRate: 31.77 Mbps =0 trl S
PPSTX: 0 RX Pts: 102340 e P - 25 |Dropped: PPSTx: 1421 RX Pkts: 85165 - Mg e M5
bpsRX:  10.125 Mbps RX Drop: 0 fo2e 1024 bpsRX: 10182 Mbps | RX Drop: 0 1024 1024
32 32 32 32
PpsRX: 1180 TX Pkts: 84980 B 5 PpsRX: 1279 TX Pkts: 102660 5 &
Errors: 0 Type:  LFTCP o Drops = Errors: 0 Type:  LFTCP 1o Drops
20 20
M Avg:D { e Avg0
a0 0.0 10 0.0
. Packets: e
aa @
10
fi 102340 o
S0 sz
ko 2120 iweo 0
Lt 25 Ead M5
1024 Dropped: 1024
2mem
aben 32 ey 32
RX-Error-Pkis ropped-Pkis Rx Thioughput 0 u X-Error-Pkts Rx-Dropped-Pkis  Rx Throughput 0
[ Ppause | ‘ Print ‘ ‘ stop ‘ ‘ sync ‘ | Dynamic Report | ‘ Modify ‘ ‘ Clear ‘ ‘ Close ‘
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