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From Communications to Networking

Neighborhood

Country/Continent

When information needs to transferred from one point to the

Neighborhood
next point, it is Communications

When information needs to be transferred over several
points(hops), it is Networking

Network protocols are a set of rules outlining how connected devices communicate across a network to
exchange information easily and safely. Protocols serve as a common language for devices to enable
communication irrespective of differences in software, hardware, or internal processes.




Path of a Packet on the Internet @
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Why Layers? &




OSI Network Layers

0S5l (Open Source Interconnection) 7 Layer Model

Layer Application/fExample Central Device/ DOD4
Protocols Model
App' ication (7) | End User layer Program that opens what User
Sarves i Bio vikadm for wasd dnd was sent or creates what is to be sent Applications
application processes to access the network Resource sharing * Remaote file access = Remote printer access « SMTP
senvices. Directary services = Netwark management
Syntax layer encrypt & decrypt (if needed)
JPEG/ASCII Process
Character code translation = Data conversion = Data compression = | EBDICITIFFIGIF
Data encryplion » Character Set Translation PICT G
Synch & send to ports (logical ports) | Logical Ports | A
Session establishment, maintenance and termination « Session RPC/SQL/NFS T
support - perform security, name recognition, logging, elc MNetBIOS names E
Transport (4) | TCP Host to Host, Fiow Control i F W rese
mmmmw Message segmentation - Message acknowledgement « A L TCE/SPX/UDP Host
losses or duplications. Message traffic control « Session multiplexing 0 E A
K
Network (3) | Packets (letter’, contains IP address) |g R| ~ Routers | Y
dudl:r?ﬁieh M!:hh Rouling * Subnet traffic control * Frame fragmentation » H IPAPX/ICMP  |Canbe !
dala lakes, Logical-physical address mapping = Subnet usage accounting used
1]
Data Link (2) | Frames ("envelopes®, contains MAC address) g::::: layers
[NIC card — Switch——MNIC card] end to end
Provides error-fres transfer of data frames Establishes & terminates the logical link between nm{lua * Frame ) WAP
from one 0“' the traffic control + Frame sequencing * Frame acknowledgment * Frama PPP/SLIP | Land
delimiting « Frame error chacking « Madia access conirol B i Net }
Phy }c"}ﬁ 2all (1) | Physical structure Cables, hus, etc. Hub [t
Data Encoding = Physical medium attachment =
Transmission nique - Baseband or Broadband »
Physical medium transmission Bils & Volts

i — ®
Google . {\0{\
Ne?
=== _ ‘Q
_ IRy o
Network process to application 1
DNS, WWW/HTTP, P2P, EMAIL/POP, SMTP, Telnet, FTP (\0{\
XD

Data representation and encryption
Recognizing data: HTML, DOC, JPEG, MP3, AVI, Sockets

RPN

Interhost communication

End-to-end connections and reliability

-

Path determination and logical addressing
IP, ARP, IPsec, ICMP, IGMP, OSPF

Physical addressing 1

Ethernet, 802.11, MAC/LLC, VALN, ATM, HDF, Fibre Channel,
Frame Relay, HDLC, PPP, Q.921, Token Ring

Media, signal, and binary transmission




Segment/Packet/Frame Headers/Encapsulation

Client runni
front-end
application.

Server running
back-end engine

application.
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Client to Server Communication

COLDMARN: LAN
FIG. 0702

KEY:
H  header
T  trailer

TCP Segment Header Format

Bit# | 0 AE 16 23] 24 31
0 Source Port Destination Port
32 Sequence Number
64 Acknowledgment Number
96 |Data Offset| Res ’ Flags Window Size
128 Header and Data Checksum Urgent Pointer
160... Options
UDP Datagram Header Format
Bit# | 0 7] 16 23 [ 24 31
0 Source Port Destination Port
82 Length Header and Data Checksum
Ethernet (802.3) Frame Format
7 bytes [ 1 byte 6 bytes ] 6 bytes 2bytes I 42to 1500 bytes ]4byles ] 12 bytes
Start of S s
Preamble Frame MD:?K:;;:::S So:é;setl:c Type Data (payload) CRC Inte;-aﬂ:me
| Delimiter 1
For TCP/IP communications,
the payload for a frame is a
packet l
WiFi (802.11) Frame Format
0to 2312 4
2bytes | 2bytes 76!))7?5 6 Ea%'tes 6 bytes 2bytes 6 t?fs bytes bytes ‘
Fraims MAC MAC 5 MAC Seq MAC Data
Duration | Address 1 Address Address 3 Address 4 CRC
Control (Destination) | (Source) (Router) Control (AP) (payload)

IPv4 Packet Header Format
Bit# | 0 i 8 15 16 23 | 24 31
0 | Version | IHL DscP [ECN Total Length
32 Identification Flags | Fragment Offset
64 Time to Live Protocol Header Checksum
96 Source IP Address
128 Destination IP Address
160 Options (if IHL > 5)
FIGURE 2.2 LongPPDU format

Scrambled ones

SYNC SFD SIGNAL | SERVICE | LENGTH | CRC
128bits | 16 bits 8 bits 2 bits ‘ 16bits | 16bits J 1Mb/s DBPSK
PLGP Preamble | PLCP Header
144 bits 48 bits PSDU
.
102 s
1 DBPSK
2 DOPSK
PPOU 5.50r11 Mb/s




The Wi-Fi Layers

OSI| Model

Network layer

Data Link layer

OSI Model

Network layer

Data Link layer

Physical layer

Physical layer [T ——

IEEE Model

Network layer

Logical Link Control

Media Access Control

Physical layer

IEEE Model

Network layer

Logical Link Control

s —— — — — — — — — — — —

Media Access Control

Physical Layer Convergence
Procedure (PLCP)

— ——————————— —

Physical Medium Dependent

(PMD)

© Cengage Leaming 2013
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There are 2 Layers and 4 sub-layers in the 802.11 standard:
» Layer 1 with PLCP and PMD as sub-layers plus PSDU and PPDU as encapsulation units
» Layer 2 with LLC and MAC as sub-layers plus MSDU and MPDU as encapsulation units

Network
(Layer 3)|
A
Data-Link v Layers 3-7 data
Layer ) ue g | msou |- o o LC
1
MSDU is encapsulated in MPDU
s 4
MAC |« DU m o] MAC
&
MAC header and trailer are added/removed
MPDU=PSDU. The PSDU is encapsulated in the PPDU,
Physical y
PLCP |« PSOU 4 PLCP
{Layer 1) 'Y
Preamble and PHY header are added/removed.
v
01010001010101101001101010101001010
PMD » PMD

Data is transmitted as bits.



Wi-Fi Physical Layer

The physical layer is divided into two sublayers:

« Physical Layer Convergence Procedure (PLCP) sublayer

» Adds PHY layer headers to MAC frame including preamble and other information
« Physical Medium Dependent (PMD) sublayer.
» Responsible for transmitting any bits it receives from the PLCP into the air using the antenna

The physical layer also incorporates a clear channel assessment (CCA) function to indicate to the MAC when a signal is

detected.

MAC Sublayer

MAC
—= Management
Entity

PLCP Sublayer

PMD Sublayer

PHY
Management
Entity

Station
Management
Entity




PLCP Protocol Data Unit (PPDU) Frame Formats

DSSS PPDU, 802.11-1999 (R2003)

802.11b, DSSS PPDU, Short Preamble
SYNC SFD SIGNAL | SERVICE | LENGTH CRC Scrambled Zero's Backward SFD
128 bits 16 bits 8 bits 8 bits 16 bits 16 bits
| = shortSYNC shortsSFD
\ —— 56 bits 16 bits
'\\ ||I (’/ ;
\ \ o \ DBPSK m
\ \ \h III SIGNAL SERVICE LENGTH CRC
8 bits 8 bits 16 bits 16 bits
PLCP Preamble PLCP Header MPDU i L —=
144 bits 48 bits ! | 2 Moes R
\ e
Short PLCP Preamble | Short PLCP Header PSDU
/ 72 bits at 1 Mbps 48 bits at 2 Mbps Variable at 2, 5.5, or 11 Mbps
| = ~— 96 usS —|__-,J-""" R
PPDU ) -
PPDU
ERP-OFDM PPDU (802.11a/g) 802.11g, DSSS-OFDM PPDU, Short Preamble
| PLCP - Header -
. . SYNC OFDM OFDM
| (56 bits - EEE Signal | Service | Length | CRG Sync o DFF;T‘ d %F?M Signal
Scrambled 16 bit (8 bits) | (8 bits) | (16 bits) | (16 bits) | (Long — Sync- IQT - s abal Extension
Rate Reserved | Length | Parity Tail Service PSDU Tail Pad Ones) | (16 bits) 8 ps) (4 us) ymbols (6 pe)
4-Bits 1-Bit 12-Bits 1-Bit 6-Bits 16-Bits 6-Bits Bits
— DBPSE. DQFSHK OFDM
——— | Modulation Modulation Madulation
71 BPSK/OFDM @ 6 Mbps | OFDM Rate indicated by Signal Symbol
[, i Pl » PLCP FLCP —
I 24 bits I Preamble Header
(72 bits) (48 bits)
PLCP Preamhble Signal Data
12 Symbols 1 OFDM Symbol Variable number of OFDM Symbols
P PPDU »

{Data Modulation)

PPDLI




Concept of Preamble

The 802.11 Physical Layer uses bursted transmissions or packets. Each packet contains a Preamble, Header and Payload data

The preamble defines a series of transmission criteria that indicates when someone is preparing to transmit data. When the information begins to transmit, all systems
must begin interpreting the start of the transfer at the right time

The Preamble allows the receiver to obtain time and frequency synchronization and estimate channel characteristics for
equalization. It is a bit sequence that receivers watch for to lock onto the rest of the transmission

AMBULANCE

P (i TR
L-STF LATF LSIG | (VHTSIG | (-\2:; E ‘_‘g’g : &v:TB | Data - i
.\“\‘\.\_\ -
/ 10 x 0.8 ps Ny 1.6 s +2 % 3.2
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Ambulance Siren
v Preamble to emergency
L2 CPi SIGNALEP Situation
I
802.11 Preamble is divided into two portions.

L-STF

The first is legacy short training field (L-STF), which consists of ten repetitions of a 0.8 ps short training symbol. This field, by virtue of its repetitive nature and good
correlation properties, is utilized for: Frame detection, Automatic gain control (AGC), Symbol timing synchronization, Coarse frequency offset estimation

L-LTF

The other portion is legacy long training field (L-LTF), which contains two repetitions of a 3.2 ps long training symbol with a 1.6 ps Cyclic Prefix (CP). The main purposes of
L-LTF are: Symbol timing synchronization, Fine frequency offset estimation, Channel estimation.

L-SIG

The L-SIG field is a symbol where each of the 48 data subcarriers is BPSK modulated. All stations on the channel read the Rate and Length information subfields and use this
for different purposes. All of the receivers use this information to calculate the duration of time for this full-frame.

HT/VHT/HE preamble and Data field

Next after the legacy preamble, it is either the HT/VHT/HE preamble, if the frame is those frame types and the data field. Or only the data field (non-HT/ERP-OFDM).
Note: both managements-, control-, and data frames has the data field




802.11b PLCP Frame Format

Scrambled 1's Scrambled 0's
SYNC SFD SIGNAL | SERVICE | LENGTH CRC SYNC SFD SIGNAL | SERVICE | LENGTH CRC
128 hits 16 hits 8 bits 8 hits 16 hits 16 hits 56 hits 16 hits 8 hits 8 hits 16 bits 16 hits
Payload Data
tfgagrﬁbfp PLCP header| MAC header V:ﬁ;f,sd,_z?;?h FCs gpg;‘nf’b‘lfp PLCP header| MAC header | vanaple Langth|  FCS
144 bits 4Rkis 30bytes | 02313 bytes | 4 bytes 72 hits 48.bits 30bits | p2313bytes | 4 bytes
—— 192 us Pl PSDU » 1 Mhps 2 Mhps l———— PSDU
: DBPSK DBPSK
Transmitted at Payload Data Rates: Payload Data Rates:
1 Mbps DBPSK 1Mbps BARKER/DBPSK 2Mbps BARKER/DQPSK
2Mbps BARKER/IDGPSK le——— Q6 us —— 550r11 Mbps CCKIDPSK
550r 11 Mbps CCKIDQPSK 5.5 Mbps PBCC/BP SK*
55 Mbps PBCCIOPSK* 11 Mbps PBCCI/QPSK*
11 Mbps PBCCIQPSK* s T * opticnal daa formats
a7 * optional data formats _..+*7
| PPDU ] | PPDU ]
IEEE std 802.11b PPDU frame with Long PLCP Preamble IEEE std 802.11b PPDU frame with Short PLCP Preamble

» SYNC - The SYNC field is used by the receiver to acquire the incoming signals and to synchronize the receiver’s carrier tracking and timing prior
to receiving SFD
« SFD - (Start of Frame De-limiter) contains information regarding the start of a PPDU frame. The SFD is F3A0hex for the long preamble and the bit
reversed value 0x05CF hex for the Short Preamble
» SIGNAL - field defines what type of modulation must be used to receive the incoming PSDU.
« 00001010 — TMbit/s, 00010100 — 2 Mbit/s, 00111110 — 5.5 Mbit/s, 01101110 — 11 Mbit/s

» SERVICE - Three bits of the service field are used by 802.11b . The rest of the service field bits are zero
+ Bit 2 — determines whether the transmit frequency and symbol clocks use the same oscillator
« Bit 3 - indicates whether CCK or PBCC is used (PBCC was a competing technology by Tl to CCK — however it was rejected by the 802.11 standards committee)
« Bit 7 — bit 7 of the service field is used with the Length field to determine the time in microseconds

* LENGTH - is an unsigned 16- bit integer that indicates the number of microseconds necessary to transmit the PSDU

» CRC - Cyclic Redundancy Check for Error Checking.



PHY Frame Format for Various Standards

Non-HT Format PPDU
Newer Standards adding more information about Beamforming, new e
. . . If "'\I
coding techniques, Multi-User etc... ‘ . ‘ e T [SERVE[ pogg | o0 [Pa0
SIG 16 bits S Tail bitzs | bits
HT-mixed Format PPDU
Modulation and g HT Length Drata HT-LTFs Extension HT-LTFs
Coding Scheme § Bus dps 4ps per LTF dus per LTF Data (non LDPC case only)
LSB MSE O LSB MSB " - Vv & s » \
7

01 2 3 4 5 & & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 _ L- HT- | HT- HT- | HT- HT- | SERVICE Bi=M; Pad
=1l LLTE tsig| H™81% Jgrr| e |*** | oF | ur | *** | uF | 18bits | PSPY | Tailbits | bits
HT-5IG,
/ VHT Format PPDU

o
(=]
@
[
o 0 EE TemoRT Tione  Teiena Bus 4us  dps per VHT-LTF Symbol  dps Data (non LOPC case only)
= c 2 _ 2 .- A A A A
o o =
c cl o = O o b5 CRC Tail Bits s v w,r_’k‘—\(_'*\_\_r_}\_\( '\(_A_N.Ir Y
£ 288 S E 50
£ o 5] = - - . -
2w @ a9z = L- WHT- VHT- WHT- | SERVICE Pad 6-N
898 E n@ 0 Ont . 4 VHT- . : “Me
52 &8 29y 05928 o co Sl LLTF | sis| sica |sTF HI-LIF sic-8| 16bits | PSPV | bits | Tail bits
0 1.2 3 4 5 & T & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23
HT-51G.,
/ Legacy preamble HE PPDU preamble
VHT-SIG-A1 Structure A
s 8us N I
Composite Name NSTS/Partial AID - B}.IS 1] 4”5 4“3 8]“'8 4“5 4“8
. 3 o T — 28 | 3 LSTF | LuTF HESIG-A | HESTF | HELTF |- |HELTF| Data | PE |
5 ame - 4 (8] SUNSTS Partial 21D e =
g e : o
1 oy = R | 1]
MU Name = = MU0l MU Mulz] Mula] é "
NSTS NSTS NSTS nsts | B
Bits 2 1 1 & 3 3 3 3 1 1
L-STF L-LTF L-SIG | RL-SIG | U-SIG | EHT-SIG | EHT-STF EHT-LTF Data
VHT-SIG-A2 Structure
Composite Name - - =2 = SU WHT-MCSMUl1-2] Coding Beamformed
. 5 o £ % [E2 B z - Version independent fields | Version dependent fields Common fields User-specific fields
SU Name z |ZE 2 | a SU WVHT-MCS Beamformed| > [&] =
RS 1R
MU Name: | © '_2.'5 E (2| wum Mu2] MU | geserved | Reserved | & < > < : >
wo | 3 2| Coding Coding Coding 2 OFDM symbols Various number of OFDM symbols
Bits: 1 1 1 1 1 1 1 1 1 1 8 6

Source: https://www.mathworks.com/help/wlan/gs/wlan-ppdu-structure.html



https://www.mathworks.com/help/wlan/gs/wlan-ppdu-structure.html

Clear Channel Assessment (CCA)

Wi-Fi used a “Listen Before Talk” mechanism for accessing the medium

Wi-Fi
CCA also known as Physical Carrier Sensing, is a method used to determine if the medium is busy. B W e =,
Physical carrier sense is performed constantly by all Wi-Fi radios that are not transmitting or receiving. >
Physical carrier sense has two purposes: Wi-Fi is Half Duplex
1. Determine in the receiver has any information to receive. Wired
2. Determine if the medium is busy before transmission o : _
> W B
20 MHz .
, | Signal Detect (SD) threshold is statistically a ’ ’ ’
4 dB signal-to-noise ratio (SNR) to detect B
802.11 preamble
<€
Energy Detect (ED) threshold is 20 dB above
the signal detect threshold
g Minimum Defer - Random offset
SD =4 dB SNR :
ED =SD +20 dB W? P
Channel bu5y|t—u| Data transmission
802.11 radios use two separate CCA thresholds when listening to the RF medium:
Signal detect (SD) threshold is used to identify any 802.11 preamble transmissions from another ~ Time of Sensing T Time of fransmission
transmitting 802.11 radio. SD threshold is statistically around 4 SNR. In other words, an 802.11 radio and waiting period (No Sensing)
can usually decode any incoming 802.11 preamble transmissions at a received signal at about 4 dB (No Transmission)

above the noise floor. _ _
Listen before Talk Algorithm

The energy detect (ED) threshold is used to detect any other type of RF transmissions during the CCA
so that the receiver can not initiate any transmission during that time.
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Quiz 2¢ Results

Winners

S Sushmitha
Akhil S (10/10)

Humber of participants

25

20

15

10

Number of participants - 126

Score distribution - quiz 2c

10
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