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Using LANforge python script to generate a mix of traffic and capture it.

Goal: Create WiFi stations with specified a/b/g/n/AC/AX modes and spatial streams, data connections
with different QoS, packet size and offered load settings and report on throughput and latency. Captures
will be made of the offered traffic and also the RF packet capture for processing by external tools.

This script automates creating data connections with BK, BE, VI, VO and/or other
QoS settings, as well as packet sizes, protocol type, and offered load. It then

one

starts packet captures on the Ethernet port and RF monitor interfaces. The traffic /\/\
o . | — |

and packet captures run for a specified amount of fime and XLSX and CSV

reports are generated to report latency and throughput. The packet captures LANforge GUI

are placed into a directory for post-processing by user-supplied tools. This script [

requires LANforge 5.4.2 or higher.
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1. This test does not require much initial configuration. In this example, | have removed all existing WiFi station
and data connection configuration before running the script.

2. RunIf_tos_plus_test.py scripft.
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A. Change directory to the /home/lanforge/scripts directory (or other location if you have installed scripts
elsewhere), and run the If_tos_plus_tst.py script with the --help argument to understand your options..

root@TR-398:/home/lanforge/lanforge-scripts wllal (X

File Edit View Search Terminal Help
( lanforge-scriptsl# ./ tos_plus_test.py --help
plus test.py Cx] [--radio DIO] [--1fmgr LFMGRI]
outfile QUTFILE] [--duration DURATION]
id sSs5ID] [--p PASSWD] [--txpkts TXPKTSI]
niffer_radics SNIFFER_RADIOS]
ralt sniffer WAIT SNIFFERI]

show this help message and exit
Connection tuple: tion io station-port mode
upstream-port protoc size speed ul speed dl QoS
Radio tupl radio ns nel

--1fmgr LFMGR LANforge M IP addr

--putfile OUTFILE Output file for cs ta

--duration DURATION  Duration to rum tr c, in minutes. If txpkts is
specified, that may stop the test earlier.

sid 55ID AP's 55ID

asswd PASSWD AP's pa

--5
--P
ackets (PDUs) to send before stopping data

ions Default (8) means infinite

list of radios to sniff wifi traffic
wiphy4"

1 means wait on sniffer to finish before
cript"

B. Run the script with arguments for your test case. The basic idea is to provide a list of connection definitions
you wish to use for traffic, along with some additional test-wide configuration.

--cX
Use multiple '--cx' arguments to create as many data connections as you wish.
Each cx argument takes a list of configuration input:
station-radio station-port mode upstream-port protocol pkt-size speed_ul speed_dl
QoS
For instance:
--cx "1l.wiphyO 1.wlanO an 1.ethl udp 1024 10000 500000000 BK"
The example above creates a wlan0 interface in /AN mode on radio wiphyO. The eth1 port is
the upstream side of the data connection. The protocol type is UDP, with 1024 byte payloads.
Upload speed is 10kbps, download speed is 500Mbps, and ToS/QoS is Background.

--ssid
The --ssid specifies the SSID for the AP under test.

--passwd
The --passwd specifies the DUT password (PSK). If this option is not specified, then OPEN
authentication will be used.

--radio
The '--radio’ option allows one to configure the number of spatial streams and channel for a
radio used in this fest. In this example, we are forcing the radio to use 2 spatial streams and
using channel 0 (which means use ANY available channel).
Example: --radio "1.wiphy0 2 0"

--dur
The --dur option determines the duration in minutes for the traffic connections and packet
capture.

--txpkts

The --txpkts option configures data connections to generate a certain amount of PDUs and
then quiesce the test. The test will complete when all connections are finished or the duration
fimer has expired, whichever is less.



C.

--sniffer_radios
The --sniffer_radios allows you to select a list of radios to be used as packet capture devices. The
first radio selected will capture on the first WiFi interface configured in the --cx section, the
second for the second --cx, etc. The script automatically takes care of configuring the sniffer for
the proper channel, and in the case of OFDMA radios, it will be configured for the specific AID
so that it can capture OFDMA traffic.

--wait_sniffer
The --wait_sniffer option causes the script fo pause untfil the sniffer programs have completed
before existing the script. This makes automation easier since you then know the captures are
complete when the script exits.

The command used in this example is:

./1f_tos_plus_test.py --dur 0.5 --Tfmgr 192.168.100.156 --ssid NETGEAR68-5G --passwd aquaticbug712 --
radio "1l.wiphy0 2 0" --txpkts 99

--cx "l.wiphyO 1.wlanO an 1l.ethl udp 1024 10000 500000000 BK"

--cx "1l.wiphy0 1.wlanO an 1.ethl udp MTU 10000 500000000 VI"

--cx "l.wiphy0 1.sta0 anAC 1l.ethl tcp 1472 56000 2000000 BK"

--sniffer_radios "l.wiphy2" --wait_sniffer 1

root@TR-398:/home/lanforge/lanforge-scripts vilal X
File Edit View Search Terminal Help

--sniffer radios

The auto-created data connections can be found in the Layer-3 tab in the LANforge GUI.

LANforge Manager Version(5.4.2) I X
Control Reporting Tear Off Info Plugins
Chamber Wiew Stop All Restart Manager Refresh HELP
VAP Stations | DUT | _P_roﬁlés [ Traff'ic—ProfiIes [ Event Log | _Al_er‘ts | Messages [ Warnings 4 '_ 'W'if:i—Me_-ssage_s |
Attenuators | RF-Generator | Filedl0 | Generic | TestMgr | TestGroup | Collision-Domains  Resource Mgr
Status Port Mgr [ Layer-3 | L3 Endps Layer 4-7 Armageddon WanLinks WolP/RTP VoIP/RTP Endps
Rpt Timer: [fast (1s) |v|Go|Test Manager |all - | select All || Start + || Stop - || Quiesce || Clear
Wiew 0 - 500 | Go Display || Create || Modify Delete
Cross Connects for Selected Test Manager
a, 9,

Name Type State | PktRxA | PktRxB | BpsRxEB | BpsFRxA i}‘ ST g}‘ Drop % |5 op Pkis ADrop Pkis B Avg RTT | R
scrtos-0 |LF/UDP  |Stopped | 92| 0 o 225108 7.071 o 7 0 10
scrtos-l  |LF/UDP Stopped | 99| a 0 364,547 0 a 0 a 11
scrtos-2  |LF/TCP |Stopped | ag| 2 5,516] 273,090 0| 0 0 [l 12|
7l I 1»

Logged in to: localhost:4002 as: Admin




D. Here are the details of the endpoints. Notice each sent 99 pdus as requested with the --txpkts option.

File Edit View Search Terminal Help

Checking station stats, k .wlan@

sta-stats found: 1.wlan®, mode: 882.1lan bw: 40

Checking station stats, key: 1l.s5tad

sta-stats found: 1.sta®, mode: 802.1lan-AC bw: 80
Setting state on CX: scr-tos-0 to STOFPED.

Cmd: 'set cx state' 'all '‘scr-tos-0@°' "STOPPED'

Setting state on CX: scr-tos-1 to STOPPED.

Cmd: 'set cx : all' 'scr-tos-1' 'STOPPED'

Setting state on scr-tos-2 to S5TOFPED.

Cmd: 'set cx state' 'all' 'scr-tos-2' 'STOPPED'

CSV report data saved to: + results.xlsx

Waiting 34 seconds until sniffer completes.

Captures are found in directory: : )-04-08-11:18:31
Xlsx results stored in tos+ results.xlsx

[roo 398 lanforge-scriptsl#

LANforge Manager Version(5.4.2) > il R X
control Reporting Tear Off Info Plugins
Chamber View Stop All Restart Manager Refresh HELP.
DUT [ Profiles [ Traffic-Profiles | Event Log [ Alerts [ Messages | Wamings [ + [ Wifi-Messages
RF-Generator File-10 Generic Test Mgr Test Group Collision-Domains Resource Mgr VAP Stations
Status Port Mgr Layer-3 L3Endps | Layer4-7 Armageddon ‘WanLinks WolP/RTP VoIP/RTP Endps Attenuators
Min PDU Size (auto ¥ || Go| Max PDU Size [Same - || Go Start + Stop - Quiesce Clear
MIN Tx Rate |New Madem 56 Khps) w | Go| MAX Tx Rate |Same - || Go
View 0-1000 ~|[co Display| | Create | | Modify | | Batch Modify Delete
All Endpoints
9 TxRate |TxRate : = RxRate  |Rx Rate : i || en 3 : ) ;i
Tx Rate {1 min) {last) Tx Rate LL| RxRate {1 min) {last} RxRate LL| RxDrop % | TxPDUs | TxPktsLL| PDU/s TX | Pps TXLL | RxPDUs | F
0 0 0 225108 226,169 7.071 0 0 0 0 g2
242,238 243,376 243,472 0 0 0 0 99 g9 29 29 0
0 0 0 [¢] 364,547 366,261 365,46 0| 0 0 0 0 99
364,433 366,141 368,931 0 Q 0 0 99 89 30 30 0
5.516 5,550, 0 0 273,090 274,829 0 2 4 0 0 k]
273,080 274,825 0 0 5,516 5,550 0 99 188 23 46 2
] 3
Logged in to: localhost:4002 as: Admin
E. The script will run for the requested duration and then stop the fraffic and generate the xlsx report.
root@TR-398:/home/lanforge/lanforge-scripts vl (A] (X

F. You can open the xlsx report in your favorite spread sheet tool. Here is the first part of the document.

tos+_results.xlsx - LibreOffice Calc o) (~) (%
File Edit View Insert Format Sheet Data Tools Window Help
e ; _ S R e LS = _ =
E-&5H-KMea «wk-a [ @a = B i e =@ i3 =
calibii Y vaaea- d-B-F|EES “%o00 [ L EE E-
Al - fx X = [cxName -]l =
| B C D E. " F G H | ] K L M N g
Endpoint Endpoint Endpoint ox 2
Band Last MCS Combined TX Pkt Offered Rx Offered E
| Endp-Name Port Protocol ToS AP BSSID width Mode Rx RSSI Size Load Throughput Load y
2 scr-tos-0 scr-tos-0-A 1.wlano udp BK 78:d2:94:4f:21:78 40 802.11an 216000Kbps. -35dBm 1024 0.00 0.25 0.25 1 @I
3 scr-tos-0 scr-tos-0-B. l.eth1 udp BK 1024 0.25 0.00 0.25 1
4 scr-tos-1 scrtos-1-A 1.wlano udp Vi 78:d2:94:4f:21:78 40 802.11an 216000Kbps. -35dBm MTU 0.00 0.37 0.37 | )
5 scr-tos-1 scr-tos-1-B. 1.eth1 udp Vi MTU 0.37 0.00 0.37
6 scr-tos-2 scr-tos-2-A 1.sta0 tcp BK 78:d2:94:4f:21:78 80 802.11an-AC 650000Kbps. -35dBm 1472 0.01 0.28 0.29 ﬁ%{
7 scr-tos-2 scr-tos-2-B. l.eth1 tcp BK 1472 0.28 0.01 0.29
+ | Sheet1
Sheet 1 of 1 PageStyle_Sheetl [ Average: ; Sum: 0 100%




G. The more interesting part of the report may be the throughput and latency results. The latency-range
columns show the amount of packets received in certain latency ranges. This gives you an idea of jitter and
other latency related information. The average latency is a good way to get a quick idea of the latency. In
this case, we are only generateing 99 packets, so the report is of limited use. When sending more data, this
data becomes more useful.

tos+_results.xlsx - LibreOffice Calc o 00|
File Edit View Insert Format Sheet Data Tools Window Help
- 7 - = a ~ - A =
BoH dea «sb-a QB EE=EE SRS B
Calibri ~ln v aea-&-85- == - % 00 [F] %o %
A1 v f&x 2 = [oxName Sall
N o P Q R B I [V v W X Sl z A A%
Cx Cx Latency Latency Latency Latency Latency Latency Latency Latency Latency Later :
Offered Rx Avg Min Max Range Range Range Range Range Range Range Range Range Ran ||
| load | Throughput | Latency | Llaency | Latency 0 o 2-3 47 815 16-31 32-63 64-127 128-255 256 N
2 0.25 0.25 11 8 19 ) o ) [ 35 35 29 o [ [ I
3 0.25 0.25 0 ) o ) o ) o ) o [ o [ o
4 0.37 0.37 Z 2 14 0 o 16 54 0 29 [ o [ o O
5 0.37 0.37 0 0 ) 0 ) ) o ) ) [ o [ o
6 0.29 0.29 13 2 38 0 o 2 1 2 61 8 1 [ o || A
7 0.29 0.29 1 1 1 ) Z ) ) 0 o [ o [ o
- I
+ | Sheet1 |
Sheet 1 of 1 | | Pagestyle sheet1 | |mz] | Average: ; Sum: 0 | - + | 100%

H. This script is designed to work well with automation. It creates a file called TOS_PLUS.sh that holds some shelll
variables defining the name of the XLSX and CSV files, as well as the capture directory. The capture files may
be opened with wireshark or your other favorite packet analyzer, as well as post-processed by other
automated tools. For instance, you can find a LANforge packet in the eth1 capture and the same packet in
the RF monitor pcap file and compare the latency. If you are capturing on mulfiple radios at once, you may
wish to merge the captures with the mergecap tool or similar tool.

root@TR-398:/home/lanforge/lanforge-scripts vl (a) (X
File Edit View Search Terminal Help

forge-scriptsl# cat TOS_PLUS.sh .
) 8-11:
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