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Real-Browser Test on Android

Goal: In LANforge, Layer 4-7 Traffic is used to emulate Web-Browsing. Web-browsing can be offline or
online. This cookbook demonstrates how to emulate web-browsing with the real client Android phone.

This cookbook requires LANforge GUI version 5.4.6 and above.

Test Setup

Device Under Test

Online Real-Browsing Test

1. Make sure that the DUT is connected to the internet. Initial Android interop setup can be done using

the following link.

2. The below picture is an example of two android phones (resource IDs 10 and 12) clustered to the
LANforge in the Port Mgr tab. This is both the radios and mgr port of the phones.

Make sure that the mobile phone devices appear in the Port Mgr tab after infial Android InterOp setup.
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LANforge Manager Version(5.4.6) ONORE
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Chamber View StopAl Restart Manager | Refresh HELP
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Disp: [192.168.200.239:100 Siff Packets @ Down |1 | Clear Counters Reset Port Delete e X T 1150426 PM
Rpt Timer: frediun (8 5) [v Apply R |1 Display Create Mogify Batch Modify

Ethernet Interfaces (Ports) for all Resources.

T Parent TECHNOLOGI
pot |B| 1 P sec| Aias | RXBytes | RXPs | PpsRX | bpsRX | TXBytes | TXPits | PpsTX | bpsT
ev
User: SamsungS7Edge

10100 192168200239 0 ethd 738520652 1,420,707, 226 1810841 1223511483 1,367,953 218 1303% Server: 192168.1.8
10101 19216818 0 e 283020912 632,930 137 156387 3505503832 2,566,434 sa5 61444 Realm: 41
10102 0000 0 et 0 0 0 0 0 [ Resource: 12
1.01.03 192168114 [0 5ta0000 wiphy0 497593 2620 o e 13,49 162 0
10104 0 wiphy0 96,681,419 345,420 23 62319 631505 5035 0
1.01.05 0 lwiphrt 97.775 166 o 1 o o o A Home
1.01.06 0 wiand  wiphy0 0 0 0 0 0 0
1.01.07 0 wianl wiphyt 0 0 0 0 0
1100 0 wland wiphy0 60004108 43516 5646269273 1177108 12631 145 13
1101 0 wiphy0 0 0 [) 0 0 0 [)
1120 0. wian0  wiphyo 31439 304 4 33 280675 208 E
1121 0 wiphy0 [ [ [ [) 0 0 [)
1122 0 p2p0 0 0 0 0 0 0 0
1481 /| 0000 0 wiphyo 0 3 [ 0 0 [ 0
1482/ 00 0 end wiphy0 0 0 0 0 0 0 0
1470 192168200145 0 enpos3ife 1961372 20679 20 16352 45638% 4148 4 393
1474 192168118 0 5ta0001 _wiphyd 26372 155 [ 6 17,59 126 0
1472 0000 0 wiphyo 0 0 [3 0 0 [J 0

I
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3. Click on the Layer 4-7 tab in LANforge and Webpage Test tab in the InterOp app on the phone.
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Name ED Type | stats
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[Loggedin to: localhost4002 as: Admin
[m—

Reports

5.
- multi-conn.png batch-create.png

bat

4. Create a Layer4-7 cross-connect in the LANforge Layer 4-7 tab using your phone (and resource D).

Add the details below.
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Statws | PortMgr | Extended Port Mar [ tayers BEndps | Layer47 RF-Generator Generic |
RoptTimer: [fast (1 s) I'IG". Test Manager [au ‘.' Select Al [ Start+ || Stop- || Quiesce || Clear [H 2
= = o TECHNOLOGIES

Create/Modify Layer 4-7 Endpoint v x » -

Name: SamsungTab Rpt Timer: fast  (15) | TestManager: Gefault_tm ~|
fshetf 1 v | Resource: Port: o T) -
1P Addr: lAUTO v: EndpID: 2 o
URLs per 10m:  [100 Max Speed: [sntinite [v
URLTimeout: 10000 | DNS Cache Timeout: (60 -
TFTP Block Size: [Default (512 B) | Quiesce: 3(33eq) | quiescefter:  [Infinite (0) :j

Proxy Auth Types: [] Basic [] Digest CINTLM  HTTP Compression: [] Gzip [] Deflate

User: SamsungS7Edge
Server: 192.168.1.8
Realm: 41
Resource: 12

Total-Buff|

&

A Home

HTTP Auth Types: [] Basic [] Digest [] GSS-Negotiate [] NTLM

SSLCert: ca-bundle.crt SMTP-From: | Agent/RCPT-TO: |
1|

Media Source:  [0(0) lv Media Quality: 4k (0) le Playbacks: 0(0) lv‘

Random Seeks: |0 lv Minimum Duration: [Duration (0 sec) v | Maximum Duration: [Duration (0sec) [

uupL: Download v | M Oive
- [k fitps //www.candelatech.com/ ||

Source/Dest File: |/dev/null =

[] Get-URLs-From-File [] Authenticate Server [J Allow-Reuse  [] Allow-Cache ] Enable 4XX  [] Show Headers

[[] Use-Proxy

[¥] Bind DNS

IFTPPASV [/ FTPEPSV  [] Real Browser

] Video Stream  [[] Playbacks Random  [[] Seeks Random

Apply OK Batch-Create Cancel
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Enter URL to be browsed, source/dest file, select the resource-ID of the phone, and enable the Real Browser
option, mention URLs per 10minutes.

Below are examples of creating cross-connects using resource IDs 10 and 12.

Create/Modify Layer 4-7 Endpoint vl AALX
Name: .SamSungTab | Rpt Timer: [‘Fas‘c (1s) ‘v‘ Test Manager: ‘default_tm -I'l
Shelf: K ‘v‘ Resource: @D ‘v‘ Port: ‘ [+]
IP Addr: AUTO v | Endp ID: 2
URLs per 10m:C_l100 D | Max Speed: Infinite v
URL Timeout: 10000 |v| DNS Cache Timeout: |ED |v|
TFTP Block Size:  |Default (512 B) |V| Quiesce: |3(3 sec) |v| Quiesce After: Infinite (@) -

Proxy Auth Types: [ ] Basic [] Digest [ INTLM  HTTP Compression: [ ] Gzip [] Deflate

HTTP Auth Types: [] Basic [] Digest [] GSS-Negotiate [] NTLM

SSL Cert: [ca-bundle crt | SMTP-From: [ | AgentRCPT-TO: | _
Media Source: |0 (0) |VI Media Quality: |4k[0} |" Playbacks: 0(0) [
Randorn Seeks: [0 |v | Minimurn Duration: |Duration[0 sec) |v| Maximurn Duration: |Duration (0 sec) %
uLpL: Download |v| wimva Cl1Pve

URL: @.candélmec@

Source/Dest File: Clidevinull 2

[ ] Get-URLs-From-File [ | Authenticate Server [ | Use-Proxy [ ] Allow-Reuse [ ] Allow-Cache [v] Enable 4XX [ ]| Show Headers

[#] Bind DNS FTP PASV  [¥] FTPEPSV Real Browser_J{ | Video Stream [ ] Playbacks Random [ ] Seeks Random

‘ Apply ‘ I 0K | ‘ Batch-Create ‘ ‘ Cancel
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Proxy Auth Types: [] Basic [] Digest [INTLM  HTTP Compression: [] Gzip [] Deflate

HTTP Auth Types: [] Basic [] Digest [] GSS-Negotiate [[] NTLM
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Source/Dest File: /dev/nul
il ; ] Get-URLs-From-File Authenticate Server [] Use-Proxy [] Allow-Reuse Allow-Cache  [i7] Enable 4XX [] Show Headers r
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5. Select both the cross-connects and click Start. Then, in the Android Webpage Test tab, the Candela
Technologies website should load in both the phone. The statistics should of the Layer 4-7 cross-
connect should also start being report in the GUI Layer 4-7 tab.
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|4/ LANforge Manager ... ™ SM-GO35T (assuper... || Create/Modify Laye... ™ SM-TS05 (as superu... |-/ [Batch Modify ADB ...

LANforge Manager Version(5.4.6) ONONE

Control Reporting Windows Info Tests

|
Chamber View _ | StopAll | Restart Manager Refresh HELP

(TestMgr | Resource Mgr | Interop | DUT | Profiles | Traffic-Profiles | Alerts | Warnings | + | Wifi-Messages

SM-T505 (as superuser) ™) () (X SM-G935T (as superuser) ¥~ %

eGDa 3 N =4 19% 812:36 PM

| status Port Mgr Extended Port Mgr [ tayers L3 Endps Layer4-7 RF-Generator Generic = LANforge InterOp
[ [ |
tT) fast 1 v | Go| Test M il - Select All Stop- || Quiesce || Clear =
SR fost__(13) pf TestMansger o) I | 31 508 Candela Technologies
[ l ] [ .
View 0 - 20000 v |[Go Display || Create || Mogify || BatchModify | | Delete LANf
: . | orge
Layer 4-7 Endpoints for Selected Test Manager Network Test Equipment
Name EID Type Status | Total-URLs URLs/s UC-Min UC-Avg UC-Max Bytes-RD | BytesWR | Total e L
SamsungTab 11008 [/Gen  Run 1 0082 2349 32745 5203 0 [ B el (il
SamsungS7Edge  1.12.09 L4/Gen  Run 4 0081 2288 270425 3155 0 [
ANforge 5.4.5 Released!
IG=2) WiFi CI/CD Test Automation Framework
T | >

Logged in to: localhost:4002 as: Admin

= =

multi-conn.png batch-create.png

Traffic-charts.png

batch.png

Stats include Total-URLs, URLs/s, UC-Min, UC-Avg, UC-Max and Total ERR.
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|| LANforge Manager ... |£| Batch Modify ADE ...

LANforge Manager Version(5.4.6) ORI
Control Reporting Windows Info Tests
‘ Charnber View ‘ ‘ Stop All ‘ ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP ‘
Status | PortMgr | ExtendedPortMgr | Layer-3 | L3Endps | Layerd7 | RF-Generator | Generic | TestMgr | Resource Mgr | Interop | DUT [ Profiles | Traffic-Profies | Alerts | Warnings | + | Wifi-Messages |
o [l [ [ean
View ‘n—zunnu ‘Vlﬁn‘ Display Batch Modify
Layer 47 Endpoints for Selected T
Tx Rate Rx Rate
Name EID Type Status Total-URLs URLs/s UcC-Min UC-Avg UC-Max Bytes-RD Bytes-WR | Total-Buffers| Total-Rebuff. | Total-Wait-T.. | Mean-Video..| Mean-Audio.. Tx Rate (1 min) Rx Rate it min)
SamsungS_. 11206  L4/Gen  Run 19 0429 522 1192894 7286 0 0 0
SamsungT... 11007  L4/Gen  Run 19 0434 580 708.736 2,650 0 0 ) 0 () 0 0 ) 0 ()
[« 1 ]
Logged in to: localhost4002 as: Admin 7 stations: 610718

Total-URLs: URLs processed and in process. This includes passed and failed URLs.

URLs/s: URLs processed per second over the last minute.

UC-Min: Minimum time in milliseconds to complete processing of the URL for requests made in the last 30
seconds.

UC-Avg: Average time in miliseconds to complete processing of the URL for the last 100 requests.

UC-Max: Maximum time in milliseconds to complete processing of the URL for requests made in the last 30
seconds.

Total ERR: Total failed URLs.

6. Next, enter a wrong URL and start the cross-connect to observe Total-ERR (Total number of failed URLs).

Observed below are 16 failed URLs.
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|4 LANforge Manager ... ™ SM-G935T (assuper... ™ SM-TS05 (as superu... [Batch Modify ADB ...

LANforge Manager Version(5.4.6) VDR

Control Reporting Windgws Info Tests

Chamber View | Stop All Restart Manager Refresh HELP
y - = e . ‘ 3N i 16%1:15 PM
(TestMgr | Resource Mgr | Interop | DUT [ Profiles | Traffic-Profiles | Alerts | Warnings | + | Wifi-Messages s 083 .
[ stawus | PortMgr | Extended Port Mgr [ tayer3 L3 Endps Layer 47 RF-Generator Generic = LANforge ter0p LANforge InterOp
Rpt Timer: }fas: (15s) Go| Test Manager |all = SelectAll || Start+ || Stop- | Quiesce || Clear
2 = - .
View [o- 20000 v |co! Display || Create || Mogify || BatchModify | | Delete Webpage not available

Layer 4-7 Endpoints for Selected Test Manager The webpage at http://www.youtub.com/ could|

not be loaded because:

Name EID Type | Status | TotalURLs | URLs/s UCMin | UCAvg | UCMax | TotalERR |Total-Buffers| Byt
SamsungTab 1.10.0.11 L4/Gen Stopped 24 0 0 3,865.076 0 net:ERR_NAME_NOT_RESOLVED
SamsungS7Edge  1.12.0.10 L4/Gen Run 16 0.117 0 1.875 o
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Offline Real-Browser Test

1. In the offline browsing test, there is no need have internet enabled on the DUT. First, run nginx on eth1.
Double click on the port, click the HTTP check-box on the leftf hand side, and Apply the settings.

| col
() Appiications Places system = @ M "7 Thu Mar 23, 21:13:36
%/ LANforge Manager ... |4 Batch Modify ADB ... [Batch Modify ADB ... ™ [SM-G935T (assupe... [ Chamber View(5.4.6) %] ethl (ct521b-Ofef)...

LANforge Manager Version(5.4.6)
Control Reporting Windows Info Tests

T
Chamber View | stopan Restart Manager Refresh HELP
Status | PortMgr | Extended PortMgr | Layer-3 | L3Endps | Layer47 | RF-Generator | Generic | TestMgr | Resource Mgr | Interop | DUT | Profiles | Traffic-Profiles | Alerts | Warnings | + | Wifi-Messages
Disp: 192.168.200.239:1 Sniff Packets [v] Down |1 Clear Counters Reset Port i Delete
[ Il 1 = iml L[ L[ L[
eth1 (ct521b-0fef) Configure Settings ) (&) (X
E Fort staus nformation
pot || 1 3 sec| s | Current  LINK-UP 1005870 AUTO-NEGOTIATE Flow-Contral TSO GSO GRO RLength| RXOver | RXCRC | RXFrame | RXFifo
Oriver nfe: Pt Type: Etnernet Drier:igho BuE 00009700
101.00 192.168200239 0 0 0 0 0 0
1.01.01 192.1681.8 ) Port Configurables ) 0 0 0 0
1.01.02 0000 0 . 0 0 0 0 0
10103 |+ | 0000 0 wiphyo Standard Configuration | Extended Config | 0 0 0 0 0
1.01.04 0000 0 wiphy! — y 0 014,002,800,..| 461,316,0 0
1.01.05 172.16.0.1 0 vap0000 |wip e General Interface Settings ST ol 0 0 0 0 0
10109 v | 0000 0 sta0002 [ seenac . . v 0 0 0 0 0
Aux-M HCP H 2 None -
1100 19216815 0 wian0  wiph | [Jsemaien Bl Mot CRCHEC e = ] 0 0 0 0 0
= = 2]
RIX] ¥ 10009 0 wiphy [ seenmu DHCP-IPvG (V] DHCPRelease  DHCPVendor ID: [None - 7] 1000e0 0 0 0 0 0
1120 192.16813 0 wian0  wip | = i e ] 0 0 0 0 0
1121 v 0000 0 wiphy0 " SexOfcaq ] DHCP-IPv4 Secondary-IPs | DHCP ClientID:  [None v Al 0%t £, 0 [} 0 0 0
1122 0000 0 p2p0 [ setraternto L ] 100050 0 0 0 0 0
1440 192168212250 0 en2 Dlsmomse  DNSServers: [BLANK Peer IP: NA - 0 0 0 0 0
1441 v 0000 0 lend wiph ) - 0 0 0 0 0
i YT T [lsemeasses  IPAddress: 0000 Global IPv6 [auTo C S 4 3 g o o
1471 |/ |/ 0000 0 wiphyo O 1P Maske 0000 Link IPv6: [auTo 10650 0 0 0 0 0
1472 v 0.0.0.0 0 sta0001 _|wipH " . e e 0 0 0 0 0
1473 v 0.0.0.0 0  |monia wip] | [Jswsrdgemto  Gatewayl 0.0.00 1PV GW. AUTO 2 0 0 0 [ [
Dlsecrumesc  pag: = ] Fowcontrl
. 1cae3ee00fee 1000 offad
= —— :
! ————
| Enable HTTP server (ngind) for this port v
" The config file will be automatically generated, o you can create
[l your own called: Avr_confinginx [ifname].conf on the LANforge Resource. -
(| You may have to manually disable the standard httpd service in your OS to avoid address binding confl
[ wsecupsream
print || _Display prove || sync apply || ok Cancel
« [ ] >
Loggedinto: localhost4002 as: Admin S stations: 21 11 20

2. Download any HTML page and place the .html page in the html directory:
/usr/local/lanforge/nginx/html/ .

3. As you can see from the image below, CandelaTechnologies.html was placed in the
/usr/local/lanforge/nginx/html/ path.

Next, create a Layer4-7 cross-connect and fill out the boxes with the information given below.
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[Chamber View (5.4.... |4 Create/Modify Laye... @ MATE Terminal

LANforge Manager Version(5.4.6)

Control Reporting Windgws Info Tests

Chamber View |

Stop Al |

SM-G935T (as superuser]

eaGhan 3 X =4 100% B10:25 AM

Restart Manager Refresh

Interop | DUT | Profiles | Traffic-Profiles | Alerts

Extended Port Mgr

TestMgr | Resource Mgr

Status Port Mgr Layer3

RptTimer: [fast (1 s) ‘vIGo Test Manager [all

View 0- 20000 v [Go

Warnings | +
3Endps |

Display || Create

Wifi-Messages
Layer 47 [}y

=  LANforge InterOp

RF-Generator Generic

setectl | start+ | stop- | guiesce | clear ] LIVE DATA VIDEO VIEW  WEB BROWSER

Mogify || Batch Modfy | | Delete |

SPEED ({1) 4.76 Kbps/73.97 Kbps

Create/Modify Layer 4-7 Endpoint

Name: SamsungS7Edge Rot Timer: fast (1 5)

Shelf: 1 ‘v‘ Resource:

lauTO v | Endp1D:

100 Max Speed:

1P Addr:

Infinite

URLS per 10m:

URL Timeout: ‘ DNS Cache Timeout: (60

TFTP BlockSize: [Default (512 B) || Quiesce:

Proxy Auth Types: [] Basic []Digest [JNTLM  HTTP Compression: [[] Gzip [

HTTP Auth Types: [ Basic [ Digest [ GSS-Negotiate []NTLM

SSLCert: ca-bundle.crt SMTP-From:

Media Source:  |Dash (1) ‘vJ Media Quality: 4k (0)

Random Seeks: |0 l'\ Minimum Duration: |Duration (0 sec)

Download [v] mpva

192.168.1.8/CandelaTechnologies. htm|

Source/Dest File: |/dev/null

uupL: v

URL:

Get-URLs-From-File Authenticate Server  [] Use-Proxy  [] Allow-Reuse

V]Bind DNS  [¥] FTPPASV  [v] FTPEPSV ] Video Stream

oK Batch-Create

.

batch.png

3 (3 sec) -

Deflate

Allow-Cache

Playbacks Random

}aelzuk_:m

Dwan0(MeDy |+

Test Manager:

Traffic status (¥-axis in Mbps X-axis in Sec)
Port: 4

MATE Terminal
[lanforge@ct521b-0fef ~]$ cd /usr/local/lanforge/nginx/html/
[lanforge@ct521b-0fef html]$ 1s
10m.bin 2m.bin 500k.bin CandelaTechnologies.html
im.bin  3m.bin 5Ox.html index.html
[lanforge@ct521b-0fef html]$ 1s /usr/local/lanforge/nginx/html/CandelaTechnologi
es.html
/usr/1ocal/lanforge/nginx/html.
[1anforge@ct521b-0fef html]s []

[~

Quiesce After: Infinite (0) |~

Agent/RCPT-TO:

| | Praybacks: [ |+
lv Maximum Duration: [Duration (0seq) [

v] Enable 4XX Show Headers

Seeks Random

4. Start the cross-connect and view the Web Browser tab in the app see the web page load. Statistics will
also start to populate in the Layer 4-7 tab after the cross-connect has started.
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View 0 - 20000 ‘ |Go
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0
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L4/Gen
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Stop All
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